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Abstract

Knowledgemaintenance(KM) is the processof reflectingover somecurrent
knowledgebasedsystemin orderto handlea new situation.Changesthatfix new
problemsmustnot introducebugsinto old fixes.A commontechniquefor KM is
to reflectover dependenciesbetweenconcepts.In this review, we sampletheKM
work on modelingdependenciesusingeithera logic-based,a network-based,or a
procedural-basedapproach.
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1 Introduction

A truismof softwareis thatany working systemwill needto bechanged.Managing
changecanbeanexpensive business.If donepoorly, systemsthatstartout asunder-
standableandusefulcanquickly becomeincomprehensibleanduseless.

Maintenanceis thescienceof controllingchangein asoftwaresystem.Knowledge
maintenance(KM) is the scienceof controlling changein a knowledgebasesystem
(KBS). Moreprecisely:

Knowledgemaintenance(KM) is theprocessof reflectingoversomeknowl-
edgebasedsystemin order to handlea new situation.

An importantdetail in KM is that changesshouldimprove the knowledge,not
complicateor confuseit. In practice,this meansthat new fixesshouldnot introduce
bugs into old fixes. The article will explore how we can representthe connections
betweenknowledge. Suchconnectionsenableeffective KM thatavoidsbreakingold
fixes.However, ratherthanreview theentirestate-of-the-artin KM, thisarticlewill fo-
cusonanimportantcommonthemein many KM systems:dependency graphanalysis.
Wewill show thatsuchananalysisis usedin maydifferentKM approaches,including:



� Logical approachesthatuseanabstractdescriptionof the fundamentallogic of
thedomain.Ourexemplarlogicalapproachfor maintenancewill beDebenham’s
i-schemasando-schemas[22].

� Proceduralapproachesthat control the order in which itemsareupdated.Our
exemplarproceduralmaintenanceapproachwill beTallis andGil’sETM system
[30,51].

� Network approachesthatuseanexplicit graphshowing theconnectionsbetween
concepts.Our exemplarnetwork approachfor maintenancewill be Menzies’
graph-basedabductivesystem[40,41].

Weshallalsoseethatthedistinguishingfeaturesbetweendifferentapproachesare:

� How thegraphis generated.Logicalapproachesstrive to constructcleandepen-
dency graphs(by clean, wemeannormalised: seebelow).

� How thegraphis used.Proceduralapproachesstrive to patchmany partsof an
uncleandependency graph. Network approachestake a dependency graphand
explorewhatmaintenanceprocessesaresupportedby thatgraph.

Therestof thisarticleis structuredaroundtheseobservations.We begin by study-
ing how exemplarsof logical, network-based,andproceduralKM usea dependency
graph. Next, a sampleof KM systemswill be described. In that sample,we shall
seethatmuchof KM canbeexpressedin termsof studyinga dependency graph.The
final discussionsectionwill arguethat dependency graphknowledgeis an essential
pre-conditionfor any maintainablelanguage.

This article is intendedasan introductionto a complex field. Hence,it is not a
comprehensivereview of KM. Suchreviewsareverylargeandcomplicated(e.g.[38]).
Here,we constrainour scope. For example,oneomissionfrom this review will be
systemsthat try to tamemaintenancevia the useof high-level languages(e.g. [17]).
Thosesystemsassumethatif wecanexpressanideacleanlyandsuccinctlyenoughin
thefirst place,thatsubsequentchangewill beminimisedandsimplified. This review
is restrictedto systemswhichassumethatchangeis anon-goingprocess.

2 Exemplars of KM

Thissectionstudiesthreeexemplarsof KM usingeitheralogical,procedural,ornetwork-
basedapproach.

2.1 A Logical Maintenance Tool

Our survey of exemplarapproachesbeginswith Debenham’s i-schemaando-schema
logic-basedKM approach[18–24].

Thereareat leasttwo approachesto KM:
� Minimise thetime spenton designandthentry to control themaintenancepro-

cess. Two examplesof this control approachareETM andripple-down-rules
(seebelow).

� Engineeramodelsothatis is in aform thatis inherentlyeasyto maintain.Three
examplesof theengineeringapproacharedatabasenormalisation[15], network-
basedtools(seebelow) andthisschema-basedapproach.
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structure e.g. part e.g.part/cost-price
item-name part part/cost-price

var-i var-j - part cost-price
x y x x y
meaningof item isa(x:part-number) -

constraintsonvalues
�������	��
���
�
�
�


cost(x,y)
setconstraints � ����� 
�����
�
�


if ����� ����
————- o

Table1: Items in i-schemas.

In logic-basedapproaches,finding theunderlyinglogic is anearlygoalof thesys-
tem’s development. A software engineeringprocessfirst generatesa requirements
modeldescribingwhat the systemshoulddo. Next, a conceptualmodel is built us-
ing the schemas.Subsequentengineeringthat conceptualmodel into a physicalim-
plementation(howthesystemimplements).For example,in theschemaapproach,the
conceptualmodelcontainsitemsconnectedby objectsto describedata, information,
andknowledge:

� Itemsaredescribedin i-schemas.

� Objectsaredescribedby o-schemas.

� Dataaresimplevariables.

� Informationarerelationsconnectingvariables.

� Knowledgearetherulesthatexecuteover therelations.

After therequirementsmodeling,theconceptualmodelis built usingtheschemas
and a coupling relationshipwhich lets us constructthe dependency graphfrom the
schemas.Two subsequentmodelsaretheexternalmodel(how to applytheconceptual
model)followedby theimplementationmodel(therunningsystem).Therequirements,
externalandimplementationmodelswill notbediscussedfurtherhere.

Schemashave a uniform format,no matterif they arerepresentingdata,informa-
tion, or knowledge.They offer constraintsand(aswe shallseebelow) normalisation
rulesthatareanalogousto databasenormalisationrules. Schemascanberepresented
formally usingthelambdacalculusor informally in a simpletabular format. Schemas
cancontainotherschema’srecursively. Threei-schemasareshown in thei-schemasof
Table1. Thegeneralstructureis shown on theleft. A simpleexampleis shown in the
middle.Therecanbenomorethan100part-numbersnumberedbetween1000to 9999.
A recursiveshown ontheright. Therecursiveexampleusesthemiddleexamplewithin
its definition.Partsnumberedunder2000costnomorethan300dollars.All members
of thesetpartsmustbe in thesetof part/cost-price(seethe forall symbol). Hori-
zontallinesidentify componentswhosevaluesdeterminethecomponentmarkedwith
ano. For example,the last line of part/cost-price denotesthatcost-price
is functionallydependentonpart (in traditionaldatabasejargon,part is acandidate
key).

Whentwo piecesof knowledgesharethe samebasicwisdom,i-schemasrequire
thewisdomberepresentedtwice. For example:

� Supposepart/cost-price is computedfrom a functionCOSTS.
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structure e.g. costs e.g. mark-up-rule
object-name costs part/cost-price

type-i type-j � � � � ��� ��� � �
x y x y (x,w) (x,y) (z)

meaningof object costs(x,y) ( ������� � )
constraintsonobjectvalues


�����
�
�

if �!�"� ��� �$#��

objectsetconstraints
� � �

————- o ————- o
o ————-

————- o ————-

Table2: Objects in o-schemas.

[part/sale-price, part/cost-price, mark-up]

mark up-rule

part

part/cost-price machine/costprice part/sale-price

mark-uppricemachine

cost-price sale-price

costscosts sells-for

cost-type sale-type

Figure1: A simple concept map showing dependancies between schema concepts.
.

� SupposealsothatanotherfunctionMARK-UP-RULE usespart/cost-price .

RatherthanrepresentCOSTStwice(oncein part/cost-price andoncein part/cost-price ),
wecanusetheO-schemasshown in Table2.

A couplingmapshowswhenschemassharesomecommonstructure.For example,
thecompilingmapfor mark-up rule is shown in Figure1. This mapcanbeused
to control KM. If two itemsarelinked in themap,thenmodificationsto oneimplies
thattheotherhasto becheckedagainfor correctness.Further, theselinks canbeused
to simplify maintenance:

� An item is saidto bedecomposableif it maybeconstructedfrom otheritemsor
objects.

� If all decomposabledata, information, and knowledgeis discarded,then the
knowledgebaseis saidto benormalised[18].

� A normalisedsystemis farsimplerto maintainthananun-normalisedsystem(a
resultfirst reportedin the databasecommunity[15]). In a normalisedsystem,
knowledgeusedin many placesis storedonly once.Thetimerequiredto change
knowledgeis reducedsincethat knowledgeis uniquelyrepresentedin a single
placein thesystem.

Theabovedescriptionis only abrief overview of thei-schemaando-schemaapproach
to KM (for full details,see[22]). Nevertheless,thecoreintuition is clear:maintenance
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abstractdata obs

abstraction rules

hypothesise hyp

causal rules

Figure2: A diagnosis PSM.

canbesimplifiedby convertingtheconceptualmodelinto a dependency graph(which
Debenhamcallsthecouplingmap).

2.2 A Procedural Maintenance Tool

This sectiondescribesanotherexemplarmaintenancesystem:theETM systemof Gil
andTallis [30]. A first glance,the ETM will seemvery differentto (e.g.) the logic-
basedKM work describedabove. For example,ETM usea proceduralapproachto
handlingknowledgechange.However, we shallseethatETM arebasedon thesame
coreintuition asi-schemasando-schemas.

ETM assumethatknowledgeis organisedasasetof procedures.This is acommon
assumptionin modernKA. Inspiredby Newell’s knowledge level approach[44,45],
many KBS useproceduresassessingoperatorswhich, if applied,maytake thesystem
towardssomedesiredgoal. Collectionsof theseoperatorsarecalledproblemsolving
methods(PSMs). In recentyears,extensive librariesof PSMshave beendeveloped
andthoroughlydocumentedfor many taskssuchasdiagnosis,qualitative reasoning,
verification,andclassification(e.g.[1,4,6,43,52]). For example,Clancey [7] argues
that lurking within the rulesof MYCIN [5] areseveral PSMs(which he calls model
constructionoperators)suchas:

METHODfindOut (
Uses: subsumes/2
Method: If an hypothesis is subsumed by other

findings which are not present in this
case then that hypothesis is wrong.

)

To useprocedurein a knowledgebase,the knowledgeengineermustsupply the
subsumes/2details,e.g.

subsumes(surgery, neurosurgery).
subsumes(neurosurgery, recentNeurosurgery).
subsumes(recentNeurosurgery, ventricularUrethralShunt).

Thestandardarchitecturefor PSM-basedKA is at leasta two-layeredsystem.In
thebottomlayeraredomain-dependentfactsin thelanguageof theusers.In thesecond
layerarethePSMs,which arewritten in a moregenerallanguage.An examplePSM
for diagnosis[53] is shown in shown in Figure2. Somemappingfunction is defined
to connectthe domain-dependentlanguage(e.g. patienthistory) to a moregeneral,
domain-independentlanguage(e.g. data). Domain-specificknowledgecanbe used
in differentcontexts in differentwaysby definingdifferentterminologicalmappings
betweendomain-dependenttermsandthePSMs.
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Gil andTallis’ work beganwith theobservationthatmaintaininga PSM-basedKB
implieschangingnumerousproceduresaroundaPSM.Considertheexamplepresented
in [51]: weneedto changeaKBS devotedto transportplanning.Supposethatthissys-
temcalculatesdurationof trips involving only ships,andthatnow it hasto beextended
to consideraircraft as well. This modificationrequiresseveral individual changes.
First,existingknowledgemayneedto bemodified:

� Thedescriptionof vehiclesusedin tripshasto beextendedto includeaircraftin
additionto ships.

� Theproceduresto estimatedurationof the trip mustbechangeto take into ac-
countaircraft.

Next, new knowledgemayberequired:

� New methodsto calculatetheroundtrip time for aircraftmayberequired.

Any new knowledgemustbeintegratedinto theold knowledge.For example:
� Thedistancetraveledis usedin thenew methodfor theroundtrip timefor aircraft

andin thealreadyexistingcalculationfor theroundtrip of ships.Hence,weneed
to makesurethatthey useconsistentestimatesof thedistance.

Notethatif all thesechangesarenotcompletedproperly, thenthesystemwill beleft
in someinappropriateincoherentstate.The databasecommunityhasdiscussedmul-
tiple updatesandincoherency for many years.Transactionmanagementis a database
techniquefor avoiding incoherency. A transactionis a setof updatesthatmustall be
completedcorrectly. A transactioncontrolsystemmanagestheseupdatesandensures
thateitherall theupdatescompleteor, if any updatefails, thenall thecompletedup-
datesarereversed.Gil andTallis built a transactionmanagementsystemfor multiple
proceduralupdates.Their EXPECTTransactionManagementtool (or ETM) aretrig-
geredeachtimea userperformssomeinitial changesto aKBS:

� TheKBS is assumedto becoherentbeforethechanges.Any incoherencessub-
sequentlydetectedarehenceblamedontheuser’s recentchanges.

� After the changes,automatictools look for incoherences.ETM canrecognise
incoherencesvia a type-checkinganalysisof procedureinput variables. More
precisely, after a partial evaluationof the KBS, incoherencesaredetectedif a
methodcannotfire becausethetypesof theinput parametersto themethodsare
notavailable.

� ETM examinesthe inconsistency andproposesa setof scriptsthatmight fix it.
Theseproposedscriptsaretakenfrom ahand-built library createdvia ananalysis
of commonerrorsmadeby prior usersof thatKBS.

� Userscantheneitherselectascriptto runor canfix theproblemmanuallyusing
standardKBS editingtools.

In onestudyof maintenancetimesby four subjects(S1..S4)andtwo changetasks
for a KBS, maintenancewas easierwith ETM. The Gill & Tallis resultsareshown
in Table3. Note thespeedup in maintenancetimesfor two changetasksfor a KBS,
with andwithoutETM. Notealsoin thelastrow thatETM performedsomeautomatic
changes.

At first glance,ETM appearstotally differentto Debenham’sschemaapproach:
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Simpletask#1 Hardertask#2
noETM with ETM noETM with ETM
S4 S1 S2 S3 S2 S 3 S1 S2

Total time(min) 25 22 19 15 74 53 40 41
Timecompletingtransactions 16 11 9 9 53 32 17 20

Totalchanges 3 3 3 3 7 8 10 9
Changesmadeautomatically n/a n/a 2 2 n/a n/a 7 8

Table3: Change times for ETM with four subjects: S1. . . S4. From [30]

� Schemasareengineeredto avoid the multiple updateproblem. ETM assumes
multipleupdatesandtriesto managethem.

� Schemasassumealogicalfoundationfor knowledge.ETM assumesaprocedural
foundationfor knowledge.

Surprisingly, despitetheseapparentdifferences,schemasandETM’s sharethe same
coreintuition: KM requiresaccessto the thedependenciesbetweenconcepts.Recall
thatincoherenceswereauto-detectedin ETM usinga type-checkingsystemthatlooks
for unreachabletypesin procedurecalls. Conceptually, sucha type checker builds a
graphwhose:

� Verticesaresystemtypesor procedures

� Whoseedgesare connectionsbetweentypesenabledby the procedures;e.g.
someproceduremight input type1and output type2, thus generatingan edge
betweenthosetypes.

Sucha typegraphwouldappearverysimilar to theschemacouplingmaps.
HavingdescribedtheessentialcommonalitybetweenETM andschemas,weshould

alsodescribetheiressentialdifference:

� Schemasarea engineering-basedKM techniquethatconvertsconceptualmod-
els to coherentandminimal (i.e. decomposableitemsdiscarded)dependency
graphs.

� ETM is a control-baseKM strategy that inputs potentially incoherentdepen-
dency graphs(thetypegraph)andoutputsa KBS whosedependency graphmay
containlessincoherences.

2.3 A Network Maintenance Tool

Schema-basedKM definesonly one operationon KBS dependency graphs(which
Debenhamcalls coupling maps): the removal of decomposableitems. ETM-based
KM definesa library of hand-crafteddependency graphoperations:theseETM opera-
tionstake theform if problemX thenperformupdatesY. Menzies’network-basedKM
triesto generalisedependency graphprocessing.His HT4 system[39,41] supportsan
extensive library of dependency graphoperations.This sectiondescribesthoseopera-
tions.

Both schema-basedKM andETM-basedKM make strongassumptionsaboutthe
representationsthey process:

� Schema-basedKM is definedonly for i-schemaando-schemas.
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rule1 if happy
then motivated.

rule2 if happy and well-feed
then lazy.

rule3 if motivated
then not lazy.

rule4 if not lazy
then vigilant.

well-feed=true

happy=true motivated=true

and871

lazy=true

vigilant=true

motivated=falsehappy=false

lazy=false

well-feed=false

vigilant=false

Figure3: An example of generating T (right) from some rules (left). Modus tollens links
shown as dashed lines.

� ETM is tightly integratedinto the EXPECTKA tool which is a LOOM-based
representations(aspecific-typeof object-orientedexpertsystem).

In contrast,HT4 assumesthatsomeotherprogramhastakensomedomain-specific
representationandconvertedthat into a dependency graph. HT4’s maintenancetools
aredefinedfor any theorythatcanbeconvertedto theform T=(V,Ed,I) where:

� Eachvertex V.i representstheassignmentof a valueto a variable.V.i canbe
anAND-nodeor anOR-node.If anAND-nodeappearsin a proof, thenall its
parentsmustalsoappearin that proof. If anOR-nodeappearsin a proof, then
oneof its parentsmustalsoappearin thatproof.

� EachdirectededgeEd.i representsastatementof thepossibilitythatthevariable-
valueassignmentin theoriginatingnodemayleadto thevariable-valueassign-
mentin theterminatingnode.EachedgeEd.i is taggedwith theauthor(s)who
proposedit.

� An integrity constraintI complainsif an illegal combinationof valueassign-
mentsarebeingmadeto variables.For example,I couldcomplainif we tried to
assignbothupandownto thedirectionof changeof a variable.

� T is sometheorygeneratedfrom theuser’sassertionabouttheir domain.Exam-
plesof thisgenerationprocessareshown in Figure3 andin Figure4.

Theoriesin theform of T offer many maintenanceoperationssuchasverification,val-
idation, andsupportingarguments.Many testsof a modelcanalsobe characterised
asdependency graphtraversal.Testingis oftendividedinto verification(wasthesys-
tem built right?) andvalidation(wasthe right systembuilt?). A verificationsystem
candetect(e.g.) loops,unreachableconclusionsandtautologies[47]. Notethat these
verificationtoolscanbeviewedasdependency pathtraversalanalysis.For example:

� Reporta loop if apathcomesbackto itself.

� Reporta tautologiesif two pathsreachthesameconclusion.

� Reportanunreachableconclusionif nopathcanfind thatconclusion.

A validationsystemcanuseatestsuitetocheckif pathscanbefoundfromtestinputsto
testoutputs.If amodeldoesnotcontainconsistentpathsfrom known inputsto known
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nna coldSwim++

tempacth

cortico dex
++++

--++

++

--

and064

and063 nna=up

nna=down

acth=down

cortico=down

temp=up

acth=up

temp=down
cortico=up

nna=steady

and062

and061

acth
=steady

coldSwim=down

coldSwim=up

dex=up

and065

temp=steady

and066 dex=down

Figure4: The Smythe’87 [50] model of stress regulation (left) and its associated theory
T (right). In the language of the Smythe’87 theory, variables have three states: up,

down or steady . Competing influences can cancel out to explain a steady. For exam-
ple, note that there are two upstream influences to nna. Therefore, nna being steady
can be explained by a conjunction of (e.g.) coldSwim=up and temp=down.

outputs,thenthatmodelis faulty. FeldmanandCompton[26], followedby Menzies
[39,41], have shown that this testprocedurecandetecta largenumberof previously
unseenerrorsin modelstakenfrom internationalrefereedscientificpublications.Even
whenthey searchedfor consistentpathwaysthatcouldexplainasmany observationsas
possible,many observationswerestill inexplicable.Thedetectedfaultsweresurprising
andinsightful to theauthorsof thepublications.

ThevalidationtechniqueusedFeldman,Compton,andMenziesis illustratedusing
aneconomicsmodelwritten in theQCM language[41]. Themodelis shown in Fig-
ure5. In QCM , theoryvariableshavethreevalues:up, downor steady. Thedirectcon-
nectionbetweenforeignSalesandcompanyProfits(denotedwith plussigns)meansthat
companyProfitsbeingup or downshouldbeconnectedbackto foreignSalesbeingup
or downrespectively. TheinverseconnectionbetweenpublicConfidenceandinflation

investor

confidence

company

profits

trade

deficit

++ corporate

spending

-- wages

++ restraintdomestic

inflation

sales

++

++

public

confidence

--

++++
--

++

account

balance

current

--

foreign

sales

Figure5: An economics model.
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P.1 foreignSales=up, companyProfits=up, corporateSpending=up,
investorConfidence=up.

P.2 domesticSales=down, companyProfits=down,
corporateSpending=down wageRestraint=up.

P.3 domesticSales=down, companyProfits=down, inflation=down.
P.4 domesticSales=down, companyProfits=down, inflation=down,

wagesRestraint=up.
P.5 foreignSales=up, publicConfidence=up, inflation=down.
P.6 foreignSales=up, publicConfidence=up, inflation=down,

wageRestraint=up.

Table4: Pathways that explain outputs in the economics model.

company

profits

investor

confidenceforeign

sales

corporate

spending

wages

++ restraint

inflation

++

public

confidence

--

++ --

++

company

profits

foreign

sales

company

profits

foriegn

sales

++ corporate

spending

--

-- wages

++ restraintdomestic

inflation

sales

public

confidence

--

++

corporate

spending

--

wages

++ restraint

inflationpublic

confidence

--

++

Figure6: Explanation E.1 , left; Explanation E.2 , right.

(denotedwith minussigns)meansthatinflationbeingupor downshouldbeconnected
backto publicConfidencebeingdownor up respectively. In thecasewheretheinputs
are (foreignSales=up,domesticSales=down)andthe outputgoalsare (investorConfi-
dence=up,inflation=down,wageRestraint=up), then certainsomepathways can be
generatedto explaintheoutputs.Notethatsomeof thesepathwaysmakecontradictory
assumptions;e.g. e.g. corporateSpending=upin P.1 andcorporateSpending=down
in P.2 . Thatis, we cannotbelieve in P.1 andP.2 at thesametime. If we sort these
pathwaysinto the biggestpossiblesetsthat canbe believedat the sametime, we ar-
rive at the two consistentsetsof explanationsshown in Figure6. ExplanationE.1
contains3 pathwaysthat canbebelievedat the sametime; i.e. (P.1, P.5, P.6 )
while explanationE.2 contains4 pathwaysthatcanbebelievedat thesametime; i.e.
(P.2, P.3, P.4, P.6 ). Note thatour explanationscanexplain differentoutput
goals. E.1 can explain all the goalswhile E.2 can only explain two of the three
outputgoals. Formally, this extractionandassessmentof consistentinferencesfrom
a dependency network is graph-basedabduction[41]. Feldman,Compton,andMen-
ziesfaultedtheorieswhenthosetheoriescouldnotgenerateexplanationsfor all known
outputgoals.

Argumentsbetweendevelopersare very commonduring maintenance.Graph-
basedabductionoffers numeroussupporttools for argumentation.Recall that each
edgeEd.i in T is taggedwith thename(s)of its author. Trueconflictsbetweenusers
canbedetectedwhentheir edgesendup in differentexplanations.Falseconflictscan
be quickly resolved if, in no real-world example,the views of differentusersendup
in differentexplanations.Trueconflictscanthenbenegotiatedby focusingon thekey
conflictingassumptionsthat split the paths(seethe discussionbelow on fault locali-
sation). If negotiationfails, disputesbetweenfeudinguserscanbeadjudicatedusing
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modelassessment.Thewinning userofferstheorieswhich build consistentpathsthat
cancovermostof thedesiredbehaviour.

Whensharedperspectivesarebeingbuilt andmaintainedcollaborativeby groups,
the systemmustoffer awarenessmanagementtools [2]; i.e. monitoring that some-
oneelseis not makingchangesthat unduly influenceyour contribution to the shared
perspective. If modelsperspectivesareexpressedin T format,userscouldbealertedif:

� Somechangesmeanthat thepathwaysthey have proposedhave beenremoved,
and...

� Thesystem’sperformanceis degradingasa resultof thosechanges.

HT4’sgraph-basedabductioncanbecomparedwith schemasandETM asfollows:

� All thesetechniques(basedon differentlogics,procedures,or networks)utilise
adependency graph.

� I-schemasandO-schemasis a methodfor building clean(i.e. normalised)de-
pendency graphs.

� ETM is amethodfor building macrosthatfix commonerrorsin baddependency
graphs.Thesefixescanimply patchesin multipleplacesaroundthesystemthat
generatedthedependency graph.

� HT4 is a methodfor processingdependency graphs,oncethey arecreated.Note
that this processingcan handleinconsistentdependency graphs: suchgraphs
generatemultipleexplanations.

3 Other KM Systems

Thissectionreviewsa rangeof KM systemsthatallow a userto:

� Browse-around: exploretheconnectionsbetweenknowledgeinsidetheirKBS.

� Fault localisation: find the reasonwhy certainundesirablebehaviour hasoc-
coured.

� Fix: changetheKBS to correctundesirablebehaviour.

� Annotate: addamemoto explainwhy thechangewasmade.

A key datastructureusedby all thesesystemswill bethedependency graphbetween
conceptsin theKBS.

3.1 Browse-Around

Browse-aroundtools let a usermanuallygeneratetheir own explanationsof why a
variablewas/wasnotset.Browse-aroundis implementedvia queriesto thedependency
graphfrom a KB. The userstartsat somepoint in the KB andexploresthe nearby
region. Thissectiondescribessamplebrowse-aroundtoolsaredescribedbelow.

The MYCIN rule-basedsystem[5] maintainedconnectionknowledgebetween
fired rules. MYCIN’ s how andwhy queriesallowed the userto startat a conclusion
or a questionandaskhow wasthat conclusionreached? or why are you askingme
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thatquestion?. Bothqueriesreportedthedependency links in theneighborhoodof the
conclusionor question.How-querieslookedupstreambacktowardstheotherliterals
thatleadto this literal. Why-querieslookeddownstreamto theword thatis thecurrent
goalof thesystem.(Technicalnote:in backwardchainingsystemslike MYCIN, there
is alwaysagoalthatthesystemis trying to prove.)

SALT [36] wasa generalKA shell to supporttheconstructionof proposeandre-
vise designsystems.The SALT environmentwasa generalisationof a suiteof tools
built for the VT elevator configurationsystem[37]. SALT supportedhow-queriesin
theMYCIN-sense.However, SALT why-queriesjust returnedcannedtext sincewhy-
querieshave a naturalmeaningin goal-directedsystemslike MYCIN. SALT wasa
forward-chainer:it’s rulesfired accordingto the supplieddata. The goal of firing a
particularforwardchainingrule is hencenotasclearcutasfiring a backwardchaining
rule. SALT alsosupportedwhynot andwhat if browsearoundtools. Answersto why
not valueX? weregeneratedby seekingotherwordsthat could leadto X, but which
wereblockedsomehow by known words. Thesystemcouldanswer(e.g.) if Z=1 was
setto Z=2, thenwecouldhaveachievedX. A what-if-querywasa hypotheticallook
downstreamof sometemporarysettingof a variable.

FenselandSchoenegge[27] offer an interestingvarianton browse-around. Using
aninteractive theoremprover(KIV), they let a userbrowse-arounda first-ordertheory
representinga PSMs. If KIV cannotsolve a problem,it identifiesthemissinglogical
formulathatblockedPSMcompletionandpresentsthis to theuserasanassumptionto
beexplored.Usersof KIV canhencediscover whatextra assumptionsarerequiredto
achievetheirdesiredgoals.

3.2 Fault Localisation

A generaltechniquefor findinga fault in asystemis dependency tracing.If thedepen-
dencieswithin a KB areknown, andthe inferencinghasarrived in someunexpected
partof thatdependency graph,thenfault localisationcanbeimplementedvia a back-
wardssearchof thedependencies.All theabovebrowse-aroundtoolscanbedescribed
asmanualfault localisationsystems.This sectiondescribesa rangeof automaticor
semi-automaticfault localisationschemes.

3.2.1 Test Suites: Creation and Usage

To find a fault,a systemmustbetested.To ensurethata systemhasno faults,all parts
of the dependency network mustbe exercisedby the testsuite. Proposedtestsuites
canbeassessedby whatpercentageof thepathsin a modelwereexercisedduringthe
executionof that testsuite [12]. Alternatively, suchtestsuitescanbe automatically
generatedby looking for teststhatcoverall branchesin thepaths[54].

3.2.2 Theory Evolution

Darden[14] offersanaccountof theevolutionof genetheoryin theperiod1900-1930.
In termsof improving a theory, the key requirementof a representationwas that it
could generatea directedgraphshowing the influencesbetweenvariables[13]. In
the languageof this paper, sucha directedgraphis theKBS dependency graph. The
naturallanguageof expertstrying to refinesystembehaviour oftentakestheform of a
traversalof thedependency graph;e.g.Let’sseenow: after theinflation rateroseand
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droveinterestratesdown,thenwesawan increasein homeoccupancyrates.OK, lets
try increasingtheinterestrates.

3.2.3 TEIREISIAS

The MYCIN rule editor, TEIREISIAS,applieda clusteringanalysisto the rule base
to determinewhat parameterswhererelated; i.e. are often mentionedtogether. If
proposedrulesreferredtoaparameter, butnotits relatedparameters,thenTEIREISIAS
wouldpointouta possibleerror[16]. Notethatclusteringcanbesimplydefinedusing
graph-basedtechniques.

3.2.4 Model-based Diagnosis

Fault localisationis aexploredextensively in themodel-baseddiagnosisliterature[31].
A commonlyusedsupport-routinefor diagnosisis probing;i.e. theguidedsearchfor
additionalinformationwhich canconfirm/ rule-outa diagnosis.Givena setof possi-
ble explanations,a carefullyselectedprobefor a singlepieceof informationcancull
numerousexplanations.DeKleerusesthedependency structuresof his generaldiag-
nosisengineGDE to guideprobeselection[25]. The usualcaseis that eachprobes
have anassociatedcost(e.g. takinga blood-pressurereadingis a cheapprobewhile
performingexploratorysurgery is anexpensive probe). Probeselectionis a trade-off
betweeninformationgainandprobecost. Informationgaincanbeexpressedin terms
of dependency graphs.For example,in thecaseof HT4, an intelligentprobingstrat-
egy would beto only probeon themostupstreamcontroversialassumptions.Return-
ing to the above HT4 example,considerthe assumptionsrelatingto companyProfits,
corporateSpendingandpublicConfidence(anassumptionin graph-basedabductionis
any valueassignmentusedin proofswhich doesnot appearin the inputsor outputs).
NotethatourexplanationsdisagreeaboutcompanyProfitsandcorporateSpending, but
agreeaboutpublicConfidence. Hence,intelligentprobeswould ignorecheckingpub-
licConfidence(sinceno one is arguing aboutthat) or corporateSpending(sinceit is
fully dependenton theupstreamconceptof companyProfits).

3.2.5 Ripple-Down-Rules

Ripple-down-rules(RDR) is a representationoptimisedfor fault localisationin KBS
without PSMs[8–10,48]. RDR knowledgeis organisedinto a patch tree. If a rule
is found to be faulty, somepatchlogic is addedon a unlesslink beneaththe rule.
The patchis itself a rule andso may be patchedrecursively. Whenever a new patch
(rule) is addedto an RDR system,the casewhich promptedthe patchis includedin
the rule. Thesecornerstonecasesareusedbelow whenfixing an RDR system(see
below). At runtime,thefinal conclusionis theconclusionof the lastsatisfiedrule. If
thatconclusionis faulty, thenthe fault is localisedto the lastsatisfiedrule. Note that
theRDRpatchtreeis adependency graphconnectingrule logic.

3.3 Fix

Oncea fault is localised,it mustbe fixed. This sectiondescribesa rangeof fixing
schemes.Dependency graphswill beseento becentralto many of thefix strategies.

The RDR representationis usefulfor both fault localisationandfixing. Oncean
expert hasfaulteda conclusionfrom an RDR system,they thenaskthe systemfor a
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Figure7: An RDR knowledge base

list of possiblepatches.Thesystemreplieswith adifferencelist which is calculatedas
follows. As thecurrentcasenavigatesdown theRDR tree,if it findsa somesatisfied
rule, it thencheckstheirunlesspatches.Thedifferentbetweenthecurrentcaseandthe
cornerstonecaseof the lastsatisfiedrule is thedifferencelist. For example,a sample
RDR KB is shown in Figure7. The rule if a andb thenx1 hasbeenpatchedseveral
times.Suppose:

� x2 is thecorrectconclusionwhena andb andc is true.

� But lateronwerealisethatwhenwhenc is falseandd is true,thenx3 is true.

RDRwouldadda logic deltanotc to a patchrule in theunlessbranchbeneathrule 2.
In practice,RDR appearsto work very well, at leastfor singleclassificationprob-

lems. For example,thePIERSsystemat Sydney’s St. Vincent’s Hospital,models20
percentof humanbiochemistrysufficiently well to makediagnosesthatare99percent
accurate[48]. Systemdevelopmentblendsseamlesslywith systemmaintenancesince
theonly activity that theRDR interfacepermitsis patchingfaulty rulesin thecontext
of thelasterror. For a 2000-ruleRDRsystem,maintenanceis verysimple(a total of a
few minuteseachday).RDRhassucceededin domainswherepreviousattempts,based
on muchhigher-level constructs,never madeit out of theprototypestage(e.g.[46]).
Further, while largeexpertsystemsarenotoriouslyhardto maintain[17], theno-model
approachof RDRhasneverencounteredmaintenanceproblems.

Otherfix strategiesfocuson editing the dependenciesupstreamof an error. Spe-
cialisation/generalisation is a generalframework for repairinglogic. Theframework
datesbackto at leastShapiro[49]. Undesiredbehaviourscanberemovedby special-
ising a pre-condition;i.e. increasingthe numberof testsin a conjunction. Desired
behaviour whichwasnotachievedcanbereachedvia generalisingapre-condition;i.e.
decreasingthenumberof testsin a conjunction.In graph-theoreticterms,specialisa-
tion andgeneralisationamountsto removing or addingedgesabove AND-nodesin a
dependency graph.

Representation-specificvariantsof this framework have appearedin varioussys-
tems; for example,Shapiro’s system,the work of van HarmelenandAben, and the
SEEK/SEEK2systems.Shapiro’sownsystemwasadebuggingfacility for hornclauses.
In that system,specialisationor generalisationmeansaddingor removing (respec-
tively) hornclausesub-goals.Fixing in theSEEKsystemusedexplicit fix knowledge
ExampleSEEKrulesareshown in Figure8. SEEKrulescanbespecialisedby adding
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seekDiagnosisRule
if majorSymptoms and
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tests and
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with confidence

(definitely or probably
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seekFixRule
if the number of cases suggesting

generalisation is greater than
the number of cases suggesting
specialisation

and the most frequently missing
component is the major symptoms

then delete some major symptoms

Figure8: SEEK rules.

tests/symptomsor deletingexclusionsor decreasingits confidencelevel. Similarly,
suchrulescanbegeneralisedby removing tests/symptomsor addingexclusionsor in-
creasingits confidencelevel. SEEKworkedin associationwith a humanoperator. Its
successor, SEEKwasa fully automaticsystem.

vanHarmelenandAben[53] discussformal methodsfor repairingPSMssuchas
the diagnosisPSM shown above. For example,that diagnosisPSM canbe formally
representedasamappingfrom datad to anhypothesish via intermediariesZ andother
dataR.i:

abstract(data(d),R.1,obs(Z)) and hypothesize(obs(Z),R.2,hyp(h))

Therearethreewaysthisprocesscanfail:

1. We fail to prove abstract(data(d),R.1,obs(Z)); i.e. we aremissingabstraction
rulesthatmapd to observations.

2. We fail to prove hypothesize(obs(Z1),R.2,hyp(h)); i.e. we are missingcausal
rulesthatmapZ1 to anhypothesish.

3. We canprove eithersubgoalof our process,but not theentireconjunction;i.e.
thereis nooverlapin thevocabularyof Z andZ1suchthatZ=Z1.

Case1 andcase2 canbe fixed by addingrulesof the missingtype. Case3 can
be fixed by addingruleswhich containthe overlapof the vocabulary of the possible
Z valuesandthepossibleZ’ values.More generally, givena conjunctionof sub-goals
representingaPSM,fixescanbeproposedfor any sub-goalor any variablethatis used
by morethanonesub-goal.

3.4 Annotate

FixingaKBSmeanschangingit. Havingaccessto thereasonsfor changesto theshared
perspective is very important[3, 11,29]. Studieswith real-world maintainersshow
that the most importantquestiona maintainerever asksis why did they do this, and
not that? [42]. This sectiondiscussesissueswith annotatingthe reasonsfor change.
Dependency-basedtechniqueswill beusedto reducethecostof generatingannotations.

Argumentationstructurescanrecordprior debates[11,32,34,35]. However, such
argumentationstructurescanbevery costly to build. To reducethatcost,someargu-
mentationsystems(e.g.[28]) tightly integratetheargumentationenvironmentwith the
designenvironment:
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� To checka new argumenta simulationmoduleis alsoofferedwhich allows the
userto makewhat-if queries.

� New argumentscanbe matchedinto a library of old arguments.Holes in the
new argumentcanthenbe filled in automaticallyandofferedbackto the user
(e.g.‘Yousaidthisbefore,is thiswhatyoumeannow?’).

This functionalitycanbeimplementedasgraph-basedabductionoverdependency
graphsasfollows:

� Simulationmodelsperformingwhat-if queriesis asynonym for generatingmul-
tiple explanationsin abduction(e.g. generatingtheexplanationsfrom theeco-
nomicsmodel).

� Onecommonlyusedargumentationrepresentation[35] connectsdifferentop-
tionsto assessmentcriteriavia qualitativestatementsof supportsandobjects-to.
To processthiskind of argumentation,weneedto build explanationscontaining
consistentguessesabouttheimplicationsof differentoptions.

� Matchingnew argumentsto old argumentsis case-basedreasoningwhichLeake
arguesis an abductive task; e.g. selectthe explanationscontainingthe most
numberof thingswehaveusedsuccessfullybefore[33].

4 Discussion

Theobservationmadeabovewasthatdependency knowledgewasacoredatastructure
in many KM methods.While theuseof suchdependency graphsmaynot beimmedi-
atelyobvious,it canusuallybefoundsomewherewithin aKM system.Thisdiscussion
sectionofferstwo reflectionson theubiquityof dependency graphsfor KM.

Firstly, KA researchersmaynotsurprisedat thewidespreaduseof thedependency
relationshipsbetweenKBS concepts.Oneof the key ideasin modernKA research
is Newell’s knowledge-level principle [44,45]. At Newell’s knowledge-level, intelli-
genceis modeledasa searchfor appropriateoperators thatconvertsomecurrentstate
to a goal state. Domain-specificknowledgein usedto selecttheoperatorsaccording
to theprinciple of rationality; i.e. anintelligentagentwill selectanoperatorwhich its
knowledgetells it will leadthe achievementof someof its goals. A searchspaceis
theimplicit dependencieswithin asystem(but sometimesthesearchspaceis extended
at runtimewhennew conceptsarecreatedon-the-fly). Note Newell’s core intuition:
thesearchspaceknowledgeis essentialto describingthe runtimebehaviour of an in-
telligent agent. This article hasarguedthat accessingthat searchspace,in the form
of a dependency network, is a commonfeatureof many KM schemes.Combiningthe
views of Newell andthis article,we cansaythat dependency graphsarea coredata
structurefor boththeinitial acquisitionandthesubsequentmaintenanceof knowledge.

Secondly, basedontheaboveobservations,wecansaythataminimalpre-condition
of declaringarepresentationto bemaintainableis:

� A dependency network canbegenerated,and..

� Thatdependency network canbeextensively queried,and..

� Thatdependency network canbeextensively updated.
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This minimal pre-conditionfor maintainabilityhasimplicationsfor standardsoft-
wareengineering.Perhapsthereasonwhy conventionalsoftwaresystemsaresohard
to maintainis that commoncommerciallanguagessuchasVisual BasicandC++ do
not give thedeveloperadequateaccessto thedependency network. Looking into the
future,wecanguessthatdependency network accesswill beacorefeatureof thenext
generationof commerciallanguages.
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