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Abstract

Knowledgemaintenanc€KM) is the procesof reflectingover somecurrent
knowledgebasedsystemin orderto handlea new situation.Changeghatfix new
problemsmustnotintroducebugsinto old fixes. A commontechniquefor KM is
to reflectover dependencieketweerconceptsin this review, we samplethe KM
work on modelingdependenciessingeithera logic-baseda network-basedpr a
procedural-baseapproach.

Submittedo the Encyclopediaf ComputerScienceand Technolagy

1 Introduction

A truism of softwareis thatary working systemwill needto be changed.Managing
changecanbe an expensve business.If donepoorly, systemghatstartout asunder
standablendusefulcanquickly becomdancomprehensiblanduseless.

Maintenancés thescienceof controllingchangen asoftwaresystem.Knowledge
maintenanc€KM) is the scienceof controlling changein a knowledgebasesystem
(KBS). More precisely:

Knowledg maintenanc¢KM) is theprocesofreflectingover someknowl-
edee basedsystenin order to handlea new situation.

An importantdetail in KM is that changesshouldimprove the knowledge, not
complicateor confuseit. In practice,this meansthat new fixesshouldnot introduce
bugsinto old fixes. The article will explore how we canrepresenthe connections
betweerknowledge. Suchconnectionenableeffective KM that avoids breakingold
fixes.However, ratherthanreview theentirestate-of-the-arin KM, thisarticlewill fo-
cusonanimportantcommonthemein mary KM systemsdependenggraphanalysis.
We will shav thatsuchananalysigs usedin maydifferentKM approachesncluding:



e Logical approachethatusean abstractdescriptionof the fundamentalogic of
thedomain.Ourexempladogicalapproactor maintenancaill beDebenhans
i-schemasndo-schemaf2?2].

e Procedurabpproacheshat control the orderin which itemsare updated. Our
exemplarproceduramaintenancepproactwill be Tallis andGil’'s ETM system
[30,51].

¢ Network approachethatuseanexplicit graphshaving theconnectiondetween
concepts. Our exemplarnetwork approachfor maintenancevill be Menzies’
graph-basedbductve systen(40,41].

We shallalsoseethatthedistinguishingeaturebetweerdifferentapproacheare:

¢ How thegraphis generatedLogical approachestrive to constructtleandepen-
deng graphgby clean we meannormalised seebelow).

¢ How the graphis used.Procedurabpproachestrive to patchmary partsof an
uncleandependeng graph. Network approachesake a dependeng graphand
explorewhatmaintenanc@rocessearesupportedy thatgraph.

Therestof this articleis structurecaroundtheseobsenations.We begin by study-
ing how exemplarsof logical, network-basedandproceduraKM usea dependeng
graph. Next, a sampleof KM systemswill be described.In that sample,we shall
seethatmuchof KM canbe expressedn termsof studyinga dependenggraph.The
final discussionsectionwill arguethat dependeng graphknowledgeis an essential
pre-conditiorfor any maintainabldanguage.

This article is intendedas an introductionto a comple field. Hence,it is nota
comprehensiereview of KM. Suchreviewsareverylargeandcomplicatede.g.[38]).
Here, we constrainour scope. For example,one omissionfrom this review will be
systemghattry to tamemaintenanceria the useof high-level languagege.g.[17]).
Thosesystemsassumehatif we canexpressanideacleanlyandsuccinctlyenoughin
thefirst place,thatsubsequenthangewill be minimisedandsimplified. This review
is restrictedo systemswvhich assumehatchangdas anon-goingprocess.

2 Exemplarsof KM

Thissectiorstudieghreeexemplarsof KM usingeitheralogical,proceduralpr network-
basedapproach.

2.1 A Logical Maintenance Tool

Our suney of exemplarapproachebseginswith Debenhans i-schemaando-schema
logic-basedKM approact18-24].
Thereareatleasttwo approacheto KM:

¢ Minimise thetime spenton designandthentry to control the maintenancgro-
cess. Two examplesof this control approachare ETM andripple-dovn-rules
(seebelaw).

¢ Engineeramodelsothatis isin aform thatis inherentlyeasyto maintain.Three
examplesof theengineeringpproactaredatabaseormalisatior{15], network-
basedools(seebelow) andthis schema-baseapproach.



structue eg. part e.g.part/cost-price
item-name part part/cost-price
vari varj - part cost-price
X y X X y
meaningof item isa(x:part-number) -
constraintonvalues 1000 < z < 9999 cost(x,y)
setconstraints < 100 z < 1999 if y < 300
v
[§)

Tablel: Items in i-schemas.

In logic-basedpproachedijnding the underlyinglogic is an earlygoal of the sys-
tem’s development. A software engineeringprocessfirst generatesa requirements
modeldescribingwhat the systemshoulddo. Next, a conceptuamodelis built us-
ing the schemas.Subsequengéngineeringhat conceptualmodelinto a physicalim-
plementatior{howthe systemimplements) For example,in the schemapproachthe
conceptuamodel containsitemsconnectedy objectsto describedata, information
andknowled@g:

e Itemsaredescribedn i-schemas.

e Objectsaredescribedy o-schemas.

e Dataaresimplevariables.

¢ Informationarerelationsconnectingvariables.

o Knowledgearetherulesthatexecuteovertherelations.

After the requirementsnodeling,the conceptuamodelis built usingthe schemas
and a coupling relationshipwhich lets us constructthe dependeng graphfrom the
schemasTwo subsequennodelsarethe externalmodel(how to applythe conceptual
model)followedby theimplementatioimodel(therunningsystem).Therequirements,
externalandimplementatiormodelswill notbediscussedurtherhere.

Schemad$ave a uniform format,no matterif they arerepresentinglata,informa-
tion, or knowledge. They offer constraintsand (aswe shall seebelon) normalisation
rulesthatareanalogoudo databas@ormalisatiorrules. Schemaganbe represented
formally usingthelambdacalculusor informally in a simpletatular format. Schemas
cancontainotherschemasrecursvely. Threei-schemasreshown in thei-schema®f
Tablel. Thegeneraktructureis shovn ontheleft. A simpleexampleis shovn in the
middle. Therecanbeno morethan100part-numbersumberedetweerif000to 9999.
A recursie shovn ontheright. Therecursve exampleuseghe middleexamplewithin
its definition. Partsnumbereduinder2000costno morethan300dollars.All members
of the setpartsmustbein the setof part/cost-pric€seetheforall ~ symbol). Hori-
zontallinesidentify componentsvhosevaluesdeterminghe componentnarked with
ano. For example,thelastline of part/cost-price denoteghat cost-price
is functionallydependenbnpart (in traditionaldatabasgrgon,part isacandidate
key).

Whentwo piecesof knowledgesharethe samebasicwisdom,i-schemagequire
thewisdomberepresentetivice. For example:

e Supposeart/cost-price is computedrom a functionCOSTS.



structue e.g. costs e.g. mark-up-rule
object-name costs part/cost-price
type-i type-j D! D! I? I? DI
X y X y (xw) x.y) @
meaningof object costs(x,y) (w=2zxy)
constrainton objectvalues z < 1999 if y < 300 w >y
objectsetconstraints v v | Vv
5} - 5}
0
o | —

Table2: Objects in o-schemas.
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‘ part/cost-price H machine/costpric%‘ part/sale-price‘

mark up-rule\/

‘ [part/sale-price, part/cost-price, mark-up] ‘

Figurel: A simple concept map showing dependancies between schema concepts.

e SupposelsothatanothefunctionMARK-UP-RULE usespart/cost-price

Rathetthanrepresen€OSTSwice (oncein part/cost-price andoncein part/cost-price ),
we canusethe O-schemashaovn in Table2.
A couplingmapshavs whenschemasharesomecommonstructure For example,
the compilingmapfor mark-up rule is shavnin Figurel. This mapcanbeused
to control KM. If two itemsarelinkedin the map,thenmodificationsto oneimplies
thatthe otherhasto be checledagainfor correctnesskurther thesdinks canbe used
to simplify maintenance:

e Anitemis saidto bedecomposabl# it maybe constructedrom otheritemsor
objects.

o If all decomposabl@ata, information, and knowledgeis discarded then the
knowledgebaseis saidto benormalised18].

¢ A normalisedsystemis far simplerto maintainthananun-normalisegystem(a
resultfirst reportedin the databaseommunity[15]). In a normalisedsystem,
knowledgeusedin mary placeds storedonly once.Thetimerequiredto change
knowledgeis reducedsincethat knowledgeis uniquelyrepresenteéh a single
placein the system.

Theabove descriptionis only a brief overview of thei-schemaando-schemapproach
to KM (for full details,se€[22]). Neverthelessthecoreintuitionis clear:maintenance



@ obs ypothesise | hyp

T

abstraction rules causal rules|

Figure2: A diagnosis PSM.

canbesimplified by corvertingthe conceptuamodelinto a dependenggraph(which
Debenhantallsthe couplingmap).

2.2 A Procedural Maintenance Tool

This sectiondescribeanotherexemplarmaintenancsystem:the ETM systemof Gil
andTallis [30]. A first glance,the ETM will seemvery differentto (e.g.) thelogic-
basedKM work describedabove. For example,ETM usea proceduralapproachto
handlingknowledgechange.However, we shall seethat ETM arebasedon the same
coreintuition asi-schemasando-schemas.

ETM assumehatknowledgeis organisedasa setof proceduresThisis acommon
assumptiorin modernKA. Inspiredby Newell's knowled@ level approach44,45],
mary KBS useproceduresssessingperatorsvhich, if applied,maytake the system
towardssomedesiredgoal. Collectionsof theseoperatorsarecalled problemsolving
methods(PSMs). In recentyears,extensie libraries of PSMshave beendeveloped
andthoroughlydocumentedor mary taskssuchasdiagnosis,qualitatve reasoning,
verification,andclassificatione.g.[1, 4,6,43,52]). For example,Clance [7] amgues
that lurking within the rulesof MYCIN [5] are several PSMs(which he calls model
constructioroperatorssuchas:

METHODfindOut  (
Uses: subsumes/2
Method: If an hypothesis is subsumed by other
findings which are not present in this
case then that hypothesis is wrong.

To useprocedurein a knowledgebase,the knowledgeengineemustsupplythe
subsumes/details,e.g.

subsumes(surgery, neurosurgery).
subsumes(neurosurgery, recentNeurosurgery).
subsumes(recentNeurosurgery, ventricularUrethralShunt).

The standardarchitecturfor PSM-baseA is at leasta two-layeredsystem.In
thebottomlayeraredomain-dependeifi&ctsin thelanguagef theusers.In thesecond
layerarethe PSMs,which arewritten in a moregeneralanguage An examplePSM
for diagnosig53] is shavn in shavn in Figure2. Somemappingfunctionis defined
to connectthe domain-dependerdanguage(e.g. patienthistory) to a more general,
domain-independenanguage(e.g. data). Domain-specifiknowledgecan be used
in differentcontets in differentways by defining differentterminologicalmappings
betweerdomain-dependemérmsandthe PSMs.



Gil andTallis’ work beganwith the obsenationthatmaintaininga PSM-basedB
implieschanginghumerouproceduregarounda PSM.Considetheexamplepresented
in [51]: we needto changea KBS devotedto transporplanning.Supposéhatthis sys-
temcalculatesurationof trips involving only ships,andthatnow it hasto beextended
to consideraircraft aswell. This modificationrequiresseveral individual changes.
First, existing knowledgemay needto be modified:

e Thedescriptionof vehiclesusedin trips hasto be extendedo includeaircratftin
additionto ships.

e The procedureso estimatedurationof the trip mustbe changeto take into ac-
countaircraft.

Next, new knowledgemayberequired:
¢ New methodgo calculatetheroundtrip time for aircraftmayberequired.
Any new knowledgemustbeintegratedinto theold knowledge.For example:

e Thedistancdraveledis usedn thenew methodfor theroundtrip timefor aircraft
andin thealreadyexisting calculatiorfor theroundtrip of ships.Henceweneed
to make surethatthey useconsistenestimate®f thedistance.

Notethatif all thesechangesirenotcompletegroperly thenthesystemwill beleft
in someinappropriaténcoheentstate. The databaseommunityhasdiscussednul-
tiple updatesandincohereng for mary years. Transactionmanagementis a database
techniquefor avoiding incohereng. A transactionis a setof updateghatmustall be
completeccorrectly A transactiorcontrolsystemmanagesheseupdatesandensures
thateitherall the updatescompleteor, if arny updatefails, thenall the completedup-
datesarereversed.Gil andTallis built a transactiormanagementystemfor multiple
proceduralupdates.Their EXPECTTransactionManagementool (or ETM) aretrig-
geredeachtime a userperformssomeinitial change$o aKBS:

¢ TheKBS is assumedo be coherenbeforethe changesAny incoherencesub-
sequentlydetectedarehenceblamedontheusersrecentchanges.

o After the changesautomatictools look for incoherencesETM canrecognise
incoherencesia a type-checkinganalysisof procedurenput variables. More
precisely after a partial evaluationof the KBS, incoherencesre detectedf a
methodcannoffire becaus¢hetypesof theinput parameterto the methodsare
notavailable.

¢ ETM examinesthe inconsisteng andproposes setof scriptsthat might fix it.
Theseproposedcriptsaretakenfrom ahand-huilt library createdsia ananalysis
of commonerrorsmadeby prior usersof thatKBS.

¢ Userscantheneitherselectascriptto run or canfix theproblemmanuallyusing
standardKBS editingtools.

In onestudyof maintenancémesby four subjectgS1..S4)andtwo changetasks
for a KBS, maintenancevas easierwith ETM. The Gill & Tallis resultsare shavn
in Table3. Notethe speedup in maintenancéimesfor two changetasksfor a KBS,
with andwithout ETM. Notealsoin thelastrow thatETM performedsomeautomatic
changes.

At first glance ETM appeargotally differentto Debenhans schemaapproach:



Simpletask#1 Hardertask#2

noETM with ETM noETM with ETM

S4[ S1|S2] S3 | S2[S3]|S1]| S2

Totaltime (min) 25| 22| 19| 15 74 | 53 | 40 | 41

Time completingtransactions 16 | 11 9 9 53 | 32 | 17| 20
Total changes 3 3 3 3 7 8 10 9
Changesnadeautomatically nfa| nla| 2 2 na| nfa| 7 8

Table3: Change times for ETM with four subjects: S1...S4. From [30]

e Schemasreengineeredo avoid the multiple updateproblem. ETM assumes
multiple updatesandtriesto manageghem.

e Schemasassumelogicalfoundatiorfor knowledge.ETM assumeaprocedural
foundationfor knowledge.

Surprisingly despitetheseapparentifferencesschemasand ETM’s sharethe same
coreintuition: KM requiresaccesgo the the dependencieBetweenconcepts.Recall
thatincoherencewereauto-detecteth ETM usingatype-checkingystemthatlooks
for unreachableéypesin procedurecalls. Conceptuallysucha type checler builds a
graphwhose:

e Verticesaresystemtypesor procedures

¢ Whoseedgesare connectionsetweentypes enabledby the proceduresge.g.
someproceduremight input typeland outputtype2 thus generatingan edge
betweerthosetypes.

Suchatypegraphwould appeawery similar to the schemacouplingmaps.
Having describedheessentiatommonalitybetweerE TM andschemasye should
alsodescribetheir essentiadifference:

e Schemasrea engineering-baseldM techniquethat corvertsconceptuamod-
elsto coherentand minimal (i.e. decomposabléemsdiscardeddependeng
graphs.

e ETM is a control-baseKM strategy that inputs potentially incoherentdepen-
deng graphgthetypegraph)andoutputsa KBS whosedependenggraphmay
containlessincoherences.

2.3 A Network Maintenance Tool

Schema-baseddM definesonly one operationon KBS dependeng graphs(which
Debenhantalls coupling maps): the removal of decomposabléems. ETM-based
KM definesalibrary of hand-craftediependenggraphoperationstheseETM opera-
tionstake theform if problemX thenperformupdatesy. Menzies'network-basedKM
triesto generaliselependenggraphprocessingHis HT4 system[39,41] supportsan
extensie library of dependenggraphoperations.This sectiondescribeshoseopera-
tions.

Both schema-basedM andETM-basedKM malke strongassumptionsiboutthe
representationthey process:

e Schema-basedM is definedonly for i-schemaando-schemas.



--> happy=false< - -------- motivated=false<< -

happy=true motivated=tru

rulel if happy
then motivated.

rule2 if happy and well-feed . well-feed=true—= and871
then lazy. . well-feed=false< . _ R
rule3 if motivated : e lazy=true< -
then not lazy. T ** Jazy=fals
ruled if not lazy ¢/
then vigilant.
vigilant=true :
vigilant=false - - - - - :

Figure3: An example of generating T (right) from some rules (left). Modus tollens links
shown as dashed lines.

e ETM is tightly integratedinto the EXPECTKA tool which is a LOOM-based
representation@ specific-typeof object-orienteaxpertsystem).

In contrastHT4 assumethatsomeotherprogramhastakensomedomain-specific
representatiomnd corvertedthatinto a dependeng graph. HT4’s maintenanceools
aredefinedfor any theorythatcanbe corvertedto theform T=(V,Ed,I)  where:

e Eachvertex V.i representtheassignmentf avalueto avariable.V.i canbe
an AND-nodeor an OR-node.If an AND-nodeappearsn a proof, thenall its
parentsmustalsoappeaiin that proof. If an OR-nodeappearsn a proof, then
oneof its parentanustalsoappeain thatproof.

e EachdirectededgeEd.i representastatemenof thepossibilitythatthevariable-
valueassignmenin the originatingnodemay leadto the variable-alueassign-
mentin theterminatingnode.EachedgeEd.i is taggedwith theauthor(swho
proposedt.

e An integrity constraintl complainsif anillegal combinationof value assign-
mentsarebeingmadeto variables.For example,l couldcomplainif wetriedto
assigrbothup andownto thedirectionof changeof a variable.

e T is sometheorygeneratedrom the users assertiorabouttheir domain.Exam-
plesof this generatiorprocessareshavn in Figure3 andin Figure4.

Theoriesn theform of T offer mary maintenanceperationsuchasverification,val-
idation, and supportingarguments. Many testsof a modelcanalsobe characterised
asdependenggraphtraversal. Testingis oftendividedinto verification(wasthe sys-
tem built right?) andvalidation (wasthe right systembuilt?). A verificationsystem
candetect(e.g.) loops,unreachableonclusionsaandtautologied47]. Notethatthese
verificationtoolscanbeviewedasdependengpathtraversalanalysis.For example:

e Reportaloopif apathcomesbackto itself.
e Reportatautologiesf two pathsreachthe sameconclusion.
e Reportanunreachableonclusionif no pathcanfind thatconclusion.

A validationsystentanuseatestsuiteto checkif pathscanbefoundfrom testinputsto
testoutputs.If amodeldoesnot containconsistenpathsfrom known inputsto known
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Figure4: The Smythe’87 [50] model of stress regulation (left) and its associated theory
T (right). In the language of the Smythe’87 theory, variables have three states: up,
down or steady . Competing influences can cancel out to explain a steady. For exam-
ple, note that there are two upstream influences to nna. Therefore, nna being steady
can be explained by a conjunction of (e.g.) coldSwim=up and temp=down.

outputs,thenthatmodelis faulty. Feldmanand Compton[26], followed by Menzies
[39,41], have shavn thatthis testprocedurecandetecta large numberof previously
unseererrorsin modelstakenfrom internationakefereedscientificpublications Even
whenthey searchedor consistenpathwaysthatcouldexplainasmary obserationsas
possiblemary obsenationswerestill inexplicable. Thedetectedaultsweresurprising
andinsightful to theauthorsof the publications.
ThevalidationtechniquausedFeldmanComptonandMenziesis illustratedusing
aneconomicanodelwritten in the QCM languagd41]. The modelis shavn in Fig-
ure5. In QCM, theoryvariableshave threevalues:up, downor steady Thedirectcon-
nectionbetweerforeignSalesandcompanyPofits(denotedvith plussigns)meanghat
companyPofits beingup or downshouldbe connectedackto foreignSaledeingup
or downrespectiely. TheinverseconnectiorbetweerpublicConfidencandinflation

current trade
account deficit

balance \
investor

’ Tt N
foreign confidence
e X /

++ company corporate - wages

domestic —= N — . i
profits 44  spending restraint

sales
++ ++ /

public b —inflation
confidence

Figure5: An economics model.



P.1  foreignSales=up, companyProfits=up, corporateSpending=up,
investorConfidence=up.

P.2 domesticSales=down, companyProfits=down,
corporateSpending=down wageRestraint=up.

P.3 domesticSales=down, companyProfits=down, inflation=down.

P.4  domesticSales=down, companyProfits=down, inflation=down,
wagesRestraint=up.

P.5  foreignSales=up, publicConfidence=up, inflation=down.

P.6  foreignSales=up, publicConfidence=up, inflation=down,

wageRestraint=up.

Table4: Pathways that explain outputs in the economics model.

* investor
foreign confidence »
foriEgn *
sales ++ ++
* sales
company corporate wages * + *
fits o i restraint ++ company corporate -~ wages
rofits spendin ic —= —= e i
p ++  SP 9 domestic profits 7+ spending restraint
sales +
++
++
++
public * b inflation . * *
ublic - inflati
confidence 3 — - - inflation

confidence

Figure6: Explanation E.1 , left; Explanation E.2 , right.

(denotedwith minussigns)meanghatinflation beingup or downshouldbe connected
backto publicConfidencéeingdownor up respectiely. In the casewheretheinputs
are (foreignSales=updomesticSales=dowrand the outputgoalsare (investorConfi-
dence=up,inflation=down, wageRestaint=up), then certainsomepathways can be
generatedo explainthe outputs.Notethatsomeof thesepathwaysmalke contradictory
assumptionse.g. e.g. corporateSpending=ujn P.1 andcorporateSpending=down
in P.2 . Thatis, we cannotbelievein P.1 andP.2 atthesametime. If we sortthese
pathwaysinto the biggestpossiblesetsthat canbe believed at the sametime, we ar-
rive at the two consistensetsof explanationsshavn in Figure6. ExplanationE.1
contains3 pathwaysthatcanbe believed at the sametime;i.e. (P.1, P.5, P.6)
while explanationE.2 contains4 pathwaysthatcanbebelievedatthe sametime;i.e.
(P.2, P.3, P.4, P.6). Notethatourexplanationscanexplain differentoutput
goals. E.1 canexplain all the goalswhile E.2 canonly explain two of the three
outputgoals. Formally, this extractionandassessmertf consisteninferencedrom
a dependeng network is graph-basedbduction[41]. Feldman,Compton,andMen-
ziesfaultedtheoriesvhenthosetheoriescouldnotgeneratexplanationgor all known
outputgoals.

Argumentsbetweendevelopersare very commonduring maintenance. Graph-
basedabductionoffers numeroussupporttools for argumentation. Recall that each
edgeEd.i in T is taggedwith thename(s)f its author True conflictsbetweerusers
canbe detectedvhentheir edgesendup in differentexplanations.Falseconflictscan
be quickly resohedif, in no real-world example,the views of differentusersendup
in differentexplanations.True conflictscanthenbe negotiatedby focusingon the key
conflicting assumptionshat split the paths(seethe discussiorbelov on fault locali-
sation). If negotiationfails, disputesbetweenfeudinguserscanbe adjudicatedusing
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modelassessmenilhe winning userofferstheorieswhich build consistenpathsthat
cancover mostof thedesirecbehaiour.

Whensharedperspectiesarebeingbuilt andmaintainedcollaboratve by groups,
the systemmust offer awarenessnanagementools [2]; i.e. monitoring that some-
oneelseis not makingchangeghat unduly influenceyour contritution to the shared
perspectie. If modelsperspectiesareexpressedn T format,userscouldbealertedif:

e Somechangesneanthatthe pathwaysthey have proposechave beenremorved,
and...

e Thesystems performances degradingasa resultof thosechanges.
HT4'sgraph-basedbductioncanbecomparedvith schemasandETM asfollows:

¢ All thesetechniquegbasedon differentlogics, proceduresor networks) utilise
adependenggraph.

¢ |-schemasand O-schemass a methodfor building clean(i.e. normalised)de-
pendenyg graphs.

e ETM isamethodfor building macroghatfix commonerrorsin baddependeng
graphs.Thesefixescanimply patchesn multiple placesaroundthe systemthat
generatedhe dependenggraph.

e HT4is amethodfor processinglependenggraphsponcethey arecreatedNote
that this processingcan handleinconsistentdependeng graphs: suchgraphs
generatanultiple explanations.

3 Other KM Systems

This sectionreviews arangeof KM systemghatallow a userto:
e Browse-aound explorethe connectiondbetweerknowledgeinsidetheir KBS.

e Fault localisation find the reasonwhy certainundesirablébehaiour hasoc-
coured.

e Fix: changahe KBS to correctundesirabléehaiour.
¢ Annotate adda memoto explain why the changevasmade.

A key datastructureusedby all thesesystemsawill bethe dependenggraphbetween
conceptsn theKBS.

3.1 Browse-Around

Browse-aroundools let a user manuallygeneratetheir own explanationsof why a
variablewas/wasnotset. Browse-arounds implementedia querieso thedependeng
graphfrom a KB. The userstartsat somepoint in the KB and exploresthe nearby
region. This sectiondescribesamplebrowse-aroundoolsaredescribedelow.

The MYCIN rule-basedsystem[5] maintainedconnectionknowledge between
fired rules. MYCIN’s how andwhy queriesallowed the userto startat a conclusion
or a questionand askhow wasthat conclusionreaced? or why are you askingme

11



thatquestion? Both queriesreportedthe dependenglinks in theneighborhoof the
conclusionor question.How-querieslooked upstreanbacktowardsthe otherliterals
thatleadto this literal. Why-queriedookeddownstreanto theword thatis thecurrent
goalof thesystem (Technicalnote:in backwardchainingsystemdike MYCIN, there
is alwaysa goalthatthe systemis trying to prove.)

SALT [36] wasa generalKA shellto supportthe constructionof proposeandre-
vise designsystems.The SALT ervironmentwasa generalisatiorof a suite of tools
built for the VT elevator configurationsystem[37]. SALT supportechow-queriesin
the MYCIN-sense.However, SALT why-queriegust returnedcannedext sincewhy-
guerieshave a naturalmeaningin goal-directedsystemdike MYCIN. SALT wasa
forward-chainer:it's rulesfired accordingto the supplieddata. The goal of firing a
particularforwardchainingrule is hencenotasclearcut asfiring a backwardchaining
rule. SALT alsosupportedvhy not andwhatif browsearoundtools. Answersto why
not value X? were generatedy seekingotherwordsthat could leadto X, but which
wereblocked somehav by known words. The systemcould answer(e.g.) if Z=1 was
setto Z=2, thenwe could haveachievedX. A what-if-querywasa hypotheticalook
downstreanof sometemporarysettingof a variable.

FenselandSchoengge[27] offer aninterestingvarianton browse-aound Using
aninteractve theoremprover (K1V), they let auserbrowse-arouna first-ordertheory
representing PSMs. If KIV cannotsolve a problem,it identifiesthe missinglogical
formulathatblockedPSMcompletionandpresentshisto theuserasanassumptioro
be explored. Usersof KIV canhencediscorer whatextra assumptionarerequiredto
achieve theirdesiredgoals.

3.2 Fault Localisation

A generatechniqudor finding afaultin a systems dependengtracing.If thedepen-
dencieswithin a KB areknown, andthe inferencinghasarrived in someunexpected
partof thatdependenggraph,thenfault localisationcanbe implementedria a back-
wardssearctof thedependencie\ll theabove browse-aroundoolscanbedescribed
as manualfault localisationsystems.This sectiondescribesa rangeof automaticor

semi-automati€aultlocalisationschemes.

3.21 Test Suites: Creation and Usage

To find afault, a systemmustbetested.To ensurehata systemhasno faults,all parts
of the dependeng network mustbe exercisedby the testsuite. Proposedestsuites
canbe assessely whatpercentagef the pathsin a modelwereexercisedduringthe
executionof thattestsuite[12]. Alternatively, suchtestsuitescanbe automatically
generatedby looking for teststhatcover all branchesn the paths[54].

3.2.2 Theory Evolution

Darden[14] offersanaccounbf the evolution of genetheoryin the period1900-1930.
In termsof improving a theory the key requiremenif a representationvas that it
could generatea directedgraphshaving the influencesbetweenvariables[13]. In
the languageof this paper sucha directedgraphis the KBS dependeng graph. The
naturallanguageof expertstrying to refinesystembehaiour oftentakestheform of a
traversalof thedependenggraph;e.g. Let's seenow: after theinflation rateroseand
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droveinterestratesdown,thenwe sawan increasein homeoccupancyates.OK, lets
try increasingtheinterestrates.

3.23 TEIREISIAS

The MYCIN rule editor, TEIREISIAS, applieda clusteringanalysisto the rule base
to determinewhat parametersvhererelated i.e. are often mentionedtogether If

proposedulesreferrecto aparametemut notits relatedparametergshenTEIREISIAS
would pointouta possibleerror[16]. Notethatclusteringcanbe simply definedusing
graph-basetkchniques.

3.24 Modd-based Diagnosis

Faultlocalisationis aexploredextensiely in themodel-basediagnosiditerature[31].

A commonlyusedsupport-routindor diagnosids probing;i.e. the guidedsearchor

additionalinformationwhich canconfirm/rule-outa diagnosis.Given a setof possi-
ble explanationsa carefully selectedorobefor a single pieceof informationcancull

numerousexplanations.DeKleerusesthe dependeng structuresof his generaldiag-
nosisengineGDE to guide probeselection[25]. The usualcaseis thateachprobes
have anassociatedost(e.g. taking a blood- pressureeadingis a cheapprobewhile

performingexploratorysuigeryis an expensve probe). Probeselectionis a trade-of

betweerinformationgainandprobecost. Informationgain canbe expressedn terms
of dependenggraphs.For example,in the caseof HT4, anintelligentprobingstrat-
egy would beto only probeon the mostupstreantontroversialassumptionsReturn-
ing to the above HT4 example,considerthe assumptionselatingto companyPofits,

corporateSpendingnd publicConfidencéan assumptiornn graph-basedbductionis

ary valueassignmenusedin proofswhich doesnot appeaiin the inputsor outputs).
Notethatour explanationdisagreeboutcompanyPofitsandcorporateSpendingout

agreeaboutpublicConfidenceHence,intelligent probeswould ignorecheckingpub-
licConfidence(sinceno oneis arguing aboutthat) or corporateSpendingsinceit is

fully dependentntheupstreantoncepif companyPofits).

3.25 Ripple-Down-Rules

Ripple-davn-rules(RDR) is a representatiomptimisedfor fault localisationin KBS
without PSMs[8-10,48]. RDR knowledgeis organisednto a patc tree If arule
is found to be faulty, somepatchlogic is addedon a unlesslink beneaththe rule.
The patchis itself a rule andso may be patchedrecursvely. Wheneer a new patch
(rule) is addedto an RDR system,the casewhich promptedthe patchis includedin

therule. Thesecornerstonecasesare usedbelov whenfixing an RDR system(see
below). At runtime,the final conclusionis the conclusionof the last satisfiedrule. If

that conclusionis faulty, thenthe faultis localisedto the last satisfiedrule. Note that
the RDR patchtreeis a dependenggraphconnectingule logic.

3.3 Fix

Oncea fault is localised,it mustbe fixed. This sectiondescribesa rangeof fixing

schemesDependeng graphswill be seento be centralto mary of thefix strateies.
The RDR representatioiis usefulfor both fault localisationandfixing. Oncean

expert hasfaulteda conclusionfrom an RDR system they thenaskthe systemfor a
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rule if then

| 1 |a&b|x1 |
else
unless
@ rule if then
ENENES
else unless

rule if then
EERES (oul)

Figure7: An RDR knowledge base

list of possiblepatchesThesystenreplieswith a differencelist whichis calculatedas
follows. As the currentcasenavigatesdown the RDR tree, if it findsa somesatisfied
rule,it thencheckgheirunlesspatchesThedifferentbetweerthe currentcaseandthe
cornerstoneaseof the last satisfiedrule is the differencelist. For example,a sample
RDRKB is shawvn in Figure7. Therule if a and b thenx1 hasbeenpatchedseveral
times.Suppose:

e Xx2isthecorrectconclusionrwhena andb andc is true.
e Butlateronwe realisethatwhenwhenc is falseandd is true,thenx3is true.

RDRwould addalogic deltanotc to a patchrule in theunlessbranchbeneathrule 2.

In practice RDR appeargo work very well, atleastfor singleclassificatiorprob-
lems. For example,the PIERSsystemat Sydng’s St. Vincents Hospital,model0
percenf humanbiochemistrysufiiciently well to make diagnoseshatare99 percent
accuratg48]. Systemdevelopmentblendsseamlesslyvith systemmaintenancesince
the only actvity thatthe RDR interfacepermitsis patchingfaulty rulesin the context
of thelasterror. For a2000-ruleRDR systemmaintenancés very simple(atotal of a
few minuteseachday). RDR hassucceedeith domainswvherepreviousattemptspased
on muchhigherlevel constructsnpever madeit out of the prototypestage(e.g.[46]).
Further while largeexpertsystemsarenotoriouslyhardto maintain[17], theno-model
approactof RDR hasnever encounteredhaintenancg@roblems.

Otherfix stratgiesfocuson editing the dependencieapstreanof anerror. Spe-
cialisation/genealisationis a generalframework for repairinglogic. The framework
datesbackto at leastShapiro[49]. Undesirecbehaiourscanberemovedby special-
ising a pre-condition;i.e. increasingthe numberof testsin a conjunction. Desired
behaiour whichwasnotachievedcanbereachedria generalisinga pre-conditionj.e.
decreasinghe numberof testsin a conjunction.In graph-theoretiterms,specialisa-
tion andgeneralisatiormamountsto removing or addingedgesabose AND-nodesin a
dependenggraph.

Representation-specifiariantsof this frameavork have appearedn varioussys-
tems; for example, Shapiros system,the work of van Harmelenand Aben, andthe
SEEK/SEEKZystemsShapirosown systemwasadehuggingfacility for hornclauses.
In that system,specialisatioror generalisatiormeansadding or remaoving (respec-
tively) hornclausesub-goals Fixing in the SEEK systemusedexplicit fix knowledge
ExampleSEEK rulesareshovnin Figure8. SEEKrulescanbespecialisedy adding
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seekDiagnosisRule

i i seekFixRule

if majorSymptoms and . .
minorSymptoms  and if the nqmbgr of cases suggesting
tests and generalisation is greater than

the number of cases suggesting
specialisation
and the most frequently missing
component is the major symptoms
then delete some major symptoms

not exclusions

then diagnosis is true

with  confidence
(definitely or probably
or possibly)

Figure8: SEEK rules.

tests/symptomsr deletingexclusionsor decreasingts confidencdevel. Similarly,
suchrulescanbe generalisedby removing tests/symptomer addingexclusionsor in-
creasingts confidencdevel. SEEKworkedin associatiorwith a humanoperator Its
successQISEEKwasafully automaticsystem.

van Harmelenand Aben[53] discussformal methodsor repairingPSMssuchas
the diagnosisPSM shavn above. For example,that diagnosisPSM canbe formally
representedsa mappingfrom datad to anhypothesis viaintermediarie¥ andother
dataR.i:

abstract(data(d),R.1,0bs(2)) and hypothesize(obs(Z),R.2,hyp(h))

Therearethreewaysthis processanfail:

1. We fail to prove abstract(data(d),R.1,0bs(Z)).e. we are missingabstraction
rulesthatmapd to obsenations.

2. We fail to prove hypothesize(obs(Z1),R.2,hipf i.e. we are missingcausal
rulesthatmapZ1to anhypothesis.

3. We canprove eithersubgoalof our processhut not the entireconjunction;i.e.
thereis no overlapin thevocahulary of Z andZ1 suchthatz=Z1.

Casel andcase2 canbe fixed by addingrules of the missingtype. Case3 can
be fixed by addingruleswhich containthe overlap of the vocalulary of the possible
Z valuesandthe possibleZ’ values.More generally givena conjunctionof sub-goals
representingtPSM, fixescanbe proposedor ary sub-goabr ary variablethatis used
by morethanonesub-goal.

3.4 Annotate

FixingaKBS meanshangingt. Having accesso thereasong$or changeso theshared
perspectie is very important[3, 11,29]. Studieswith real-world maintainersshav
thatthe mostimportantquestiona maintainerever asksis why did they do this, and
not that? [42]. This sectiondiscussesssueswith annotatingthe reasongor change.
Dependeng-basedechniquesvill beusedo reducehecostof generatingannotations.

Argumentatiorstructureanrecordprior debateg11,32,34,35]. However, such
argumentatiorstructurecanbe very costlyto build. To reducethatcost,someargu-
mentationsystemge.q.[28]) tightly integratethe algumentatiorervironmentwith the
designernvironment:
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e To checka new argumenta simulationmoduleis alsoofferedwhich allows the
userto make what-if queries.

e New argumentscan be matchedinto a library of old alguments.Holesin the
new amgumentcanthenbefilled in automaticallyand offeredbackto the user
(e.g.'Yousaidthis before,is this whatyou meannow?’).

This functionality canbeimplementedasgraph-basedbductionover dependeng
graphsasfollows:

¢ Simulationmodelsperformingwhat-if queriess a synorym for generatingnul-
tiple explanationsn abduction(e.g. generatinghe explanationsrom the eco-
nomicsmodel).

¢ One commonlyusedargumentatiorrepresentatiofi35] connectdifferentop-
tionsto assessmermtiteriavia qualitative statementsf supportsandobjects-to
To procesghis kind of algumentationye needto build explanationsontaining
consistenguessesbouttheimplicationsof differentoptions.

¢ Matchingnew agumentgo old argumentds case-baserkasoningvhich Leake
arguesis an abductve task; e.g. selectthe explanationscontainingthe most
numberof thingswe have usedsuccessfullypefore[33].

4 Discussion

Theobsenationmadeabove wasthatdependengknowledgewasa coredatastructure
in mary KM methodsWhile theuseof suchdependenggraphsmay notbeimmedi-
atelyobvious,it canusuallybefoundsomeavherewithin aKM system.Thisdiscussion
sectionofferstwo reflectionson the ubiquity of dependenggraphsfor KM.

Firstly, KA researchemnaynotsurprisedatthewidespreadiseof thedependeng
relationshipsbetweenkBS concepts.One of the key ideasin modernKA research
is Newell's knowledge-level principle [44,45]. At Newell's knowledge-level, intelli-
gences modeledasa searchor appropriateperators thatconvertsomecurrentstate
to a goal state Domain-specifi&knowledgein usedto selectthe operatorsaaccording
to theprinciple of rationality; i.e. anintelligentagentwill selectanoperatomwhichits
knowledgetells it will leadthe achievementof someof its goals. A searchspaceis
theimplicit dependenciesithin a system(but sometimeshesearctspaces extended
at runtimewhennew conceptsare createdon-the-fly). Note Newell’'s core intuition:
the searchspaceknowledgeis essentiato describingthe runtimebehaiour of anin-
telligentagent. This article hasarguedthat accessinghat searchspace,n the form
of adependengnetwork, is acommonfeatureof mary KM schemesCombiningthe
views of Newell andthis article, we cansaythat dependeng graphsare a coredata
structurefor boththeinitial acquisitionandthe subsequenhaintenancef knowledge.

Secondlybasedntheabove obsenations we cansaythataminimal pre-condition
of declaringarepresentatioto be maintainables:

¢ A dependengnetwork canbegeneratedand..
e Thatdependengnetwork canbeextensiely queried,and..

e Thatdependengnetwork canbeextensvely updated.
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This minimal pre-conditionfor maintainabilityhasimplicationsfor standardsoft-
wareengineering Perhapshe reasonwhy cornventionalsoftwaresystemsareso hard
to maintainis that commoncommerciallanguagesuchas Visual Basicand C++ do
not give the developeradequateccesdo the dependeng network. Looking into the
future,we canguesghatdependengnetwork accessvill be a corefeatureof the next
generatiorof commercialanguages.
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