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ABSTRACT

Earlytestingof requirementsandecreaséhecostof remov-
ing errorsin software projects. However, unlessdonecare-
fully, thattestingprocessansignificantlyaddto the costof
requirementsanalysis.We shav herethat requirementsx-
pressedastopoi diagramscanbe built andtestedcheaply—
usingour SP2algorithm,theformal temporalpropertieof a
largeclassof topoicanbeprovenvery quickly, in time nearly
linear in the numberof nodesand edgesin the diagram.
Therearetwo limitationsto our approachFirstly, topoi dia-
gramscannotexpresscertaincomples conceptsuchasitera-
tion andsub-routinecalls. Hence our approachs moreuse-
ful for requirementengineeringhanfor traditionalmodel
checkingdomains.Secondly our approachs betterfor ex-
ploring the temporaloccurrenceof propertieshanthe tem-
poral ordering of properties. Within theserestrictions,we
canexpressa usefulrangeof conceptsurrentlyseenin re-
guirement®ngineeringandawide rangeof interestingem-
poral properties.

Keywords
Formalmethodsrequirementgngineeringmodelchecking,
SP2.

1 INTRODUCTION

The casefor more formality in requirement®ngineerings
overwhelming. Many errorsin software canbe tracedback
to errorsin the requirementg32]. Often,the conceptionof
a systemis improved as a direct result of the discovery of
inadequacief the currentconception.The earliersuchin-
adequaciesre found, the better sincethe cost of remov-
ing errorsat the requirementstagecan be ordersof mag-
nitude cheapethanthe costof removing errorsin thefinal
system33].

The benefitof formally checkinga systemis that formal
proofs canfind more errorsthan standardesting. A single
formal first-orderqueryis equivalentto mary white-boxor
black-boxtestinputs[19].

The costof rigorousrequirementengineeringnay be im-
practicallyhigh. Thesecostsinclude:

The modeling cost: Analystsmustcreatea systemsnodel
and a propertiesmodel Both modelsare in some
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machine-readablform. The propertiesmodelis often
much smallerthan the systemsmodel and containsa
formaltemporallogic* descriptiorof theinvariantsthat
mustbe provedin the systemsnodel.

The executioncost: A rigorous analysisof formal prop-
ertiesimplies a full-scale searchthroughthe systems
model. For example,if a given systemsmodelhasn
variableseachof which maytake on afinite numberof
uniquevaluesm, thenthe size of the statespaceasso-
ciatedwith that modelis m™. This spacecanbe too
largeto explore,evenontoday’sfastmachinesDespite
extensie researchnto speedingup this search(seeour
RelatedWbrk section),analystsoften have to painstak-
ingly rework the systemsand propertiesmodelsinto
moreabstraceandsuccinctformsthataresmallenough
to permitformal analysis.

The personnelcost: Analysts skilled in formal methods
mustbe recruitedor trained. Suchanalystsare gener
ally hardto find andretain.

The developmentbrake: The abore costscan be so high
that the requirementsmust be frozen for sometime
while we performthe formal analysis. Hence,one of
the costsof formal analysisis thatit canslow the re-
quirementsprocess. Slowing down the requirements
procesds unacceptabléor fastmoving softwarecom-
paniessuchasthe start-updot.coms.

Ideally, a methodfor reducingthe cost of testingrequire-
mentswould eliminate the execution cost and reducethe
costandskill involvedin building the propertiesandsystems
models.If achiezable,sucha methodwould alsoreducethe
personnetost,sinceit would notrequiresuchhighly-skilled
analysts.Having reducedhe personnelmodeling,andexe-
cution costs,this hypotheticalmethodwould inevitably de-
creasdhedevelopmentorake.

Someprogresshasalreadybeenmadein reducingthe cost
of propertiesnodelingusingtempoal logic patterns Dwyer
et.al.[9,10] haveidentifiedpatternswithin thetemporalogic

1Temporallogic is classicallogic augmentedvith sometemporaloper
atorssuchas[OX (always X is true), 0 X (eventually X istrue), OX (X
is trueatthenext time point), X | JY: (X istrueuntil Y is true),



Capabilities[driver] <———— Agel[driver]

Physical-handicap[driver]

Available-reaction-time[driver]

Complexity[situation]

Driving-period[driver]
\L +

Experience[driver]

+

Risk- of-acmdent[drwer]

Slacker[period] \ / V|$|b|||ty[r0ad5|gn]

POWEI’[VehICle]é Speed[vehicle]

Avoidance-action-quality[driver]

State-quality[vehicle] <——— Age[vehicle]

Comfort[vehicle] // \

+ \"'
Kinetic-energy[vehicle Importance[deformation]

Violence[crash]

Figurel: An exampletopoifrom [7]. The formal semanticgor topoiis describedelon. Informally, we saythat+ approxi-

mates‘encouragesWhile — approximatesdiscourages”.

formulae seenin mary real-world propertiesmodels. For
eachpattern,they have definedan expansionfrom theintu-
itive pseudo-Englistiorm of the patternto a formal tempo-
ral logic formulae. In this way, analystsare shieldedfrom
the compleity of formal logics. For example,the simple
pseudo-Englisistatement

always(brake = on) between(danger = seen) and(car = stop)

canbe automaticallyexpandednto the morearcangformal
statement:

O((danger = seen A (car = stop) A ¢ (car = stop))
— (brake = on U (car = stop)))

One drawback with temporallogic patternsis that while
complex temporalformula can be automaticallygenerated
from intuitive pseudo-Englishthe executioncostremains.
That is, even thoughwe can quickly build the properties
model,we may not be ableto executeall of thatproperties
model.

In this article, we arguethatwe cangreatlyreducethe exe-

cutioncostfor a classof systemsnodelsseenin therequire-
mentsstage,andfor a large classof temporallogic prop-

erties. In our approachwe usetemporallogic patternsto

reducethe costof propertiesmodeling,and optimizationto

reducethe executioncost. The key to this reductionis SP2,
a new algorithm for testing temporal propertiesof topoi,

which are statementof gradualinfluencesbetweenvari-

ables.Topoi canrepresentedraphicallyby topoi diagrams

an exampleof which is shavn in Figure 1. Topoi arequick

to sketch,andso(for requirementshataretopoi-compatible)
our approactalsoreduceghe systemsnodelingcost.

Thesecost-reductiorbenefitscanonly berealizedif we ac-
ceptcertainrestrictions:

e Our approacHimits the kinds of propertieshatcanbe
tested.

e The systemsmodel must be expressedas topoi dia-
grams. Topoi are not very expressve and excludes
statemensuchasfirst-orderassertionsiteration, sub-
routinecalls,andassignment.

e Dueto theselanguagdimitations, our approachis not
suitableto domainsthat needthe excludedstatements;
e.g.comple protocolsseenin concurrenprocesses.

Theserestrictionsare not fatal to the modelingprocessat
leastattherequirementstage:

o Wewill describenow to quickly recognizenadmissible
propertiesstatementsFurther we will usethe Dwyer
et.al. suney to shav thatwithin thelimits to the prop-
ertieslanguagewe canrepresenawide rangeof useful
temporallogic properties.

e We will shav thattopoi diagramsaresufficient to rep-
resentdiagramsseenin certainapproacheso require-
ments engineeringand recording design rationales.
Hence whenwe saythatthis approachs practicaland
useful,wereallymeanpracticalandusefulfor earlylife
cyclerequirementgliscussionsnly.

This worked is basedon Feldman& Comptons study of

the validation of topoi [11,12] (which they called qualita-
tive compartmentamodels). Menziestried to optimizethat
validation processand offered an implementationthat was
ordersof magnitudeasterthanthevalidationenginebuilt by

Feldman& Compton.However, he couldnot reducethe ex-

ponentialupperboundon the runtimes[21-23]. Assuming
a certainrestrictionon topoi edgetypes, Cohen,Menzies,
Waughand Gossshaved that the cost of checkingtempo-
ral propertiesof topoi-basedsimulationis a function of the



numberof time-ticksin the query[24,25]. This paperim-
provessignificantlyonthe Menzieset.al. result. We assume
the samerestrictionas Menzieset.al. andintroduceSP2,a
nearlylineartime algorithmfor checkinga large classof in-
terestingemporalpropertiegfor spaceeasonswe describe
the full detailsof thatalgorithmelsavhere[27]). Also, we
describeanimplementatiorof SP2which, in atleastonedo-
main, out-performsa state-of-the-artemporallogic model
checler (SPIN[15]).

2 About Topoi
Ourapproactassumethatrequirementsystemsnodelsare
expressedn the form of topoi; i.e. statement®f gradual
statementsuchas(i) themoreX, themoreY; (ii) thelessX
thelessY; (iii)) themoreX, thelessY; or (iv) thelessX the
lessY. Dieng et.al. namesuchstatementstopoi” andgive
numerousxampledrom theirrecordsof interviewswith ex-
perts[7]. For example:

Themorethereis waterinfiltrationin theroadway
body the worsethefoundationrisksto be

Thehigherthe speedof the vehiclesthe more im-
portantthe measue of importancerelativeto the
roadwaycomfort.

Whenthe geometryincreasesthe massincreases
andthefrequencydeceases.

If there is a punctualundressingand if the road-
way is betweerfive andfifteenyeais old, thenthe
causes'too old coating” is all the more certain
sincetheroadwayis older.

Our experiencehasalways beenthat the systemsmodeling
costwith topoi is very low. Topoi graphscan be quickly

generatedh therequirementstage.Two feudingstalehold-

erswith two marker pensand onewhiteboardcangenerate
mary, mary topoiin justafew hours.

Topoi graphscan be found in mary domains. Figure 1
shaved a topoi from an insurancedomainusingthe graph-
ical notationof Dieng’s 3DKAT tool. Figure2 shav some
Mylopoulos-stylesoft-goalgraphg28,29]. Soft-goalgraphs
represengradualknowledge aboutnon-functionalrequire-
ments. In Figure 2, an expert describeshow to increase
businessflexibility. Figure 3 shawvs a “questions-options-
criteria” (QOC) graph from the designrationale commu-
nity [34]. In suchQOC graphs,questionssuggestoptions
and decidingon a certainoption canraise other questions.
Optionsshownn in a box denoteselectedoptions. Options
areassessebly criteria andcriteria are gradualknowledge;
i.e. they tendto supportor tendto rejectoptions.QOCscan
succinctly summarizelengthy debates;e.g. 480 sentences
utteredin a debatebetweertwo analystoninterfaceoptions
can be displayedin a QOC graphon a single page[20].
Figure5 shows topoi generatedrom the requirement®f a
rule-basedegal systemshavn in Figure4. This translation

usability

\/

flexibility

performance

flexible
work
patterns

%

and

maintainability

+ +
sharing of task

information switching

Figure2: A soft-goalgraph:the and nodedenoteghatboth
sharing of information and task switching are enabledby
flexible work patterns
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Figure3: A questions-options-critergraphfrom [34]

assumeghat propositionsin the rule baseare modeledas
a belief/strengthpair wherethe strengthis somecontinuous
number

When collectedfrom multiple staleholders,gradualstate-
mentscan be quite comple, quite large, and containfeed-
back loops. Smytheextracteda list of gradualinfluences



if infant or noron
if guilty

then not |egally_responsible.
then jail.

if age < 7 then infant.

if legally_responsible and guilty then jail.

if notive and neans and opportunity and witnesses then guilty.

if guilty and not |egally_responsible then not jail.

Figure4: Rule-basedequirement$rom alegal system.
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Figure5: Topoifrom Figure4.
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Figure6: The Smythe’87 theory From[35]. Thediagram
shaws statement®f gradualknowledgerelatingto labora-
tory experimenton mammals.

from asetof articlesfrom differentauthorgelatingto human
internal physiology The resultingnetwork containsloops;
seeFigure6. The experimentsdescribedater in the paper
arebasednthelargetopoiof Figure7.

A pre-perimentalconcernis that informal topoi are so
underdefinedthat we could usethemto infer any proper
tiesatall. Thisturnsout notto alwaysbe the case.Recall
Figure2 andthefragment:

usability — flexibility < performance

Note that there is no way to explain the

Figure7: A largetopoiwith mary loops.

output of  {flexibility 1} from the input of
{usabilityt, performancet}. That is, while topoi are
over-generalized,they may still be restrictve enoughto
demonstratavhat cannotbe proved. We describebelon
experimentswhich show that large real-world topoi can
be restrictve enoughto block an interesting number of
temporalproperties.

Topoi: Formal Semantics

Formally, we saythat a topoi is a directed,possiblycyclic
graphG containingverticesandedges< V, E >. E arethe
connectorshetweenvariablesand are one of a set of pre-



definedtypes;e.g. 5 or 5. Thatis:

E; =
G =

Vi B Viorv; 5V
<V,E>

The verticesof a topoi can be assigned finite numberof
values;e.g. up, downor steady Thesevaluesmodelthe
sign of the first derivative of thesevariables(i.e. the rate
of changein eachvalue). X % Y denoteghatY beingup or
downcouldbeexplainedby X beingup or downrespectiely.
Thatis:

Vi1t implies V;?

+ —
Vim Vi = {VN implies V; | (1)

(wheret and| denoteup anddown respectiely.)

X — Y denoteghat Y beingup or downcould be explained
by X beingdownor up respectiely. Thatis:

— _ Vi1t implies V; |
VioV; = {m¢ implies V1 @)
Tacit in our topoi diagramsare conjunctionsof influences.
We canview topoi asinfluencessplashingaroundpipesthat
connecttubs. Pairs of competinginfluencescancancelout.
Thatis, we canexplainthelevel of waterin atub remaining
steadyvia conjunctionof competingupstreaminfluences;

e.g.

(Vi 1 impliesV; 1) (Vi 1 AVi 1)
and implies| implies
(Vi L impliesV; ) (V; = steady

This formal semanticss sufficient to guide the translation
of topoi for a formal modelchecler suchasSPIN. Figure8

shaws the resultsof sucha translationof Figure6. In this
figure, all the nodeshave the valuesup, down steadyand
unknown(which is a placeholderfor the initial conditions).
Also, for corvenienceall systemamodelinputs X arede-
claredto be X, variableswith valuesarrived, le ft denot-
ing the differenceshetweenthesevariablesin differentex-

periments For example,if we increaseheinjectionsof dex,

thenwe alsosaythatdex.,, = arrived.

Proving Formal Propertiesin Topoi

We cantesttopoi usinglibraries of expectedor desiredbe-

havior. Suchlibraries can be quickly built via interviews

with users. We have found it usefulto structurethesein-

terviews in an OO framawork. After generatinguse cases
andparticularscenario§18], we askour usersto clarify ex-

actly what are the expectedinputs and requiredoutputsfor

eachscenario.This generateswo artifacts. Firstly, it leads
to topoi graphdescribinghow they think influencesshould
propagatearounda systemsnodel. Secondlyit leadsto the

formulationof propertieamodelsof theform:

Whenl dothis, | expectto seethat.

#define DOW 0
#define STEADY 1
#define UP 2
#define UNDEF 3
#define ARRIVED O
#define LEFT 1

byte chg_col d_swi m = UNDEF
byte chg_dex = UNDEF
byte col d_swi m = UNDEF

/* chg_col d_swi m = { ARRI VED, LEFT} *
/* chg_dex = { ARRI VED, SW M *
/* cold_swi m= { DOAN, STEADY, UP}
byte dex = UNDEF /* dex = { DOMN, STEADY, UP}

byte tenp = UNDEF /* tenp = { DOAN, STEADY, UP}
byte nna = UNDEF /* nna = { DOWN, STEADY, UP}

byte acth = UNDEF /* acth = { DOAN, STEADY, UP}
byte cortico = UNDEF /* cortico = { DOAN, STEADY, UP}

* ok F % 4k

active proctype snythe() {
if

::dex == UNDEF -> dex = DOWN
::dex == UNDEF -> dex = STEADY
::dex == UNDEF -> dex = UP
fi;
if
::cold_swim== UNDEF -> col d_swi m = DOW
::cold_swi m== UNDEF -> col d_swi m = STEADY
r:cold_swim== UNDEF -> cold_swim= UP
fis
if
::chg_dex == UNDEF -> chg_dex = ARRI VED
::chg_dex == UNDEF -> chg_dex = LEFT
fi;
if
::chg_col d_swi m == UNDEF -> chg_col d_swi m = ARRI VED
::chg_col d_swi m == UNDEF -> chg_col d_swi m = LEFT
fis
if
::chg_dex == ARRIVED -> tenp = UP
::chg_dex == LEFT -> tenp = DOM
fi;
if
::chg_cold_swim== ARRIVED -> nna = UP
::chg_cold_swi m== LEFT -> nna = DOWN
fi;
do
::(chg_col d_swi m == ARRI VED && tenp == UP) -> nna = STEADY
::(chg_cold_swim == LEFT && tenp == DOM) -> nna = STEADY
::tenp == DOM -> nna = UP
::tenp == UP -> nna = DOWN
iitenp == DOW -> acth = UP
ritenp == UP -> acth = DOM
::nna == UP -> acth = UP
::nna == DOM -> acth = DOW
:racth == UP -> cortico = UP
:racth == DOM -> cortico = DOWN
ricortico == UP -> tenp = UP
t:i(cortico == UP && chg_dex == LEFT) -> tenp = STEADY
r:cortico == DOMWN -> tenp = DOM
t:i(cortico == DOM && chg_dex == ARRIVED) -> tenp = STEADY
ti(tenp == UP & nna == UP) -> acth = STEADY
::(tenp == DOMN &% nna == DOWN) -> acth = STEADY
od;

Figure 8: Figure 6 expressedn the PROMELA language
usedin SPINmodelchecler[15].

or, in thelanguageof temporallogic usedin (e.g.) SPIN:
O (Inputs — ¢ Outputs) 4
i.e. alwaystheinputslead,eventually to the outputs

We encounteproblemsif we useEquation4 to checklarge
topoi using standardmodel checlers. While SPIN checks
Equationd againsFigure8in lessthanasecondit canfail to
terminatefor largersystemsnodels.In onestudy we offered
40 propertiesof the form of Equation4 to SPIN alongwith
Figure 7 expressedn the sameformat as Figure 8. Given
100MB of maximumRAM, SPIN ran out of memory for
mostof the properties.We suspectedhat the searchspace
wastoo big. Figure7 contains80 variables,eachof which
hasat leastthe valuesup, down, steady, undef; i.e. total
spaceof optionsat leastof size (4%° ~ 10%8). In a sec-
ond study we reducedthe size of the systemby removing
the steady values.This shrankthe optionsto (380 ~ 1038).
However, evenin thisreducedsystem SPINranout of mem-
ory and failed to prove anything for 29 of the 40 proper



ties[31].

In summary while theoreticallywe canassesdopoi using
standardnodelcheclers,in practice,this may not be feasi-
ble.

3 SP2:A Model Checker for Topoi

While generaltopoi defeatgeneral-purposmodelcheclers,
specializednodelcheclerscanquickly checkthe temporal
propertiesof a restrictedclassof topoi. Considera topoi
containingtwo-valuednodesconnectedy the“+” and“—"
edgeglefinedn Equationl andEquation2. Suchatopoihas
symmetricedges i.e. eachedgecommenton a connection
of every upstreanmodes valueto every downstrearmodes
value.Menzieset.al.shavedthatwhenevery edgeof asym-
metric topoi commentson all the valuesof its downstream
vertices thenthe statespacerapidly saturates[24, 25]. That
is, the granularityof the time axis reducedo the numberof
variablesin thattheory For example,in a systemsmnodel
whereevery variablehasonly two values,everythingthatis
reachableanbereachedn two timeticks.

Usingtheresultof Cohenet.alwe have definedSP2,a spe-
cializedmodelchecler for symmetrictopoi [27,31]. SP2is
avariantof Dijkstra’s shortesipathalgorithm[6, 8]. Theal-
gorithminputsa symmetrictopoi with edgesetE, nodeset
V', andaninitial setS C V. S containssomevalueassign-
mentsto somenodesandrepresentshe initial conditionsof
the system.Thealgorithmoutputsa setof edgesZ with the
following properties:

e 7 isacollectionof treesspanningall the nodesreach-
ablefrom theinputs.

e Forary reachablaodez, Z containsthe shortestopoi
pathfrom theinputsto z.

e Thenodesof V spannedy Z arepartitionedinto two
setsS’ andT”, where:

— No edgeof Z passesrom T’ to S'.
— Eachsetis consistentthatis, will notcontainboth
x T andzx |.

Elsevhere we have provedthatSP2generate$’ andT” cor

rectly, andrunsin O(|V| + |E|log|V|) time in the worst
case[27]. SP2is efficient dueto its exploitation of satura-
tion. While spreadingout over the topoi, it maintainstwo

setsof nodes: the now set(S’) andthe later set(7"). If

thealgorithmreaches nodethatcontradictssomethingelse
in thenow, it movesthe new nodeinto thelater set. There-
peatecdhpplicationof thisrule ona2-spacecdymmetrictopoi
resultsin afastdivision of the nodesreachabldrom theini-

tial conditionsinto thetwo setsS’ andT".

Using SP2,we canvery quickly exploretemporalproperties
that canbe provedin two time ticks. A large rangeof in-
terestinggueriescanbe executedin two time ticks (but see
belov for a discussionon the propertiesthat requiremore
thantwo time ticks). OnceS’ andT’ aregeneratedye can
corvertourtemporalpropertiesnto setmembershigestsof

exp — O exp llalways
| Oexp /leventualy
| Oexp IInext
| expWexp /I weakuntil
| explUJexp [luntil
| exp A exp /lconjunction
| expV exp /ldisjunction
| exp— exp /limplication
| lexp /Inggation
| x /Iproposition
expWexp  — (exp U exp) A O exp
Oexp — (X € now’) A (x € later’)
O exp — (x € now’) \/ (x € later’)
O exp — (x € later’)
expr Jexpe  — (y € now’) \ ((x € now’) A (y € later’))
epr Aexpz  — (x € now) A (y € now)
expr V e&xpe  — (x€now) V (y € now’)

&pr > expy — (y €now’) V (X € now’) A (y & now’))

expr Wexpz  — (expr U expz) V (O exp1)
'exp — (X € time)

X — (X € time)

time — now’ | later’

now’ —s’

later’ -t

Figure9: Rewrite rulesfor convertinglineartemporallogic
expressionsnto setmembershipestsof SP25 S’ T".

thesesets.Figure9 andFigure10 show corversionrulesfor
commontemporalproperties.

SP2offerstwo majorotheradvantagever standardempo-
ral reasoning:

1. SP2runs,terminatesyeturnsZ, andthenwe perform
setmembershipf Z to prove our properties. Thatis,
we do not testfor propertiestill after SP2terminates.
Hence,the inferencetime is not much affectedby the
compleity of the propertieso betested.

2. SP2usesa shortest-pathreeto build its proofs. That
is, whenexplaining how propertieswerereached SP2
will generatehe shortestexplanationpossible,Hence,
auserof SP2neednotwadethroughmountainof trace
files in orderto understanchow the propertieswere
proved.

Experiments with SP2

Figure 11 showvs a comparisorof SPINvs SP2usingprop-
ertiesof the form of Equation4 andthe systemamodel of
Figure7. Of the 40 propertiesvhich wereanalyzedoy both
SPINandSP2,SPINwasableto returna verificationresult
in only 11 out of 40 cases(27.5%) beforerunning out of
memory In every casewhereSPINdid returna verification
result,SP25 resultwasin agreement.

RegardingcomputeresourcesSP2usedlessthan1% of the
RAM requiredby SPIN.Also, in the caseof the unprovable
properties,SP2terminatedin lessthana secondCPU time
while SPINtook muchlonger



Figure 10.A: Absencepropertiesy is false

Property LTL SP2

Globally O('p) pZS' ApgT’

BeforeR OR—('PUR) ReS'VRET \/pgS’

AfterQ 0@~ 0(p)) (QESV(PZS' APZT) A (QET VpeT)
BetweenQ andR | O((Q AIRA 0 R)~(1PUR)) (QZT VpeT) A\ (QZS'VRESVRET \VpgS)
After Q until R 0@ AIR—(IpWR)) (QZT'VReT) A(QZS'VReS'V (pgS' ARET))
Figure 10.B: Existenceproperties;p becomesrue

Globally O(p) peS'\VpeT

BeforeR IR W(pA'R) (PESARZSVpeT)V (RESApeT ARET)
After Q O0QV 9(QA o)) PET V((QZS'VPES)AQET)

BetweenQ andR | T(Q A'R—('IRW(pA'R))) QeS'AQET ApeT’ A (RES'\/PeS'VRLT)
After Q until R 0@ AIR—=(RU(PA!R)) QeS’AQeT A (ReET'VVpeT) A (RES'VpPeS'V(PET AREZT))
Figure 10.C: Universality: p alwaystrue

Globally O(p) pES’APET

BeforeR OR—(PUR) ReS'V(RET' ApeS)

AfterQ 0@~ L) (QFZS'V(PES'APET) A QZT VpeET)
BetweenQandR | O(QA'RA OR)—(pUR)) QeS'VRES'VRET \/peS’

After Q until R O(QAR—(pWR)) QeS'AQeT A(RES'VPeS)A (RET V/PeT)

Figure 10.D: PrecedenceS precedegp

Globally IpWS SZS'V(PeS' A(PET VSET))
BeforeR OR—('pU(SVR)) SeS'VReS'VRZT \/pgS’
After Q LIQV O(QA(PWS)) (QZS'AQZT)V (QES'A(SES'V (pES'A(PET VSETY))
V(QET'VpgT VSETY)))
BetweenQ andR | ((QAIRA OR)— (IplU(SVR))) | Inexpressible needs> 2 timeticks
After Q until R O(QA'R—('pW(SVRY))) (SES'VReS'V (pZS'APET)V (PES’A(SET VRET))) A (SET' VRET \/pgT)
Figure 10.E: ResponseS respondgo p
Globally O(p— 0S) SeT'V(pgT A(pgS'VSES)))
BeforeR OR—(p— Inexpressible needs> 2 timeticks
(RUGAR)UR
AfterQ 0Q— O(p— 05)) SETV(QZSVPZT AZS VSESHA (QZT VpZT))
BetweenQ andR | O((QA!RA OR)— Inexpressible needs> 2 time ticks
(P~ (RU(SAIRDUR)
After Q until R OQA'R—
(= (RUSAIR)WR)) QES'AQET A (RET'VSET \VpgT)

Figure10: Commontemporallogic queriescorvertedinto setmembershigestsof SP25 S’, T”. This tablewasgeneratedy
applyingthere-writerulesof Figure9 to a surwey of commontemporallogic querieq9, 10]. From[31].

SPIN SP2 Numberof Cases
?? proved 21
?? unproved 8
proved proved 11
unproved | unprosed 0
proved unproved 0
unproved proved 0
| RAM used(max) | 100MB < 1MB

Figure11: Proving propertiesof Figure7 in SPINandSP2.
“??" denoteshatSPINdid notterminatdn 100MB of RAM.

We mentionedearlier that one pre-experimentalconcern
with informal topoiis thatthey aresounderdefinedthatwe
couldusethemto infer ary setof propertiesatall. Figurell
shaws thatthis is not alwaystrue. In the caseof 8 of the 40
propertiesSP2couldnot prove themacrosghelargeunder
definedtopoi of Figure?.

Limits to SP2
Whatarethepracticalimplicationsof SP25restrictionsVe
discusshelow two importantimplications:restrictionsof the

propertiesthat canbe proved andthe needfor specialtools
to handleconjunctions.

InadmissibleProperties

Figure 12 shavs Dwyer et.al's classificationof over five
hundredineartemporalogic (LTL) propertie§9,10]. Those
propertiedivide into eightgroupsandeachgroupcontains
thefive temporalscopesseenin Figure10;i.e. globally; be-
foreevent R; afterevent@; events@ andR; andafterevent
Q until eventR. % of thesescopesareexpressiblen terms
of two time ticks [31]. Theinexpressiblescopesall require
proving someorderingof > 2 events. By definition, such
an orderingcannotbe expressedisingmerelythe two time
intervalsof S’ andT’ generatedby SP2.

Figure 12 shows us that SP2-styleinferenceon symmet-
ric topoi can say more about the occurrence of a given
event/stateduring systemexecutionthanaboutthe ordering
in which multiple events/statesccur It is asimplematterto
detectthetemporalpropertieghatareinadmissiblefor SP2.
All suchpropertiesrequire more thantwo time ticks; e.qg.



Absence(2)
Universality (£)
Existence( )
BoundecExistence(2)

Occurrence (3+34+540=13)

Precedence(z)
Response(%)5
ChainResponsg(2)
ChainPrecedence(2)

Order (4+240+0=1)

Figure12: Coverageof the Dwyer corpusof temporalprop-
ertiesby SP2.Eachright-hand-sidgyroupof propertiexon-
tainsfive scopesFractiongddenotenow mary of thosescopes
canbe handledby SP2,asseenin Figure10. Adaptedfrom
[31].

until operatorsestedo a depthgreaterthantwo suchas:.
(dayz sunday, | (dayz monday | day= tuesdag)

Handling Conjunctions

Another problemis that symmetrictopoi have no special
knowledgeof and-nodes.This canleadto someless-than-
desirableresults.Considerthefollowing topoi:

usability — flexibility < performance

Equation3 saysthatthe conjunctionof competingupstream
influencecanresultin a steadyvaluein a downstreamvari-
able;i.e.

usabilityt — andd01
performance, — andi01
and01 — flexibility = steady (5)

where andd01 is an and-nodeespeciallycreatedfor this
conjunction. A reasonabléemporalinterpretationof and-
nodesis that all pre-conditionsmust appearbefore or at
the sametime asthe post-conditions.Supposewe seekto
flexibility = steadye S’, but SP2computesa nodepartition
in whichusabilityt € T' andperformancé € T". Wewould
like to be ableto coaxthesepre-conditionshackin time to
S’ suchthat they do not occur at a time that is later than
flexibility = steadye S’.

Anothercasewherewewantto coaxedgeweightsis thebad-
and situation. The rules of symmetrictopoi requirethat if
we createthe edgesshavn in Equation5, thenwe mustalso
createthefollowing complementaryules:

usability] — andd01
performancef — andd01
and01 — flexibility = steady (6)

where X is an inventednode representing‘all the other
valuesof X”. The addition of the nodesandi01 and

flexibility = steadyis requiredto ensurehe symmetryprop-
ertiesuponwhich SP2is dependentHowever, they arejust
nonsenssymbolsthat shouldnever appeaiin ary explana-
tion of how certaininputsleadto certainproperties. That
is, pathwaysfrom inputsto propertiesshouldnever include
thesenonsenseymbols. Hence,if possible, SP2shouldbe
‘coaxed’ into producingshortestpath treesin which these
spuriousnodesappeamttheleaves.

SP2containsamechanisnio implementsuchcoaxing:each
edgein the topoi is augmentedvith an edgeweight, which
SP2usesto computeshortespaths— the lengthof a pathis
simply the sumof the weightsof the edgesalongthe path.
At the coreof SP2is a priority queue.At runtime,the next
edgeto be exploredis one of the edgeswith lowestweight
within the queue.This meanghatby adjustingweightsand
re-runningthe algorithm,we canchooseo explore edgesat
someearliertime or latertime. Hence to coaxusabilityt and
performanceg into S’, we canadjustthe weightsupstream
of thosenodes.In coaxing,the weightscanbe adjustedar
bitrarily, provided that the ary symmetricpair of edgesre-
ceivesthe sameweight for both edges.Elsavhere[27] we
definea setof minimal edgeadjustmenteuristicswhichin-
put SP25 shortestpathtree Z, the cut setC' containingthe
edgeghatconnectS’ toT” andwhich outputschangeso the
edgeweights.

A majorpre-experimentatoncernwasthatthenearlylinear

time processingf SP2could be followed by anindefinitely
long coaxingprocess.After muchexperimentationwe can
reportthat we have never seenthis worst-casebehaior in

practice. In thoseexperimentswe usedSP2to explore ran-
domly generategropertiesof the form of Equation4 over
dozensof randomlygeneratedopoi graphs.We variedtopoi

fanout(2 to 6 edgesper node)and the frequeng of and-
nodes(from 5% to 75%). Eachexperimentwasterminated
whenthe % of provablepropertieseachedsomeplateau.ln

all the experimentsthe plateauwasreachedafter < 5 iter-

ationsof SP2+coaxing.Also, the plateaureachedafter 10

coaxes barely changedin up to 100 coaves. Further SP2
neverusedmorethan1MB of memoryor oneminuteof run-

time. Ourconclusiorfrom thesesxperimentds thattheneed
for heuristiccoaxingdoesnot diminish the time and space
efficiency of SP2.

4 RelatedWork
We arehardlythefirst to exploreformalmethoddor require-
mentsengineeringFor example:

¢ IntheKAOSsysten(36], analystgenerataproperties
model by incrementally augmentingobject-oriented
scenariadiagramswith temporallogic statementsPo-
tentially, this researclreducesthe costsof formal re-
quirementanalysishy integratingthe generatiorof the
propertiesmodel into the restof the systemdevelop-
ment. Our readingof the KAOS work is thatwhile the
resultingmodelmay be moreformal, the level of skill



requirecto write thetemporallogic cansignificantlyin-
creasethe personnelkcost. Further the extra time re-
quiredfor theaugmentatiorrouldincreasaheeffect of
thedevelopmentralke.

e Schneideret.al. [33] explored reducing the manual
modeling costsusing lightweight formal methods In
the lightweight approach,only partial descriptionsof
the systemsandpropertieamodelswereconstructedis-
ing the SPIN formal analysistool [15]. Despitetheir
incompletenature Schneideet.al.foundthatsuchpar
tial modelscouldstill detectsignificantsystemserrors.
While exciting researchthis approachstill incursthe
personnetostsincescarcesxpertisels requiredto drive
toolslike SPIN.

Nor are we the first to explore optimizing temporallogic
model checking. Elaboratetools have beendevelopedto
tamethe statespaceexplosionproblemincluding:

Abstraction or partial ordering: Only usethe part of the
spacerequiredfor a particularproof. Implementations
exploiting this techniquecanrestrainhow the spaceis
traversed[14, 26], or constructedn the first place[13,
33].

Clustering: Divide the systemsmodel into sub-systems
which canbereasonedboutseparately2, 4,30,37].

Meta-knowledge: Avoid studyingtheentirespacelnstead,
only studysuccinctmeta-knevledgeof the space.One
exampleusedan eigervectoranalysisof the long-term
propertiesof the systemsnodelunderstudy[17].

Exploiting symmetry: Prove propertiesn somepartof the
systemsmodel, then reusethoseproofsif ever those
partsarefoundelsavherein the systemsnodel[3].

Semanticminimization: Replace the space with some
smaller equivalentspace[16] or orderedbinary deci-
sion diagramg[1]. For example,the BANDERA sys-
tem [5] reducesboth the systemsmodeling cost and
theexecutioncostvia automaticallyextracting(slicing)
the minimum portionsof a JAVA programs bytecodes
which arerelevantto particularpropertieanodels.

While theabovetoolshave all provedusefulin theirtestdo-
mains,they may not beuniversallyapplicable.

e Certainoptimizationgequireexpensvepre-processing,
suchas|[17].

e Thesemethodamayrely oncertaintopologicalfeatures
of the systembeing studied. Exploiting symmetryis
only useful if the systemunderstudy is highly sym-
metric. Clusteringgenerallyfails for tightly connected
models.

Also, for requirementsengineering, systemslike BAN-
DERA arenot suitable. BANDERA only works on imple-
mentedsystemsthatis, notuntil long aftertherequirements
phasehasended.

Hence,in the generaltase pnly smallmodelscanbetested.
Further thesemodelsmustbe preciselyspecified. In con-
trast,this work describesnethodgor quickly proving prop-
ertiesin large modelsthathave beenhastily sketched.

5 Conclusion

We needbetterformal testingfor our requirements Apply-
ing formalmethodscanleadto anunacceptablérake onthe
developmenprocessCost-efectiveformalmethodshaveto
reducethe costandskill involvedin modelingsystemsand
their properties.The costof propertiesmodelingcanbe re-
ducedvia temporallogic patterns. However, the execution
costof theresultingpropertiesnodelmay requireexpensve
rework of the propertieggeneratedrom the patterns.

In the specificcaseof requirementshatcanbe mappednto
symmetrictopoi, we have shovn thatthe systemanodeling
costis reducedsincethetopoicanbesketchedquickly). For
suchsymmetrictopoi, we canreducethe executioncostfor
proving formal propertiego time thatis nearlylinearon the
numberof edgesandnodesin thetopoi.

The combinationof easyspecificatiorof propertiesandsys-
temsmodelsimpliesthatthe personnetostof formal mod-
elingis reduced This cost-reductiortanonly beachievedin
domainswerethe systemanodelcanbe expressedastopoi
andthe propertiesnodelrefersmoreto temporaloccurrence
propertiesthan temporalordering properties. We have ar-
guedthatrequirementgngineerings onesuchdomain.

Having built the SP2engine,our next goalis the construc-
tion of a shellthatexploits this engine.Our currentresearch
goalis the constructiorof the RAPTUREshell. RAPTURE

exploits SP2 to enablethe fast formal analysisof topoi-

compliantdescriptionf softwaresystems.
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