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Agentsrunningon distributedcomputersmay interactundera varietyof resource
restrictions.Onerestrictionis bandwidth.Every transmissionalsotakestime sinceit
mustbeprocessedby boththesenderandthereceiver. Studiesof humancommunica-
tion suggeststhat failureto optimisetheuseof availableresourcescanresultin ineffi-
cientcommunicationwithin organisationsandconsequenttaskerrors [Coiera1996].
How canwe minimize theuseof thoseresourcesfor agents,andmaximisethe likeli-
hoodthatcommunicationtasksaresuccessfullycompleted?

Considertwo humanscommunicatingvia a channelwith a certain bandwidth.
A robust finding from humanconversationsis that restricting bandwidthhas little
impacton the effectivenessof the outcomesof many collaborative problemsolving
tasks[McCarthy & Monk 1994]. This occurswhen the communicatingindividuals
have a high degreeof sharedcommonground. A particularlystriking finding is that
humansassumethey sharecommonworld views in conversationuntil they detectan
error, andthenattemptto probethecauseof theerror. Interestingly, humanconversa-
tion seemsto consistof both an explicit small setof exchangesdevotedto testingor
confirmingunderstanding,aswell astheprimaryexchange[H.H. Clarke1991].

Canwe usetheseobservationsto minimizethebandwidthrequiredbetweencom-
putationalagents?Supposeagentsmove throughalternatingstagesof assumedmodel
consensus,detectionof modelconflict,andthenmodelrepair. While agentmodelsare
in conflict, we broadenthebandwidthbetweenthem. Whenmodelsarein consensus,
we restrictthebandwidthby assumingsharedknowledgebetweenagents.As a result,
bandwidthis conservedduring conversationuntil it is explicitly demandedto recon-
cile the world modelsof conversingagents. Time is also conserved by minimising
unnecessarysharingof knowledgebetweenagents[Coiera1999].

To applythis approach,agentshave to continuallytestthatotheragentshold their
beliefs.Onemethodfor doingthis would beto askagentsto dumptheir belief setsto
eachother. We considerthisapproachimpracticalfor threereasons:

� It incursthepenaltyof the infinite regress;i.e. I believe that you believe that I
believe that.. . .

� Suchbelief-dumpscouldexhausttheavailableband-width.
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������� . Theoretically, 4603probesarerequiredto achievea99%
chanceof detectingmoderatelyinfrequentitems; i.e. onesthat only occupy which�������� -th of themodel.[Hamlet& Taylor 1990].

� Agentsmaynotwish to giveotherfull accessto their internalbeliefs.For exam-
ple,securityissuesmayblockanagentfrom onevendoraccessingthebeliefsof
anagentfrom anothervendor.

Withoutaccessto internalstructures,how canoneagentassessthecontentsof another?
Softwareengineeringhasoneanswerto this question:black-boxspecification-based
probing[Hamlet& Taylor 1990,Lowrey, Boyd & Kulkarni 1998].Agent-A couldlog
its own behaviour to generatea library of input-outputpairs. In doingso,Agent-A is
usingitself asa specificationof theexpectedbehaviour of Agent-B,assumingour two
agentsarein consensus.If Agent-AseesthoseoutputswhenAgent-Bis presentedwith
thoseinputs,thenAgentA couldinfer thatAgentB hasthesamebeliefsasitself.

Unfortunately, black-boxprobescan be very bandwidthexpensive. Equation1
shows a widely-usedstatisticalmodelconnectingthenumberof probes� to thecon-
fidence� thatwewill find anerrorwith frequency of occurrence� .
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Equation1 saysthat for probesto be 99% certainof detectinganomalies,then the
numberof black-boxprobesrequiredis 4.6 times divided by the frequency of that
anomaly(seeFigure1). For example,to be99%certainthatAgent-Bhaslessthan1%
differencein its beliefsto Agent-A,then460probeswouldberequired.Thisstatistical
modelis hencevery pessimisticon thepossibilityof Agent-A accuratelyassessingits
consensuswith Agent-B,withoutusinglargebandwidthsfor theprobing.

We arguethatFigure1 is a grossover-estimateof thenumberof probes.Figure1
assumesno knowledgeof the internalstructureof our agents.If we commit to some
view of structure,thenestimatescanbegeneratedfor the oddsof finding differences
betweenAgent-AandAgent-B.Hence,assumingthatagentsareusuallyin consensus,
thenwe canreduceinter-agentbandwidthasfollows:

� Assumeconsensusandrestrictbandwidth.

2



Figure2: Somesimulationrunsfor �! "$# (selectedrandomlyfrom the240,000runs).

� As partof thenormalinter-agentdialogue,Agent-A occasionallydropsa probe
questionto Agent-B.If thenumberof probesrequiredis very small, thenthese
processwill addlittle to theoverallbandwidth.

� If conflictsaredetected,increasethebandwidthbetweenAgent-A andAgent-B
to allow for discussions.

In our model,we assumethat probingmeansbuilding explanationtreesacrossa
network towardssomefeatureof interest(i.e. we arecheckingthatwecanreachsome
faultor adesiredfeature).In thisabstraction,treesarebuilt acrossand-ornetworksto-
wardsrandomlyselectednodes.Networksarecharacterizedby, amongstotherthings,
their size,percentageof and-nodes/or-nodes,andthe meanandstandarddeviation of
thenumberof parentsof and-nodes/or-nodes.Thetreesstartfrom randomlyselected
inputs. Thenetwork containsinconsistentpairs;i.e. constructingthis treeis an inde-
terminatetaskandis NP-hard.Theresultsareexpressedas �! "%# ; i.e. theoddsthatwe
canreachsomerandomlyselectednodeusinga treeof height " from somerandomly
selectedinputs.

This modelhasbeenrun 240,000timesovera wide rangeof parametersincluding
network sizes,and/or-nodefrequencies,andnumberof and/or-nodeparents[Menzies
& Cukic 1999b]. From studyingthe runs,we saythat building the treeis like a war
betweentheand-nodesandtheor-nodes.Let &(' betheratioof or-nodeparentsto and-
nodeparents.At &('*)+
 value,the and-nodesdominateandthe oddsof reachinga
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nodeusinga treeof height " plummetaway to very low levels. At &('�,-
 value,the
or-nodesdominateandtheoddsof reachinganodeusingatreeof height " risequickly
to a very high plateau(thatplateaubeingthe ratio of or-nodesin theprogram).Only
within averynarrow range( &('/.0
1� does�! "$# neitherplateauor plummet.

Thevalues&('2)3
 , &('$.4
 , &('2,3
 givesriseto thefollowing threetypesof curves:

Type #1 curves: rise to a high plateau;e.g. curve A in Figure2. If a systemhasa
Type#1 curve,thenmostpartsof theprogramareeasilyprobed.

Type #2 curves: plummetquickly to very low values;e.g. curve B. If a systemhasa
Type#2 curve, thenmostpartsof theprogramareunreachable.Note that, just
aswith curvesof Type #1, we only needto testType #2 systemswith a small
numberof probessincea few probeswill tell usasmuchasa very largenumber
of probes.

Type #3: curvesriseslowly to alow peakbeforefalling away;e.g.curveC.If asystem
hasa Type#3 curve, thensomeportionsof thesystemcanbereached,possible
with a largenumberof probes.

We arguethatType#3systemsoccurveryrarely. Firstly, they only appearfor very
narrow parameterranges.Secondly, our literaturereviewsof thetestingfield show the
samepattern:in many studies,a small numberof probesyieldsasmuchinformation
asa largenumberof probes[Menzies& Cukic1999b, Menzies& Cukic1999a]. That
is, contraryto Figure1, wecanassumethatouragentsareof typeType#1or Type#2.
Hence,thebandwidthrequiredfor agentsto monitorconsensusneednotbeexcessive.
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