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Abstract
Knowledge-basedengineeringandcomputationalintelligenceareexpectedto

becomecoretechnologiesin thedesignandmanufacturingfor thenext generation
of spaceexplorationmissions.Theliteratureis contradictoryonhow weareto as-
sesssuchsystems.Studiesindicatesignificantdisagreementregardingtheamount
of testingneededfor systemassessment.The sizesof standardblack-box test
suitesare impractically large sincethe black-boxapproachneglectsthe internal
structureof knowledge-basedsystems.On the contrary, practicalresultsrepeat-
edly indicatethatonly a few testsareneededto sampletherangeof behaviorsof a
knowledge-basedprogram.

In thispaper, wemodeltestingasasearchprocessover theinternalstatespace
of the knowledge-basedsystem. When comparingdifferent test suites,the test
suitethatexamineslargerportionof thestatespaceis consideredmorecomplete.
Our goal is to investigatethe trade-off betweenthe completenesscriterion and
the sizeof testsuites. The resultsof testingexperimenton tensof thousandsof
mutantsof real-world knowledgebasedsystemsindicatethata very limited gain
in completenesscanbeachievedthroughprolongedtesting.Theuseof simple(or
random)searchstrategiesfor testingappearsto beaspowerful astestingby more
thoroughsearchalgorithms.

Keywords: SoftwareTesting,Knowledge-BasedSystems,SoftwareReliabil-
ity, Abductive Testing.

1 Introduction

The knowledgebased(KB) softwareparadigmis becomingincreasinglypopularfor
building scientificandindustrialstrengthapplications.For example,real-timeexpert
systems,embeddedin processcontrolapplications,mustplanandexecutecontrolse-
quencesin responseto externaleventswithin time constraints.The requirementthat
a controlsystemactsindependentlyof humaninputsis consideredby NASA asbeing
centralfor a new generationof intelligent automatedspaceexplorers[17]. Applica-
tionsof knowledgebasedsystemsin severalengineeringdisciplineshave beenwidely



reported.Oneof thebasicreasonsbehindincreaseduseof knowledgebasedsystems
is theproductivity advantageofferedby computer-baseddecisionmakingto a variety
of problemsolvingtasks.

How arewe to assesssuchsystems?Much hasbeenwritten on syntacticverifica-
tion techniquesfor checkingif thesystemwasbuilt right. Suchverificationtechniques
candetect(e.g.) circularities,contradictions,tautologies,etc. in rule-basedsystems
[38]. However, thereis little consensusover methodsfor semanticvalidation [47];
i.e., answeringthe questionwhetherthe right systemwasbuilt? Thereis no widely
adoptedstrategy for verificationandvalidationof knowledgebasedsystems.Devel-
operstesttheir systemswith availabletestcases.Thesetestsarehighly informal, and
theiroutcomesprovidenothingmorethana”warmandfuzzyfeeling” aboutthequality
of thesystemundertest. Severalstudieshave beenconductedwith thegoalof defin-
ing themethodologyfor thereliability assessmentof real-timeexpertsystems.Bastani
andChen[4], andlater ChenandTsao[13, 12] notedthat the reliability assessment
of artificial intelligence(AI) programsmustconsidernot only possiblefaults in the
programtext, but also faults due to intrinsic characteristicsof AI programs. These
intrinsic characteristicsincludethefuzzy correctnesscriterion,andthefaultsinherent
in the reasoningalgorithmsutilized by theexpertsystem.Reliability modelsmustbe
adaptedto reflectthesecharacteristics.

The sameintrinsic characteristicsare the reasonwhy traditionalsoftware testing
techniquesare not adequatefor the assessmentof knowledgebasedsystems.Most
literatureon testingknowledgebasedsystemsfocuseson checkingthecompleteness,
consistency andredundancy of the rule base[37]. Arvitzer, RosandVeyuker [2] ad-
dresstheproblemof how to selecttestcasesto thoroughlytesttherule base.In these
paper, we areinterestedin answeringthefollowing questions:� Whatis anadequatenumberof testsfor a givenknowledgebasedsystem,and� Whento stoptesting.

Informally, we considertestingto bea searchprocessanda testsuiteis complete
whenthesearchhasexaminedall the interestingcornersof theprogramspace.It has
beennotedthat, typically, only a small partof the possiblesearchspaceis ever exer-
cisedin practice[2]. Theassumptionis thatthis partof thesearchspaceis interesting
for testers,sincemostof theprogramrunswill executein it.

Letsassume,for amoment,thattheinterestingpartsof searchspacesin knowledge-
basedsystemsarenot small.Evena cursorystudyof themathematicsshows thenthat
testing,fundamentally, mustbea slow process.For example,a simpleattributemodel
would declarethata systemcontaining� variableswith � assignments(on average)
requires ��� tests. In sampleof fieldedexpert systems,knowledgebasescontained
between55 and510literals [39]. Literalsoffer two assignmentsfor eachproposition:
trueor false(i.e., �
	�� and � is half thenumberof literals).Assuming(i) it takesone
minuteto considereachtestresult(which is a grossunder-estimate)and(ii) that the
effectiveworkingyearis 225six hourdays,thenatestof thosesampledsystemswould
take between29 yearsand 
������ years,a time longerthantheageof this universe.If,
insteadof exhaustive testing,a statisticalmodelof testingis usedfor assessment,as
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Figure1: Chanceof finding an error = 
�����
��������! #"%$'&)(*��+�&),�-#.�/!-#/ . Theoretically,
4603 testsarerequiredto achieve a 99% chanceof detectingmoderatelyinfrequent
bugs;i.e., thosewhichoccurata frequency of 1 in a thousandcases.[24].

Text # of tests
Harmon& King ’83 [26] 4..5
Buchanan,et. al. ’83[8] 021
Babrow et.al. ’86 [7] 5..10
Davies’94 [18] 8..10
Yu, Faganet. al. ’79 [46] 10
Caraca-Valenteet. al. ’99 [10] 354�6
Menzies’98[34] 40
Ramsey & Basili ’89 [40] 50
Bettaet. al. ’95 [5] 200

Figure2: Numberof testsproposedby differentauthors.Extendedfrom a survey by
[10].

depictedin Figure1, thenover 4,500testsarerequiredto find moderatelyinfrequent
bugs.

However, mostof theexpertsystemsliteratureproposesevaluationsbasedon very
few tests1, asindicatedin Figure2. For example,Menziesdefineda minimal testpro-
cedurerequiringamere40successfulteststo checkanexpertcontrollerfor acomplex
chemicalplant(125kilometersof highly inter-connectedpiping) [32]. Uponcomple-
tion of testing,its performance(in termsof thecorrectness)is assessedvia comparing
it with humanoperators. In this procedure,expert systemandthe humanoperators
took turnsto run theplant.At theendof a statisticallysignificantnumberof trials, the
meanperformancewascomparedusingat-test2. Wewereableto rejectthehypothesis

1Exception: [3] proposeat leastonetestfor every five rulesandaddthat “having moretestcasesthan
ruleswould bebest”.

2Let 7 and 8 be the numberof trials of expert systemandthe humanexpertsrespectively. Eachtrial
generatesaperformancescore(time till unusualoperations):9;: . . . 9=< with mean>�? for thehumans;and
performancescores@ : . . . @BA with mean>�C for theexpert system.We needto find a D valueasfollows:DFE G�HBIJGLKM NPOHQSR NPOKT where U%V? E�WJX ?ZY IJG�H\[ O< I : and U]VC E W^X C Y IJGLK\[ OA I : _ Let ` bethedegreesof freedom.If
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thattheexpertsystemperformedworsethanthehumanexpert.
The coreassumptionin this paperis that testingsamplesa searchspace. Some

partsof thespacecontaindesiredgoalsandsomepartscontainundesirablebehaviour.
Thisnotionof “testing=search”coversnumeroustestingschemes:� Model-checkingfor temporalproperties[14] canbe reducedto searchas fol-

lows. First, the model is expressedas the dependency graphbetweenliterals.
Secondly, theconstraintsaregroundedandnegated.Thegenerationof counter-
examplesby modelcheckersthenbecomesasearchfor pathwaysfrom inputsto
undesirableoutputs.� A testsuitethatsatisfiesthe “all-uses”data-flow coveragecriteriacangenerate
proof treesfor portionsof thesearchspacethatconnecta literal from whereit is
assignedto wherever it is used[22].� Partition testing,asdefinedby [24], is basedon dividing the input spacevia a
reflectionover the searchspacelooking for key literals that fork the program’s
conclusionsinto � differentpartitions.� Multiple-worlds reasoners(describedlater in the paper)divide the accessible
areasof a searchspaceinto their consistentsubsets.

Basedon this insight of “testing=search”,the following conclusionscan be in-
ferred.Figure1 is anaccurateestimateof thenumberof testsif thesearchspaceinside
a KBS is very complex. However, the mathematicsthat generatedFigure 1 hasno
knowledgeof theinternalstructureof a KBS. In thecasewherethat internalstructure
is verysimple,thenFigure2 mightbeamoreaccurateestimateof thenumberof tests.

Thepurposeof thispaperis to exploretheaverage-casestructuralfeaturesof expert
system’s searchspaces. We will argue that, usually, expert systemshave a simple
internal structure,i.e., a KBS can be explored with a small numberof tests. This
conclusionwill bemadeaftercomparingtheeffectivenessof two basictesting(search)
strategies:� The “light testing” proposessmall test suitesbasedon the few variantsof the

randomlyselectedinputs.� The“thoroughtesting”reflectsonhow all thedifferentKB pathwayscaninteract
andinterferewith eachother. Naturally, thecorrespondingtestssuitesarelarge
andmustbecarefullychosen.

Basedon this insight,we will defineHT0, a novel, general,“light testing”strategy.
The rest of the paperis organizedas follows. Section2 gives a more detailed

descriptionof “light testing” and“thoroughtesting”. This is followedby a literature
review that indirectly supportstheassumptionthatonly a small fractionof thesearch
spaceis exercisedby knowledgebasedsystems,thusresultingin smallsearchspaces.
Section3 directly compares“light testing”with “thoroughtesting”usingexperiments8aE
7bEdcZe , the `fEg8iha7�jkclEd6Zm . We rejectthehypothesisthatexpertsystemis worsethanthe
human(i.e. > ? 3k> C ) with 95%confidenceif D is lessthan( jonqpsrut vuw x�yzE{j|4Z} 1�~P� ).
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with HTx algorithms.HTx isageneraltestingframework for checkingwhatpercentage
of desiredgoalscanbe reachedacrossa theory. An experimentis presented,based
on tensof thousandsof mutantsof real-world knowledgebasedsystems.Theresults
indicatethat a very limited gain in completeness(increasedcoverageof the search
space)canbeachievedthroughprolongedtesting.We concludewith a summaryand
anoverview of thedirectionsfor furtherwork in Section4.

Noteonerestrictionto our discussion.This paperis only concernedwith thenum-
berof testsrequiredto detectfaults.A secondissue,not exploredhere,is thenumber
of testsrequiredto localizeandrepairthedetectedfaults. For KBS, this secondissue
is exploredin themodel-baseddiagnosisliterature[25].

2 Literature Survey

2.1 Studies with Inference Engines

This sectionreviews two studiessuggestingtheextra effort neededfor “thoroughtest-
ing” would be wastedsincethe larger testsuite would yield little more information
thanthesmallertestsuite.

Recallthe informal descriptionof the two testingstrategiesgivenin theIntroduc-
tion. “Light testing”exploresonly acoupleof randomlychosenpathswhile “thorough
testing”considersall inputsandtheir downstreaminteractions.Thesetwo approaches
to testingarerepresentedby thefollowing formal searchstrategies.� “Thoroughtesting”works like anATMS device [19]. TheATMS takesthejus-

tification for every conclusionandincludesit into an assumptionnetwork. At
anytime, theATMS canreportthekey assumptionsthatdrive theKB into very
differentconclusions.Suchasearch,it wasthought,wasausefulwayto explore
all thecompetingoptionswithin asearchspace.� “Light testing”is ratherlikea locally-guidedbest-firstsearchacrosstheinternal
spaceof theKB. Whena contradictionis detected,thetester(or thesearchen-
gine) could look at the contradictionfor hints on how to resolve that problem.
Thetester(or thesearchengine)couldtheninstantiatethosehintsandsearchon.

Notethat,asresults,theATMS would find many optionsandthelight searcherwould
only everfind one.

Williams and Nayak comparedthe resultsof their locally-guidedsearchto the
ATMS andfoundthatthis locally-guidecontradictionresolutionmechanismwascom-
parableto thevery bestATMS implementations.That is, theinformationgainedfrom
thethoroughexplorationof all optionswasnearlyequivalentto theinformationgained
from anexplorationof asingleoption[45].

In relatedwork, [16] comparedTABLEAU, a depth-firstsearchbacktrackingal-
gorithm,to ISAMP, a randomized-searchtheoremprover (seeFigure3). ISAMP ran-
domly assignsa valueto onevariable,theninferssomeconsequencesusingunit prop-
agation. Unit propagationis not a very thoroughinferenceprocedure:it only infers
thoseconclusionswhich canbe found usinga speciallinear-time caseof resolution;
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Isamp(theory) {
for TRIES := 1 to MAX-TRIES {

set all variables to unassigned;
loop {

if all variables are valued return(current assignment);
v := random unvalued variable;
assign v a randomly chosen value;
unit__propagate();
if contradiction exit loop;

}
} return failure

}

Figure3: TheISAMP randmoised-searchtheoremprover. [16].

TABLEAU: ISAMP:
full search partial,randomsearch

% Success Time(sec) % Success Time(sec) Tries
A 90 255.4 100 10 7
B 100 104.8 100 13 15
C 70 79.2 100 11 13
D 100 90.6 100 21 45
E 80 66.3 100 19 52
F 100 81.7 100 68 252

Figure4: Averageperformanceof TABLEAU vs ISAMP on 6 schedulingproblems
(A..F) with differentlevelsof constraintsandbottlenecks.From[16].

i.e. �#��,o�
�������)$l�����)$f�����\���^,����#���z�)$'�����'���J,������,o�
�q�k�)$������)$'�����'���J,z�{�q�����)$'�����)���^,
After unit propagation,if a contradictionwasdetected,ISAMP re-assignsall thevari-
ablesand tries again (giving up after MAX-TRIES numberof times). Otherwise,
ISAMP continueslooping till all variablesareassigned.Note that ISAMP is a “light
tester”while TABLEAU is a “thoroughtester”sinceit exploresoptionsmoresystem-
atically.

Figure4 showstherelativeperformanceof thetwo algorithmsonasuiteof schedul-
ing problemsbasedon real-world parameters.Surprisingly, ISAMP took less time
thanTABLEAU to reachmore schedulingsolutionsusing,usually, just a small num-
berof TRIES. That is, a coupleof randomexplorationsof theeasilyaccessableparts
of a searchspaceyieldedbetterresults.Crawford andBaker offer a speculationwhy
ISAMPwassosuccessful:theirsystemscontainedmostly“dependent”variableswhich
aresetby asmallnumberof “control” variables.

In summary, if mostsystemshavethis feature,then“light testing”will sufficesince
a few key testsaresufficient to setthecontrolvariables.
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Figure5: An analysisof hundredsof modulesin a softwaresystem.From[6]

2.2 Studies with Data Sets

This sectiondiscussestwo studieswith datasetsshowing that the effective attribute
spacesizeof thedatapresentedto anexpertsystemis far lessthanthepotentialupper
boundof the attribute spacesize of the KB ( �|� ). This is consistentwith the used
portionsof searchspacesbeingnon-complex. Testsuitesgrown beyonda small size
mayyield nonew informationsincethesmallertestsuitewouldhavealreadyexplored
themostfrequentlyusedpartsof theKB’s searchspace.

Avritzer et.al. studiedtheinputsgivento anexpertsystemfor monitoringa partof
theAT&T network. Eachrow of astatematrixstoredauniquetestcasepresentedto the
expertsystem(thecombinationsof literals in thegiven input generateonecolumnin
thematrix). After examiningsystemusagein operationalconditions(355daysof input
data),they found only 857 differentinputs. Thereweremassive overlapswithin this
input set. On average,the overlapbetweentwo randomlyselectedinput trajectories
was 52.9%. Further, a simple analysisdeterminedthat 26 carefully selectedinputs
covered99% of trajectoriescoveredby all the observed inputs, while 53 carefully
selectedinputscovered99.9%of thetrajectories[2].

While Avritzeret.al. lookedat theinputsat thesystemlevel,Colombcomparedthe
inputspresentedto anexpertsystemwith its internalstructure.Recallingtheintroduc-
tion, theinternalstatespaceof aKB canbeverylarge: � statesper � variablesimplies�|� combinations.Colombarguesthat theestimateof ��� is a grossover-inflation of
effective sizeof theinternalsearchspacetheKB. He arguesthatKBs recordthevery
smallregionsof experienceof humanexperts.For example,onemedicalexpertsystem
studiedby Colombhadthe theoreticalsizeof �|��	�
�� �s� . However, afteroneyear’s
operation,the inputsto thatexpertsystemcouldberepresentedin a statematrix with
only 4000rows. That is, the region of experienceexercisedafteroneyearwithin the
expertsystemwasonly a tiny fractionof �|� ( �������*��
�� ��� ) [15].

In summary, if mostnaturallyoccurringtestsuitescanbecondensedliketheAvritzer
et.al. examples,thenonly a small numberof testswill besufficient. Further, if most
systemshave the Colomb small regionsof expertise,then “thorough testing” is not
requiredsince“light testing”will exerciseaKB’s regionof expertise.
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Figure6: An examplephasetransitioneffect for the mapcoloring problem(no two
adjacentcountrieson a mapshouldusethesamecolor). Adaptedfrom [11].

2.3 Studies in Knowledge Engineering

Onemeasureof theinternalcomplexity of aprogramis: “how many separateexecution
pathwaysexist within thatprogram?”.Usingthismeasure,wecansaythatsomeexpert
systemsarenotcomplex atall. BiemanandSchultz[6] studiedhow many setsof inputs
arerequiredto exerciseall du-pathwaysin a system.A du-pathis a link from wherea
variableis definedto whereit is used. Theupperboundon thenumberof du-pathways
in aprogramis exponentialonthenumberof programstatements.Thelowerboundon
thedu-pathwaysis 1; i.e. thetail of eachpathtouchestheheadof anotherpath.

As the du-pathsshrink, it numberof inputsrequiredto reachpartof the program
alsoshrinks.Figure5 shows thenumberof du-pathwaysin a naturallanguageunder-
standingprogram.Note that,at leastfor this sytem,in theoverwhelmingmajority of
theirmodules,very few inputsexercisedall thedu-pathways.

In summary, if most programshold few du-pathways, then “light testing” will
quickly explorethewholesystem.

2.4 Studies With Constraint Satisfaction

Theprevioussectionshowedthat,in oneexampleexpertsystem,thesearchspacewas
remarkablysmall. This sectionmakesa moregeneralcase:For KBS performingNP-
hardtasks,mostof thesearchspacecanbeexploredfast.

Exploringasearchspaceis likenavigatingbetweencompetingconstraints.Numer-
ousrecentresultsfrom theconstraintsatisfactionliteraturestronglysuggestthat,in the
usualcase,sucha navigationprocesscanbevery fast.

[11] studiedthe runtimesof NP-hardalgorithms.Figure6 shows the typical per-
formance.Note thatoutsideof a narrow zone,the algorithmcould terminatequickly
without extensive backtracking. The slow zonecorrespondsto the phasetransition
betweenunder-constrainedandover-constrainedproblems:� In anover-constrainedproblem,theoddsof successfullynavigatingto somepart

of the a programis very low. Further, if the constraintsarevery tight, we can
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quickly discover thatthatpartof theprogramis unreachablesinceall thesearch
optionswill bequickly blocked.Figure6 is over-constrainedabove ��	�� .� In an under-constrainedproblem,the oddsof successfullynavigating to some
part of a programis very high sincemany solutionsexist. Figure6 is under-
constrainedbelow ��	�  .� In the phase-transitionzone,navigation canbe very slow sinceeachbacktrack
denotesfinding a uselessdead-end.Thephase-transitionzonemustbeavoided,
if possible,i.e. the programshouldbe changed. Changingthe problemdue
to processingproblemsis an acceptedstrategy in otherengineeringfields. For
example,mechanicalengineerschangethe weight of a structureif its natural
harmonicis closeto any of theoccurringenvironmentalfrequencies.

The phase-transitioneffect for NP-hardproblemsis a robust experimentalresult
thathasbeenreplicatedby numerousresearchersaroundtheworld (e.g.[42, 23, 41]).
Many KBS perform NP-hardtasks(e.g. diagnosis[9], planning). Testingunder-
constrainedNP-hardKBS will quickly find the reachableprogrampropertieswhile
testsoverover-constrainedNP-hardKBS will quickly fail.

In summary, if mostKBS performNP-hardtasks,thenasmallnumberof randomly
chosentests(i.e. “light testing”)will yield nearlyasmuchinformationasa largenum-
berof consideredtests(i.e. “thoroughtesting”).

2.5 Studies in the Software Engineering Literature

Our themeis that, on average,the searchspacewithin a KBS is far simplerthanwe
mighthavethought.Whathappensto this themewhenaKBS is coupledwith aproce-
duralsystem?Suchhybrid implementationsareverycommon.For example,many ex-
pertsystemsneedsupportfrom a proceduralsystemto handledataentryanddatabase
storage.

We arguethattheadditionof aproceduralcomponentto aKBS doesnot refutethe
themeof this article. Numerousresultsin the softwareengineeringliteraturesuggest
thatproceduralsystemssharethe“simplesearchspace”propertywith KBS. Whenwe
readthesourcecodeof a proceduralprogram,we mayconceiveof complex pathways
thatwould beintricateto test. In practice,exploring theseintricatepathwaysmaynot
be an effective testmethod. FentonandPfleeger [21] (p302) report that we should
not expect to reachall portionsof the sourcecode. In one study, even after trying
to explore the entirespaceof a program,averagereachable“objects” (paths,linearly
independentpaths,edges,statements)wereonly 40%atmost.In anotherstudy, Horgan
and Mathur [28] recordedthe reachableobjects(basicblocks) within the AWK [1]
report generationlanguageand the TEX [29] word processor. Elaboratetest suites
exist for thosesystems(e.g.[29]) yet theaveragecoverageof TEX andAWK objects
is very low, asshown in Figure7.

In summary, partsof a proceduralprogrammay be unreachableandneednot be
tested. Further, the reachableportionsof a programmay have very simple search
spaces.A control-flow diagram shows how one statementin a proceduralprogram
canfollow from another. Given � statementsin a program,the upperboundon the
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% objectscoverage
Program Block Decision p-use c-use

TEX 85 72 53 48
AWK 70 59 48 55

Figure7: Coverageof programobjects,asreportedin [28, p544]. “Block”= program
blocks.“Decision”= programconditionals.“P-use”=pathwaysbetweenwherea vari-
able is assignedandwhereit is usedin a conditional. “C-use”= pathwaysbetween
wherea variableis assignedandwhereit is used,but not in a conditional.

numberof edgesin sucha diagramis �¢¡ (i.e. every statementcallsevery otherstate-
ment). However, in practice,thenumberof edgesis usualylinearwith respectto the
numberof statements[27]. That is, the structureof proceduralprogramslooksmore
likesimplesingle-parenttreesthancomplex mazes.

If the structureof a proceduralprogramis assimpleasarguedabove, thena test
procedureshouldrapidly find thereachableerrors.This is oftenthecase.Horganand
Mathur[28] observe thattestsuitesfor proceduralprogramsoftenexhibit a saturation
effect; i.e. after the first itemsin a testsuitefind many errors,further testingreveals
few othererrors.Saturationis consistentwith simplesearchspaces;i.e. thereachable
partsof aprogramcanbequickly covered.

In summary, if wecaneasilysearchthereachableportionsof proceduralprograms,
asaconsequenceof thefindingsreportedabove,then“light testing”is sufficient to test
hybridKBS/proceduralsystems.

3 Experiments with HTx

Theprevioussectiondiscussedresearchfrom otherauthorsthatindirectlysuggestswe
cansearcha KBS quickly. This sectiondescribesexperimentsdealingwith the cov-
erageof KBS searchspaces.Basedon the HTx abductivemodelof testing[33, 35],
a suiteof mutators cangenerateany numberof sampletestingproblems.Informally,
abductionis inferenceto the bestexplanation. More precisely, abductionmakesas-
sumptionsA requiredto reachoutputgoals £i"�+ acrossa theory ¤ ( ¤¦¥�§¨�©£i"�+ ),
withoutcausingacontradiction( ¤5¥�§«ª�o¬ ). Eachconsistentsetof assumptionsrepre-
sentsanexplanation.If morethanoneexplanationis found,someassessmentcriteria
is appliedto selectthepreferredexplanation(s).

ThreeHTx searchalgorithmsareusedin our study. TheseareHT4 [33], HT4-
dumb [36], andHT0 [31]. HTx algorithmswere designedas automatichypothesis
testersfor under-specifiedtheoriesandareageneralizationandoptimizationof QMOD,
avalidationtool for neuroendocrinologicaltheories[20]. HTx andQMOD assumethat
thedefinitive testfor a theoryis that it canreproduce(or ­P�)®�&\$ ) known behaviour of
theentity beingmodeled.Theory ¤¯� is abettertheorythantheory ¤ ¡ if f­P�)®�&�$J�#¤o��,�°±­P�)®�&\$J�q¤ ¡ ,
Below, we will show experimentswhereHTx is run millions of times over tensof
thousandsof models. A small numberof randomsearches(by HT0) coverednearly
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as much output as extensive searchesby HT4. The resultsendorsethe widespread
existenceof simplesearchspaces.

3.1 An Informal Model of Testing

This subsectiongivesa quick overview of the intuitionsof HTx. Thenext subsection
detailstheseintuitions.

At runtime,an inferenceengineexploresthe searchspaceof a program.A given
testappliessomeinputs ( ²�³ ) to the programto reachsomeoutputs( £i"�+ ). The in-
ferenceenginemaybeindeterminate(make randomchoices,e.g. ISAMP) andso the
pathway takenfrom inputsto outputsmayvary. Unlike imperative programs,knowl-
edgebasedsystemsmustbeableto cometo anoutputevenif theknowledge,provided
by inputs ²�³ or the statevariables(thesecanalsobe consideredasa part of ²�³ ) is
incomplete. Hence,we call the intermediaries,correspondingto currentlyunknown
values,theassumptions( § ). Thatis:´ £i"%+Zµu§�¶;	·�¸��²�³|µu¹�º»,
where � is theinferenceengineandKB aretheliterals ¼\����� ½]¾ which we candivide as
follows: ¿ �À ÁZÂ Ã��µuÄ)µu­'µL���P������µÅ �µ�Æ
µ�³|µ������Â ÃPÀ ÁÇ µÉÈ¯Ê -À ÁZÂ Ã����� �Ëµ���µÅ½
Thatis, from theinputs��µuÄ)µu­'µL����� , wecanreachtheoutputs����� �¯µÅ��µÅ½ via theassumptions�����  �µÅÆ{µÅ³|µL����� . Someof ����� ½ arepositivegoalsthatwe aretrying to achievewhile some
arenegativegoalsreflectingsituationswearetrying to avoid. In thegeneralcase,only
asubsetof £i"�+ will bereachableusingsomesubsetof the ²�³|µu§ since:� Thesearchspacemaynot approveof connectionsbetweenall of ²�³ and £i"%+ .� Someof theassumptionsmaybecontradictory. Multiple worldsof beliefsmay

begeneratedwhencontradictoryassumptionsaresortedinto theirmaximalcon-
sistentsubsets.� In thecaseof randomizedsearch,only partsof thesearchspacemaybeexplored.
For example,we couldrun ISAMP for a finite numberof TRIES andreturnthe
TRYwith themaximumnumberof assignmentsto £i"�+ .

Our testingintuition is that a testcasebeamsa searchlightfrom ²�³ across§ to£i"�+ . Sometimes,the light revealssomethinginteresting. We canstoptestingwhen
our searchlightstopsfinding anything new. What will be shown below is that a few
quickflashesrevealasmuchasamorethoroughpokingaroundall thecornerswith the
flashlight.
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3.2 HTx: Formal Models of Testing

Thissectiondescribesthedetailsof HTx. Thenext sectiondescribesanexample.
We representa theoryasa directedcyclic graph ¤Ì	ÌÍk��Î�µuÏÐ, containingvertices¼)Î%Ñ�µ�Î�Ò�µL������¾ with roots $'�'�)+�Ó��#Í�, , andleaves  #&)��®�&'Ó��#Í�, . A vertex is oneof two types:� An Andvertex canbebelievedif all its parentsarebelieved.� An Or vertex canbe believed if any its parentsarebelieved or it hasbeenla-

beledan ²�³ vertex (seebelow). Eachor-nodecontradictszeroor moreother
or-nodes,denoted³o�J��Î%Ñ!,5	Ô¼'Î�Ò�µ�Î%Õ�µ�������¾ . The averagesize of the ³o� setsis
called ­P�)³Ö+s$'���!³Ö+�Ó��#Í�, . For propositionalsystems,­P�)³Ö+s$'���!³Ö+�Ó��#Í�,g	×
 ; e.g.³o�J���J,z	Ì¼'�¸�%¾ .²�³ and £i"�+ aresetsof verticesof type £i$ . A proof Ø�Ù¢Ú�Í is a treecontaining

thevertices"ÖÓ�&'Ó��#Ø�Ù�,�	�¼)Î%Ñ�µ�Î�Ò�µ�������¾ .Theproof treehas:� Exactlyoneleaf which is anoutput;i.e.

Û  #&)��®�&)Ó��#"�Ó\&'Ó��#Ø�Ù�,�, Û 	�
z�5Î%Ñ|Ü5 #&)��®�&'Ó��q"ÖÓ\&)Ó���ØËÙ�,Å,o�2Î]ÑzÜ5£i"�+
� Oneor moreroots,which areinputs,i.e.,$)�'�)+�Ó��#"�Ó\&'Ó��#Ø�Ù�,Å,=ÚÝ²�³ .

No two proof verticescancontradicteachother;i.e.Þ ��µ�ß ´ Î%Ñ�µ�Î�Ò�¶fÜ2"�Ó\&'Ó��#Ø�Ù�,o�5ÎJÒàªÜ5³o�J��Î%Ñ!,
A proof’sassumptionsaretheverticesthatarenot inputsor outputs;i.e.

�JÓ)Ó�"%Æ5&'Ó���ØËÙ�,�	�"ÖÓ\&)Ó���ØËÙ�,|�{$'�'�)+�Ó��q"ÖÓ\&)Ó���ØËÙ�,�,¸�g #&)��®�&)Ó��#"�Ó\&'Ó��#Ø�ÙB,�,
A test suite consistsof � pairs ¼ ´ ²�³ � µu£i"�+ � ¶fµL����� ´ ²�³ � µu£i"�+ � ¶*¾ . We as-

sumedthat each ´ ²�³ Ñ µu£i"�+ Ñ ¶ containsonly or-vertices. Eachoutput £i"�+ Ñ can
be generatedby zeroor moreproofs ¼\Ø Ù µuØËá�µ������â¾ . A world is a maximalconsistent
subsetof the proofs (maximal w.r.t. size andconsistentw.r.t. the ³o� sets)denotedã $'�'�B�ÖÓ���ä{Ñs,a	å¼)ØËÙ]µÅØ á µL������¾ . The relation from worlds ä to proofs Ø is many-to-
many. Thecoverof a world is expressedby thenumberof outputsit contains;i.e.

­L�)®�&\$J��ä Ñ ,�	±æææ
ç�è K ¼\ØËÙ�Ü ã $'�'�B�ÖÓ���ä{Ñ!,o�5Î á Üé #&)��®�&'Ó��#Ø�Ù�,�¾ æææÛ £i"�+ Û

We make no othercommenton the natureof £i"�+ Ñ . It may be someundesirable
stateor somedesiredgoal. In eithercase,the aim of our testingis to find the worlds
thatcover thelargestpercentageof £i"�+ .
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A hypothetical economics theory world W.1 world W.2
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Figure8: Two worlds for outputs(ellipses)from inputs (squares).Assumptionsare
world verticesthatarenot inputsor outputs.Note thatcontradictoryassumptionsare
managedin separateworlds.

3.3 An Example

Figure8 shows a hypotheticaleconomicstheorywritten in the QCM language[35].
All theory variableshave threemutually exclusive states: up, down or steady; i.e.³o�J��Î�êZë ÊLì ,*	í¼)Î�êZë¯îZïÅð � µuÎ�êZë /!-#. êLî�á�¾ and ­P�)³¯Ó�+s$'����³Ö+�Ó���Í�,*	«� . Thesevaluesmodel
thesignof thefirst derivativeof thesevariables(i.e. therateof changein eachvalue).

In QCM, x ñoñò y denotesthaty beingup or downcouldbeexplainedby x beingup or

down, respectively. Also, x ó¯óò y denotesthaty beingup or downcouldbeexplained
by x beingdownor up respectively.

Referring to the economicstheory shown in Figure 8, considerthe casewhere
the inputs ²�³ are(foreignSales=up,domesticSales=down)andthegoals £i"�+ are(in-
vestorConfidence=up,inflation=down,wageRestraint=up). Therearesix proofsthat
connect²�³ to £i"�+ (seeFigure9). Theseproofscompriseonly or-nodes.They con-
tain assumptions(variableassignmentsnot foundin ²�³a¥2£i"�+ ). Someof theseproofs
make contradictoryassumptions§ ; e.g. corporateSpending=upin Ø¸� andcorporate-
Spending=downin Ø ¡ . That is, we cannotbelieve in Ø¸� and Ø ¡ at the sametime. If
we sort theseproofsinto thesubsetswhich we canbelieve at onetime, we getworldsäg� (Figure8, middle) and ä ¡ (Figure8, right). äg� is a maximalconsistentsubset
of pathwaysthat canbe believed at the sametime; i.e. ¼)Ø¸�'µÅØ�ô�µuØËõB¾ . ä ¡ is another
maximalconsistentsubset:¼)Ø ¡ µÅØ�öBµuØ¯��µÅØ�õ'¾ . Thecoverof äg� is 100%while thecover
of ä ¡ is 67%.

RecallthatHTx scoresa theoryby themaximumcover of theworlds it generates.
Hence,our economicstheorygetsfull marks: 100%. Algorithm HT4 (andQMOD
beforeit) founderrorsin apublishedneuroendocrinologicaltheory[43] whenits max-
imum cover wasfound to be42%. That is, aftermakingevery assumptionneededto
explain asmany of the goalsaspossible,only 42% of certainpublishedobservations
of humanglucoseregulationcouldbeexplained.Interestingly, thesefaultswerefound
usingthedatapublishedto supportthosetheories.

13



÷ : foreignSales=up,companyProfits=upø , corporateSpending=upø , investorConfidence=up÷ V domesticSales=down,companyProfits=downø , corporateSpending=downø , wageRestraint=up÷ p domesticSales=down,companyProfits=downø , inflation=down÷�ù
domesticSales=down,companyProfits=downø , inflation=down,wagesRestraint=up÷ y foreignSales=up,publicConfidence=up, inflation=down÷�ú
foreignSales=up,publicConfidence=up, inflation=down,wageRestraint=up

Figure9: Proofsconnectinginputsto outputs.Xû , andXû denotetheassumptionsand
thecontroversialassumptions,respectively.

3.4 HT4, HT4-dumb, HTx

ThedifferencebetweentheHTx algorithmsis how they searchfor theirworlds:� HT4 finds all proofs for all outputs,then generatesall the worlds from these
proofs.Next, theworlds(s)with largestcoverarereturned.� HT4-dumbisacrippledversionof HT4 thatreturnsany world,chosenatrandom.
It wasmeantto be a straw-mansystembut its resultswereso promising(see
below) thatit leadto thedevelopmentof HT0.� HT0 is arandomizedsearchenginethatattemptsto find aprooffor eachmember
of £i"%+�Ñ in lessthan MAX-TRIES trials. £i"%+ is explored in a randomorder
and,while generatingtheproof, if morethanoneoption is found,oneof these
is picked at random. If the proof for £i"%+�Ò is consistentwith the proof found
previously for £i"�+�Ñ�µ\�q� ´ ß�, , it is kept. Otherwise,HT0 moveson to £i"%+�Õ^��ß ´ü , anddeclares£i"�+�Ò unsolvable. After eachTRY, HT0 comparesthe “best”
world foundin previousTRIES to theworld foundin thecurrenttry anddiscards
theonewith thelowercover.

Our notion of “light testing” correspondsto HT0 sinceit usesa quick methodto
studya program.“Thoroughtesting” is representedby HT4 sinceit exploresmoreof
theprogram.For example,if “light testing”hadstumbledrandomlyon ä ¡ of Figure8,
anddid not look any furtherto find ä
� . Thenwewould have inappropriatelydeclared
thattheeconomicsmodelcouldonly explain67%of theoutputs.However, onaverage,
thecostof theextra searchingprovidedby “thoroughtesting”maynot be justifiedby
its benefits. The following studies,comparingHTx algorithms,supportthe casefor
using“light testing”.

3.5 HT4 vs HT4-dumb

We comparedHT4 andHT4-dumbusingtensof thousandsof theories.Startingwith a
seedtheory(fishgrowing in afishery, seeFigure10),automaticmutatorswerebuilt to
generatea wide rangeof relatedproblems.Themutatorsusedin this work areshown
in Figure11. Eachmutatortook a known real-world problemanddistortedit. The
mutatorsweredesignedsothatthedistortionswere“stepped”;i.e.:
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Figure10: TheQCM fisheriesmodelcontainstwo î�ýî�þ variables:change in fishpopu-
lation andchangein boatnumbers.

� An applicationof amutatorgeneratedaproblemthatwasnearlylike theoriginal
problem;� A severalsubsequentapplicationsof mutatorsgeneratedproblemsthatwerevery
differentfrom theoriginalproblem.

Whentheseproblemswererunwith HT4 andHT4-dumb,themaximumdifference
in the cover was5.6%; i.e. very similar, seeFigure12. That is, in a large number
(1,512,000)of world generationexperiments,(1) many differentsearchescontainthe
samegoals,(2) therewaslittle observedutility in usingmorethanoneworld.

3.6 HT4 vs HT0

HT4-dumbwasimplementedasaback-endto HT4. HT4 wouldproposelotsof worlds
andHT4-dumbwould pick oneat random. That is, HT4-dumbwasat leastasslow
asHT4. However, it worked so astonishinglywell, that HT0 was developed. Real
world andartificially generatedtheorieswereusedto testHT0, the”f ast”, randomized
searchengine.A real-world theoryof neuroendocrinologywith 558clausescontaining
91 variableswith 3 valueseach(273 literals) wascopiedX times. Next, Y% of the
variablesin onecopy wereconnectedat randomto variablesin othercopies. In this
way, theoriesbetween30 and20000Prologclauseswerebuilt usingY=40, average/ Ê'ÿ ó�� ïuê�� /� ��ê Ê /�.

� 
�� � , � ��ê Ê /�.�/� Ñ -#.�� ê�� / 	�
����  J�   . Whenexecutedwith MAX-TRIES=50 theO(N¡ )
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1. Add influencesbetweenvariables.
2. Corrupt the influencebetweentwo variables;e.g. flip proportionality++ to

inverseproportionality-- or visaversa.
3. Experimentwith different meaningsof time within the system. In the ex-

plicit node (XNODE) interpretationof time, all 	�
	
� variablesimply a link������������������� R%R ����������������� R : � . In the implicit edge IEDGE interpretation
of time,all edges

�"! $# alsoimply a link
���%����������� � �&! � # �'���(����� � R : � ;��)+*-,/.0.�1�23254��

. XNODE andIEDGE arecontrastedin Figure??. Why
thesetwo interpretationsof time? Thesewererandomlyselectedfrom a much
largersetof time interpretationsstudiedby [44].

4. Force the algorithm to generatedifferent numbersof worlds. Experiments
showed that themaximumnumberof worlds weregeneratedwhenbetweena
fifth to three-fifthsof thevariablesin thetheorywereunmeasured;i.e. 6 =20..60
where 687:9�;<; 2 X>= ? A = R = @BADCE= [�F :#vsv= GH= and I JKI representsthenumberof variables
in the theory. The mutatorsbuild L'M and NPO � setswith different 6 settings.
Valuesfor L'M and NPO � arecollectedusinga mathematicalsimulationof the
fisheries.

Figure11: Problemmutatorsusedin theHT4 vsHT4-dumbstudy

curve of Figure13 wasgenerated.HT4 did not terminatefor theorieswith morethan
1000clauses.Hence,we canonly comparethe cover of HT0 to HT4 for partof this
experiment.In thecomparableregion,HT0 found98%of theoutputsfoundby HT4.

In otherexperiments,themaximumcover for differentvaluesof MAX-TRIES was
explored.Surprisingly, themaximumcover foundat MAX-TRIES=50 wasidentified
muchearlier, whenMAX-TRIES wasaslow as6.

In summary, asmallnumberof quickrandomsearches(HT0) foundnearlyasmuch
of the interestingportionsof theKB searchspaceasa careful,slower, largernumber
of searches(HT4).

4 Conclusion

Onaverage,it appearsthatexploringatheoryis notascomplex asonemight think. We
definedthe testingof knowledgebasedsystemsasa searchprocessanda testsuiteis
consideredcompletewhenthesearchachievesdesiredcoverage.We have experimen-
tally demonstratedthata few explorationsof asearchspaceyield asmuchinformation
asmorethoroughsearches.

Philosophically, this mustbe true. Our impressionsarethat humanresourcesare
limited andmostexplorationsof theoriesarecost-bounded.Hence,many theoriesare
not exploredrigorously. Yet, to a usefuldegree,this limited reasoningaboutour ideas
works.Thiscanonly betrueif our theoriesyield theirkey insightsearlyto our limited
tests.Otherwise,we doubtthat thehumanintellectualprocesscouldhave achievedso
much.

The implicationsof the observed searchphenomenonfor testingof knowledge
basedsystemsareimportant.Simplerandomstrategiesfor testingof knowledgebased
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Figure12: Comparingcoverageof £i"�+ seenin 1,512,000runsof theHT4 (solid line)
or HT4-dumb(dashedline) algorithmswith differentpercentagesof unmeasuredQ
variables. X-axis refers to how many edgesof Figure 10 were corrupted(++,--
flippedto --,++ respectively.)

systemsappearto beaspowerful asthemoredetailed(andmuchslower) testingstrate-
gies.While therestill existsthetrade-off betweentheachievedcoverageandthesizeof
thetestsuite,thedatacollectedfrom theexperimentsindicatethatsubstantialcoverage
maybeachievedby testsuitescontainingasurprisinglysmallnumber(few dozens)of
randomlychosentests.

Our futureplansincludeexpandingtheresultsof this studyby estimatingthereli-
ability of knowledgebasedsystems(see[30] for somepreliminaryresults).It appears
that incorporationof coveragemeasuresinto the reliability estimationof knowledge
basedsystemsmaysave significantresources(time andeffort) in comparisonwith the
blackboxapproach,for example.Admittedly, thenaiveinterpretationof testingresults
could leadto anoverly optimistic reliability prediction. The resultsof this article re-
fer to the averagecasebehaviour of a testsuite. In safety-criticalsituations,suchan
averagecaseanalysiswould beinappropriatedueto thedisastrousimplicationsof the
non-averagecase.
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