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Abstract

Knowledge-base@ngineeringandcomputationalntelligenceare expectedto
becomecoretechnologiesn thedesignandmanugcturingfor thenext generation
of spacexplorationmissions.Theliteratureis contradictoryon how we areto as-
sesssuchsystems Studiesndicatesignificantdisagreementegardingtheamount
of testingneededfor systemassessmentThe sizesof standardblack-boxtest
suitesare impractically large sincethe black-boxapproachneglectsthe internal
structureof knowledge-basedystems.On the contrary practicalresultsrepeat-
edlyindicatethatonly afew testsareneededo sampletherangeof behaiors of a
knowledge-basegrogram.

In this paperwe modeltestingasa searchprocesver theinternalstatespace
of the knowledge-basedystem. When comparingdifferent test suites, the test
suitethatexamineslarger portion of the statespaces considerednorecomplete.
Our goal is to investigatethe trade-of betweenthe completenessriterion and
the size of testsuites. The resultsof testingexperimenton tensof thousandof
mutantsof real-world knowledgebasedsystemsndicatethata very limited gain
in completenessanbeachieved throughprolongedesting. The useof simple(or
random)searchstratgiesfor testingappeardo be aspowerful astestingby more
thoroughsearchalgorithms.

Keywords: Software Testing, Knowledge-Basedystems Software Reliabil-
ity, Abductive Testing.

1 Introduction

The knowledgebased(KB) software paradigmis becomingincreasinglypopularfor
building scientificandindustrial strengthapplications.For example,real-timeexpert
systemsembeddedn processcontrol applicationsmustplan andexecutecontrol se-
quencesn responsdo externaleventswithin time constraints.The requirementhat
a control systemactsindependentlypf humaninputsis consideredy NASA asbeing
centralfor a new generatiorof intelligent automatedspaceexplorers[17]. Applica-
tionsof knowledgebasedsystemsn severalengineeringlisciplineshave beenwidely



reported.Oneof the basicreasondehindincreasediseof knowledgebasedsystems
is the productiity advantageofferedby computerbaseddecisionmakingto a variety
of problemsolvingtasks.

How arewe to assessuchsystemsMuch hasbeenwritten on syntacticverifica-
tion techniquedor checkingif the systemwasbuilt right. Suchverificationtechniques
candetect(e.g.) circularities,contradictionstautologies.etc. in rule-basedsystems
[38]. However, thereis little consensusver methodsfor semanticvalidation [47];
i.e., answeringthe questionwhetherthe right systemwas built? Thereis no widely
adoptedstratayy for verificationandvalidationof knowledgebasedsystems.Devel-
operstesttheir systemsawith availabletestcases.Thesetestsarehighly informal, and
theiroutcomesgprovide nothingmorethanawarmandfuzzyfeeling” aboutthequality
of the systemundertest. Several studieshave beenconductedvith the goal of defin-
ing themethodologyfor thereliability assessmermif real-timeexpertsystemsBastani
andChen[4], andlater Chenand Tsao[13, 12] notedthat the reliability assessment
of artificial intelligence(Al) programsmustconsidernot only possiblefaultsin the
programtext, but also faults due to intrinsic characteristicof Al programs. These
intrinsic characteristicincludethe fuzzy correctnessriterion, andthe faultsinherent
in the reasoningalgorithmsutilized by the expert system.Reliability modelsmustbe
adaptedo reflectthesecharacteristics.

The sameintrinsic characteristicare the reasonwhy traditional software testing
techniquesare not adequatdor the assessmentf knowledgebasedsystems. Most
literatureon testingknowledgebasedsystemsocuseson checkingthe completeness,
consisteng andredundang of the rule base[37]. Arvitzer, RosandVeyuker [2] ad-
dressthe problemof how to selecttestcasedo thoroughlytesttherule base.In these
paperwe areinterestedn answeringhefollowing questions:

e Whatis anadequat@umberof testsfor a givenknowledgebasedsystemand
¢ Whento stoptesting.

Informally, we considertestingto be a searchprocessanda testsuiteis complete
whenthe searchhasexaminedall the interestingcornersof the programspace.It has
beennotedthat, typically, only a small partof the possiblesearchspaceis ever exer-
cisedin practice[2]. Theassumptions thatthis partof the searchspacds interesting
for testerssincemostof the programrunswill executein it.

Letsassumefor amomentthattheinterestingpartsof searctspace$n knowledge-
basedsystemsarenot small. Evena cursorystudyof the mathematicshowvs thenthat
testing,fundamentallymustbe a slow process For example,a simpleattribute model
would declarethat a systemcontainingN variableswith S assignment¢on average)
requiresS™ tests. In sampleof fielded expert systems knowledge basescontained
betweerb5 and510literals[39]. Literalsoffer two assignmentfor eachproposition:
trueor false(i.e.,S = 2 andN is halfthenumberof literals). Assuming(i) it takesone
minuteto considereachtestresult(which is a grossunderestimate)and (ii) thatthe
effectiveworking yearis 225six hourdays thenatestof thosesampledsystemsvould
take betweer29 yearsand 107° years,atime longerthanthe ageof this universe. If,
insteadof exhaustve testing,a statisticalmodel of testingis usedfor assessmengs
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Figure 1: Chanceof finding anerror=1 — (1 — failureRate)s**. Theoretically
4603testsarerequiredto achieve a 99% chanceof detectingmoderatelyinfrequent
bugs;i.e.,thosewhichoccuratafrequeng of 1 in athousandcases[24].

Text # of tests
Harmoné& King '83 [26] 4.5
Buchananet. al. '83[8] ~ 6
Babraw et.al.’86 [7] 5..10
Davies’94 [18] 8..10
Yu, Faganet. al. '79 [46] 10
Caraca-¥lenteet. al. '99 [10] <13
Menzies'98[34] 40
Ramsg & Basili '89 [40] 50
Bettaet. al. '95 [5] 200

Figure2: Numberof testsproposedy differentauthors.Extendedirom a surey by
[10].

depictedin Figurel, thenover 4,500testsarerequiredto find moderatelyinfrequent
bugs.

However, mostof the expertsystemditeratureproposesvaluationsbasedon very
few testd, asindicatedin Figure2. For example,Menziesdefineda minimal testpro-
cedurerequiringamere40 successfuleststo checkanexpertcontrollerfor acomplex
chemicalplant (125 kilometersof highly inter-connecteiping) [32]. Uponcomple-
tion of testing,its performancéin termsof the correctnessis assessedia comparing
it with humanoperators.In this procedure expert systemand the humanoperators
tookturnsto runthe plant. At the endof a statisticallysignificantnumberof trials, the
meanperformancavascomparedisingat-test. We wereableto rejectthe hypothesis

1Exception:[3] proposeat leastonetestfor every five rulesandaddthat “having moretestcaseshan
ruleswould bebest”.

2| et m andn be the numberof trials of expert systemandthe humanexpertsrespectiely. Eachtrial
generatea performancescore(timetill unusuabperations):X; ... X, with meanu; for thehumansand
performancescoresY ...Y, with meanyu, for the expertsystem.We needto find a Z valueasfollows:
Z =—t="ty_ \whereS2 = E(”;n;””)z andS? = E(y;;_‘l‘ﬁ, Let a bethe degreesof freedom. If
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thatthe expertsystemperformedworsethanthe humanexpert.

The core assumptiorin this paperis that testingsamplesa searchspace. Some
partsof the spacecontaindesiredgoalsandsomepartscontainundesirabléehaiour.
This notionof “testing=searchtoversnumerougestingschemes:

e Model-checkingfor temporalproperties[14] canbe reducedto searchasfol-
lows. First, the modelis expressedasthe dependeng graphbetweenliterals.
Secondlythe constraintsaregroundedandnegated. The generatiorof counter
examplesby modelcheclersthenbecomes searchor pathwaysfrom inputsto
undesirableutputs.

o A testsuitethatsatisfieshe “all-uses” data-flav coveragecriteriacangenerate
prooftreesfor portionsof the searctspacehatconnectliteral from whereit is
assignedo whererverit is used[22].

e Partition testing,asdefinedby [24], is basedon dividing the input spacevia a
reflectionover the searchspacelooking for key literals thatfork the programs
conclusionsnto N differentpartitions.

e Multiple-worlds reasonergdescribedater in the paper)divide the accessible
areaf a searctspacdnto their consistensubsets.

Basedon this insight of “testing=search” the following conclusionscan be in-
ferred.Figurelis anaccurateestimateof thenumberof testsif the searchspacenside
a KBS is very complex. However, the mathematicghat generatedrigure 1 hasno
knowledgeof theinternalstructureof a KBS. In the casewherethatinternalstructure
is very simple,thenFigure2 might bea moreaccuratesstimateof the numberof tests.

Thepurposeof this papelis to exploretheaverage-casstructurafeatureof expert
systems$ searchspaces. We will arguethat, usually expert systemshave a simple
internal structure,i.e., a KBS can be explored with a small numberof tests. This
conclusionwill bemadeaftercomparinghe effectivenesof two basictesting(search)
stratajies:

e The“light testing” proposessmall test suitesbasedon the few variantsof the
randomlyselectednputs.

¢ The“thoroughtesting’reflectson how all thedifferentKB pathwayscaninteract
andinterferewith eachother Naturally, the correspondingestssuitesarelarge
andmustbe carefullychosen.

Basedon this insight,we will defineHTO, anovel, general,light testing”strateyy.
The rest of the paperis organizedas follows. Section2 givesa more detailed
descriptionof “light testing” and“thoroughtesting”. This is followed by a literature
review thatindirectly supportshe assumptiorthatonly a smallfraction of the search
spaces exercisedby knowledgebasedsystemsthusresultingin smallsearchspaces.
Section3 directly compareslight testing”with “thoroughtesting” usingexperiments

n = m = 20,thea = n + m — 2 = 38. We rejectthe hypothesighat expert systemis worsethanthe
human(i.e. pz < py) with 95%confidencef Z is lessthan(—t3s,0.05 = —1.645).



with HTx algorithms.HTx is ageneratestingframework for checkingwhatpercentage
of desiredgoalscanbe reachedacrossa theory An experimentis presentedpased
on tensof thousand®f mutantsof real-world knowledgebasedsystems.The results
indicatethat a very limited gain in completenessgincreasedcoverageof the search
space)anbe achieved throughprolongedtesting. We concludewith a summaryand
anoverview of thedirectionsfor furtherwork in Section4.

Note onerestrictionto our discussionThis paperis only concernedvith the num-
berof testsrequiredto detectfaults. A secondssue,not exploredhere,is the number
of testsrequiredto localizeandrepairthe detectedaults. For KBS, this secondssue
is exploredin the model-basediagnosiditerature[25].

2 Literature Survey

2.1 Studieswith Inference Engines

This sectionreviews two studiessuggestindghe extra effort neededor “thoroughtest-
ing” would be wastedsincethe larger test suite would yield little more information
thanthe smallertestsuite.

Recallthe informal descriptionof the two testingstratgiesgivenin the Introduc-
tion. “Light testing”exploresonly a coupleof randomlychoserpathswhile “thorough
testing” considersall inputsandtheir downstreamninteractions.Thesetwo approaches
to testingarerepresentetdy thefollowing formal searchstratayies.

e “Thoroughtesting”workslike an ATMS device [19]. The ATMS takesthejus-
tification for every conclusionandincludesit into an assumptiometwork. At
anytime, the ATMS canreportthe key assumptionshatdrive the KB into very
differentconclusionsSucha searchijt wasthought,wasa usefulwayto explore
all thecompetingoptionswithin a searctrspace.

e “Light testing”is ratherlike alocally-guidedbest-firstsearchacrosgheinternal
spaceof the KB. Whena contradictionis detectedthe tester(or the searchen-
gine) could look at the contradictionfor hints on how to resolwe that problem.
Thetester(or the searchengine)couldtheninstantiatehosehintsandsearclon.

Notethat,asresultsthe ATMS would find mary optionsandthelight searchewould
only everfind one.

Williams and Nayak comparedthe resultsof their locally-guidedsearchto the
ATMS andfoundthatthis locally-guidecontradictiorresolutionmechanisnwascom-
parableto the very bestATMS implementationsThatis, theinformationgainedfrom
thethoroughexplorationof all optionswasnearlyequialentto theinformationgained
from anexplorationof a singleoption[45].

In relatedwork, [16] comparedTABLEAU, a depth-firstsearchbacktrackingal-
gorithm,to ISAMP, arandomized-seardheoremprover (seeFigure3). ISAMP ran-
domly assignsa valueto onevariable theninfers someconsequencassingunit prop-
agation. Unit propagations not a very thoroughinferenceprocedure:it only infers
thoseconclusionswhich canbe found using a speciallineartime caseof resolution;



Isamp(theory) {
for TRIES = 1 to MAX-TRIES {
set all variables to unassigned;

loop {
if all variables are valued return(current assignment);
v := random unvalued variable;

assign v a randomly chosen value;
unit__propagate();
if  contradiction exit  loop;

} return failure

}

Figure3: ThelSAMP randmoised-seardheoremprover. [16].

TABLEAU: ISAMP:
full search partial,randomsearch
% Success| Time(sec) | % Success| Time(sec) | Tries

A 90 255.4 100 10 7
B 100 104.8 100 13 15
C 70 79.2 100 11 13
D 100 90.6 100 21 45
E 80 66.3 100 19 52
F 100 81.7 100 68 252

Figure4: Averageperformanceof TABLEAU vs ISAMP on 6 schedulingproblems
(A..F) with differentlevelsof constraintsaandbottlenecksFrom[16].

(YA (—zoryior..yn)k (Y1 0r... yn)
(mz) A (z or y1 or... yn) F (y1 or... yn)

After unit propagationif a contradictiorwasdetected|SAMP re-assignsll the vari-
ablesand tries again (giving up after MAX-TRIES numberof times). Otherwise,
ISAMP continuedoopingtill all variablesareassigned.NotethatISAMP is a“light
tester"while TABLEAU is a “thoroughtester”sinceit exploresoptionsmoresystem-
atically.

Figure4 shavstherelative performancef thetwo algorithmson asuiteof schedul-
ing problemsbasedon real-world parameters.Surprisingly ISAMP took lesstime
thanTABLEAU to reachmore schedulingsolutionsusing,usually just a small num-
berof TRIES. Thatis, a coupleof randomexplorationsof the easilyaccessablearts
of a searchspaceyieldedbetterresults. Cranvford andBaker offer a speculationvhy
ISAMP wassosuccessfultheirsystemsontainednostly“dependenttvariableswvhich
aresetby a smallnumberof “control” variables.

In summaryif mostsystemsavethisfeature then“light testing”will sufficesince
afew key testsaresuficientto setthe controlvariables.
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Figure5: An analysisof hundredf modulesin a softwaresystem.From[6]

2.2 Studieswith Data Sets

This sectiondiscusseswo studieswith datasetsshawving that the effective attribute
spacesizeof the datapresentedo an expertsystemis far lessthanthe potentialupper
boundof the attribute spacesize of the KB (SV). This is consistentwith the used
portionsof searchspacedeingnon-compl&. Testsuitesgrown beyond a small size
mayyield no new informationsincethe smallentestsuitewould have alreadyexplored
themostfrequentlyusedpartsof the KB’s searchspace.

Avritzer et.al. studiedtheinputsgivento anexpertsystemfor monitoringa part of
theAT&T network. Eachrow of astatematrix storedauniquetestcasepresentedo the
expertsystem(the combinationsof literalsin the giveninput generateonecolumnin
thematrix). After examiningsystemusagen operationatonditions(355daysof input
data),they found only 857 differentinputs. Therewere massve overlapswithin this
input set. On average the overlap betweentwo randomlyselectednput trajectories
was 52.9%. Further a simple analysisdeterminedthat 26 carefully selectedinputs
covered99% of trajectoriescoveredby all the obsened inputs, while 53 carefully
selectednputscovered99.9%of thetrajectorieq2].

While Avritzer et.al. lookedattheinputsatthe systemevel, Colombcomparedhe
inputspresentedo anexpertsystemwith its internalstructure Recallingtheintroduc-
tion, theinternalstatespaceof aKB canbeverylarge: S stateger N variablesmplies
SN combinations.Colombarguesthat the estimateof SV is a grossover-inflation of
effective sizeof theinternalsearchspacehe KB. He arguesthatKBs recordthe very
smallregionsof experienceof humanexperts.For example,onemedicalexpertsystem
studiedby Colombhadthe theoreticakizeof SV = 10'4. However, afteroneyear's
operation the inputsto thatexpertsystemcould be representeéh a statematrix with
only 4000rows. Thatis, theregion of experienceexercisedafter oneyearwithin the
expertsystemwasonly atiny fractionof SV (4000 < 10'4) [15].

In summaryif mostnaturallyoccurringtestsuitescanbecondensetik etheAvritzer
et.al. examplesthenonly a smallnumberof testswill be sufficient. Further if most
systemshave the Colomb small regions of expertise,then“thoroughtesting” is not
requiredsince“light testing”will exerciseaKB's region of expertise.
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Figure 6: An examplephasetransitioneffect for the map coloring problem(no two
adjacentountrieson a mapshouldusethe samecolor). Adaptedfrom [11].

2.3 Studiesin Knowledge Engineering

Onemeasuref theinternalcompleity of aprogramis: “how mary separatexecution
pathwaysexist within thatprogram?”.Usingthis measureywe cansaythatsomeexpert
systemarenotcomplex atall. BiemanandSchultz[6] studiedhow mary setsof inputs
arerequiredto exerciseall du-pathwaysn a system.A du-pathis alink from wherea
variableis definedo whereit is used Theupperboundon the numberof du-pathvays
in aprogramis exponentialonthenumberof programstatementsThelower boundon
thedu-pathvaysis 1; i.e. thetail of eachpathtoucheghe headof anotherpath.

As the du-pathsshrink, it numberof inputsrequiredto reachpart of the program
alsoshrinks. Figure5 shawvs the numberof du-pathvaysin a naturallanguageunder
standingprogram. Note that, at leastfor this sytem,in the overwhelmingmajority of
theirmodulesyery few inputsexercisedall thedu-pathvays.

In summary if most programshold few du-pathvays, then “light testing” will
quickly explorethewhole system.

2.4 StudiesWith Constraint Satisfaction

Theprevioussectionshavedthat,in oneexampleexpertsystemthe searchspacewas
remarkablysmall. This sectionmakesa moregeneralcase:For KBS performingNP-
hardtasks,mostof the searchspacecanbe exploredfast.

Exploringasearctspacss lik e navigatingbetweercompetingconstraintsNumer
ousrecentresultsfrom the constraintsatishctionliteraturestronglysuggesthat,in the
usualcase suchanavigationprocescanbeveryfast.

[11] studiedthe runtimesof NP-hardalgorithms. Figure 6 shavs the typical per
formance. Note that outsideof a narronv zone,the algorithmcould terminatequickly
without extensive backtracking. The slov zone correspondgo the phasetransition
betweerunderconstraine@ndover-constrainegroblems:

¢ In anover-constrainegbroblemthe oddsof successfullynavigatingto somepart
of the a programis very low. Further if the constraintsare very tight, we can



quickly discoverthatthatpartof the programis unreachablsinceall the search
optionswill be quickly blocked. Figure6 is over-constrainecdbore X = 6.

¢ In an underconstrainedproblem,the oddsof successfullynavigatingto some
part of a programis very high sincemary solutionsexist. Figure 6 is under
constrainedelov X = 5.

¢ In the phase-transitiozone,navigation canbe very slow sinceeachbacktrack
denotedinding a uselesslead-endThe phase-transitiomonemustbe avoided,
if possible,i.e. the programshouldbe changed. Changingthe problemdue
to processingoroblemsis an acceptedstratey in otherengineerindields. For
example, mechanicakngineerschangethe weight of a structureif its natural
harmonicis closeto ary of the occurringernvironmentalfrequencies.

The phase-transitiorffect for NP-hardproblemsis a robust experimentalresult
thathasbeenreplicatedby numerougesearcheraroundthe world (e.g.[42, 23, 41]).
Many KBS perform NP-hardtasks(e.g. diagnosis[9], planning). Testingunder
constrained\P-hardKBS will quickly find the reachableprogrampropertieswhile
testsover over-constrainedNP-hardKBS will quickly fail.

In summaryif mostKBS performNP-hardtasks thenasmallnumberof randomly
chosentests(i.e. “light testing”)will yield nearlyasmuchinformationasalargenum-
berof consideredests(i.e. “thoroughtesting”).

2.5 Studiesin the Software Engineering Literature

Our themeis that, on average the searchspacewithin a KBS is far simplerthanwe
might have thought. Whathappendgo this themewhena KBS is coupledwith a proce-
duralsystem?Suchhybridimplementationgrevery common.For example,mary ex-
pertsystemsieedsupportirom a procedurakystento handledataentry anddatabase
storage.

We amguethattheadditionof aproceduratomponento a KBS doesnotrefutethe
themeof this article. Numerousresultsin the software engineerinditeraturesuggest
thatprocedurabystemsharethe “simple searctspace”propertywith KBS. Whenwe
readthe sourcecodeof a proceduraprogram,we may conceve of complex pathways
thatwould beintricateto test. In practice,exploring theseintricate pathwaysmay not
be an effective testmethod. Fentonand Pfleagger [21] (p302) reportthat we should
not expectto reachall portionsof the sourcecode. In one study even after trying
to explore the entire spaceof a program,averagereachablé'objects” (paths,linearly
independenpaths edgesstatementsyereonly 40%atmost. In anotheistudy Horgan
and Mathur [28] recordedthe reachableobjects(basicblocks) within the AWK [1]
reportgenerationanguageand the TEX [29] word processar Elaboratetest suites
exist for thosesystemge.g.[29]) yetthe averagecoverageof TEX and AWK objects
is verylow, asshavn in Figure?.

In summary partsof a proceduralprogrammay be unreachablend neednot be
tested. Further the reachableportionsof a programmay have very simple search
spaces.A contol-flow diagram shavs how one statemenin a proceduralprogram
canfollow from another Given N statementsn a program,the upperboundon the



% objectscoverage
Program | Block | Decision | p-use | c-use
TEX 85 72 53 48
AWK 70 59 48 55

Figure7: Coverageof programobjects,asreportedin [28, p544]. “Block”= program
blocks. “Decision”= programconditionals.“P-use”=pathwaysbetweenvherea vari-
ableis assignecand whereit is usedin a conditional. “C-use”= pathways between
whereavariableis assigned&ndwhereit is used but notin a conditional.

numberof edgesn suchadiagramis N2 (i.e. every statementalls every otherstate-
ment). However, in practice,the numberof edgess usualylinear with respecto the
numberof statement$27]. Thatis, the structureof proceduralprogramdooks more
like simplesingle-parentreesthancomplex mazes.

If the structureof a proceduralprogramis assimpleasarguedabove, thena test
procedureshouldrapidly find thereachablesrrors. This is oftenthe case.Horganand
Mathur[28] obsene thattestsuitesfor proceduraprogramsoftenexhibit a saturation
effect; i.e. afterthefirst itemsin atestsuitefind mary errors,further testingreveals
few othererrors. Saturationis consistentvith simplesearctspacesi.e. thereachable
partsof a programcanbe quickly covered.

In summaryif we caneasilysearchthereachablgortionsof proceduraprograms,
asaconsequencef thefindingsreportedabove, then”light testing”is sufiicientto test
hybrid KBS/procedurakystems.

3 Experimentswith HTx

The previoussectiondiscussedesearchrom otherauthorgthatindirectly suggestsve
cansearcha KBS quickly. This sectiondescribesxperimentsdealingwith the cov-
erageof KBS searchspaces.Basedon the HTx abductivemodelof testing[33, 35],
a suite of mutators cangenerateary numberof sampletestingproblems.Informally,
abductionis inferenceto the bestexplanation. More precisely abductionmakes as-
sumptionsA requiredto reachoutputgoalsOut acrossatheoryT (T'U A F Out),
without causinga contradiction(T"U A t/1). Eachconsistensetof assumptionsepre-
sentsan explanation.If morethanoneexplanationis found, someassessmentriteria
is appliedto selectthe preferredexplanation(s).

ThreeHTx searchalgorithmsare usedin our study TheseareHT4 [33], HT4-
dumb|[36], andHTO [31]. HTx algorithmswere designedas automatichypothesis
testerdor underspecifiedheoriesandareageneralizatiomndoptimizationof QMOD,
avalidationtool for neuroendocrinologicaheorieq20]. HTx andQMOD assumehat
the definitive testfor atheoryis thatit canreproducegor cover) known behaviour of
theentity beingmodeled.TheoryT; is abettertheorythantheoryTs iff

cover(T1) > cover(T»)

Below, we will shov experimentswhere HTx is run millions of times over tens of
thousand®f models. A small numberof randomsearchegby HTO) coverednearly
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asmuch outputas extensive searchedy HT4. The resultsendorsethe widespread
existenceof simplesearctspaces.

3.1 AnInformal Model of Testing

This subsectiorgivesa quick overview of the intuitions of HTx. The next subsection
detailstheseintuitions.

At runtime, aninferenceengineexploresthe searchspaceof a program. A given
testappliessomeinputs (In) to the programto reachsomeoutputs(Out). Thein-
ferenceenginemay be indeterminatdmake randomchoicese.g. ISAMP) andsothe
pathway taken from inputsto outputsmay vary. Unlike imperative programs knowl-
edgebasedsystemsnustbeableto cometo anoutputevenif theknowledge,provided
by inputs In or the statevariables(thesecan also be consideredas a part of In) is
incomplete. Hence,we call the intermediariescorrespondingo currently unknavn
valuestheassumptiong¢A). Thatis:

< Out, A >= f(In,KB)

wheref is theinferenceengineandKB aretheliterals {a..z} which we candivide as
follows:

In Out
e,
a,bye,.....l,m,n,....".xy 2

A

Thatis, fromtheinputsa, b, ¢, ..., we canreachtheoutputs...x, y, z viatheassumptions
...l,m,n,.... Someof a..z arepositive goalsthatwe aretrying to achieve while some
arenegative goalsreflectingsituationswe aretrying to avoid. In thegenerakase pnly
asubsebdf Out will bereachableisingsomesubsebf the In, A since:

e Thesearchspacemaynotapprose of connectiondetweerall of In andOut.

e Someof theassumptionsnay be contradictory Multiple worlds of beliefsmay
be generatedvhencontradictoryassumptionsresortedinto their maximalcon-
sistentsubsets.

¢ Inthecaseof randomizedearchpnly partsof thesearctspacenaybeexplored.
For example,we couldrun ISAMP for afinite numberof TRIES andreturnthe
TRYwith themaximumnumberof assignmentt Out.

Our testingintuition is that a testcasebeamsa searchlightfrom In acrossA to
Out. Sometimesthe light revealssomethinginteresting. We can stop testingwhen
our searchlightstopsfinding anything newv. Whatwill be shavn below is thata few
quickflashegevealasmuchasamorethoroughpokingaroundall thecornerswith the
flashlight.
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3.2 HTx: Formal Modelsof Testing

This sectiondescribeshe detailsof HTx. The next sectiondescribesanexample.
We represent theoryasa directedcyclic graphT = G(V, E) containingvertices
{Vi,Vj,...} with rootsroots(G), andleavesleaves(G). A verte is oneof two types:

e An Andvertex canbebelievedif all its parentsarebelieved.

e An Or vertex canbe believed if ary its parentsare believed or it hasbeenla-
beledan I'n vertex (seebelov). Eachor-nodecontradictszeroor more other
or-nodes,denotedno(V;) = {Vj,Vk,...}. The averagesize of the no setsis
called contraints(G). For propositionalsystemscontraints(G) = 1; e.g.

no(a) = {—a}.

In andOut aresetsof verticesof type Or. A proof P, C G is atreecontaining
theverticesuses(P,) = {V;,V},...}.Theprooftreehas:

e Exactlyoneleafwhichis anoutput;i.e.

|leaves(uses(P,))| = 1 A V; € leaves(uses(P,)) A'V; € Out

e Oneor moreroots,which areinputs,i.e.roots(uses(P;)) C In.

No two proofverticescancontradicteachother;i.e.
Vi,j <Vi,V; >€ uses(Py) ANV; & no(V;)
A proof'sassumptionaretheverticesthatarenotinputsor outputs;i.e.
assumes(Py,) = uses(P,) — roots(uses(P,)) — leaves(uses(Py))

A testsuite consistsof N pairs {< In;,Out; >,... < In,,Out, >}. We as-
sumedthat each< In;, Out; > containsonly or-vertices. Eachoutput Out; can
be generatedy zeroor moreproofs{P,, P,,...}. A world is a maximal consistent
subsetof the proofs (maximalw.r.t. size and consistentw.r.t. the no sets)denoted
proofs(W;) = {Py,Py,...}. Therelationfrom worlds W to proofs P is mary-to-
mary. The coverof aworld is expressedy the numberof outputsit containsj.e.

Uy, {P: € proofs(Wi) AV € leaves(P;)}
[Out]|

cover(W;) =

We make no othercommenton the natureof Out;. It may be someundesirable
stateor somedesiredgoal. In eithercase the aim of our testingis to find the worlds
thatcoverthelargestpercentagef Out.
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A hypothetical economics theory world W.1 world W.2
foreign domestic foreign domestic foreign
sales sales sales=up sales=dow sales=u
++ ++ | ++ ++ ++ ++ ++
public company company public company public
confidence profits profits=up confidence=up profits=down confidence=up
‘ - J ++ ++ ++
; ; corporate trade corporate - L corporate - L
inflation spending deficit spending=up inflation=down spending=down inflation=down
WA WSS e "
wages z:g;)eunrft investor investor wages wages
restraint balance confidence confidence=up restraint=up, restraint=up

Figure 8: Two worlds for outputs(ellipses)from inputs (squares).Assumptionsare
world verticesthatarenot inputsor outputs. Note that contradictoryassumptionsire
managedn separatavorlds.

3.3 An Example

Figure 8 shaws a hypotheticaleconomicgheorywritten in the QCM languag€[35].
All theory variableshave three mutually exclusive states: up, down or steady i.e.
1n0(Va=up) = {Va=down, Va=steady } @Ndconstraints(G) = 2. Thesevaluesmodel
thesignof thefirst derivative of thesevariableg(i.e. therateof changen eachvalue).
In QCM, x 15 y denoteghaty beingup or downcould be explainedby x beingup or
down respectrely. Also, x — y denoteghaty beingup or downcould be explained
by x beingdownor up respectiely.

Referringto the economicstheory shovn in Figure 8, considerthe casewhere
theinputs In are(foreignSales=updomesticSales=dowrgndthe goalsOut are(in-
vestorConfidence=upnflation=down,wageRestaint=up). Therearesix proofsthat
connectln to Out (seeFigure9). Theseproofscompriseonly or-nodes. They con-
tain assumptiongvariableassignmentsotfoundin In U Out). Someof theseproofs
make contradictoryassumptionsd; e.g. corporateSpending=ufn P; andcorporate-
Spending=dowriin P,. Thatis, we cannotbelieve in P, and P, atthe sametime. If
we sorttheseproofsinto the subsetsvhich we canbelieve at onetime, we getworlds
W1 (Figure 8, middle) and W, (Figure 8, right). T, is a maximal consistensubset
of pathwaysthat canbe believed at the sametime; i.e. {P;, P;, Ps}. W, is another
maximalconsistensubset{ P, Ps, Py, Ps}. Thecoverof W; is 100%while thecover
of Wy is 67%.

RecallthatHTx scoresa theoryby the maximumcover of theworldsit generates.
Hence,our economicgheory getsfull marks: 100%. Algorithm HT4 (and QMOD
beforeit) founderrorsin apublishedneuroendocrinologicaheory[43] whenits max-
imum cover wasfoundto be 42%. Thatis, after makingevery assumptiomeededo
explain asmary of the goalsaspossible,only 42% of certainpublishedobsenations
of humanglucoseregulationcould be explained.Interestingly thesefaultswerefound
usingthedatapublishedto supportthosetheories.
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P, foreignSales=upcompanyPofits=upf, corporateSpending=ufy investorConfidence=up

P, domesticSales=dowepmpanyPofits=downf, corpotateSpending=dowjn wageRestaint=up
P;  domesticSales=dowrcompanyPofits=dowrt, inflation=down

P, domesticSales=dowrcompanyPofits=dowrt, inflation=down,wagesRestint=up

P; foreignSales=uppublicConfidence=upnflation=down

Ps foreignSales=uppublicConfidence=upnflation=down,wageRestaint=up

Figure9: Proofsconnectingnputsto outputs. X}, and Xfdenotethe assumptionsnd
thecontroversialassumptiongiespectiely.

34 HT4,HT4-dumb, HTx

Thedifferencebetweerthe HTx algorithmsis how they searchfor their worlds:

e HT4 finds all proofsfor all outputs,then generatesll the worlds from these
proofs.Next, theworlds(s)with largestcoverarereturned.

e HT4-dumbis acrippledversionof HT4 thatreturnsany world, choseratrandom.
It was meantto be a strav-man systembut its resultswere so promising(see
below) thatit leadto the developmeniof HTO.

e HTOis arandomizedsearchenginethatattemptso find aprooffor eachmember
of Out; in lessthan MAX-TRIES trials. Out is exploredin a randomorder
and,while generatinghe proof, if morethanoneoptionis found, oneof these
is picked at random. If the proof for Out; is consistentwith the proof found
previously for Out;, (i < j), it is kept. Otherwise HTO moveson to Outy (j <
k) anddeclaresOut; unsohable. After eachTRY, HTO compareshe “best”
world foundin previousTRIES to theworld foundin thecurrenttry anddiscards
the onewith thelower cover.

Our notion of “light testing” corresponds$o HTO sinceit usesa quick methodto
studya program.“Thoroughtesting”is representethy HT4 sinceit exploresmoreof
theprogram.For example,if “light testing”hadstumbledandomlyon W, of Figure8,
anddid notlook ary furtherto find W;. Thenwe would have inappropriatelydeclared
thattheeconomicsnodelcouldonly explain 67%of the outputs.However, onaverage,
the costof the extra searchingprovided by “thoroughtesting” may not be justified by
its benefits. The following studies,comparingHTx algorithms,supportthe casefor
using“light testing”.

35 HT4vsHT4-dumb

We comparedHT4 andHT4-dumbusingtensof thousand®f theories.Startingwith a
seedheory(fish growing in afishery seeFigure10), automatianutatos werebuilt to
generatea wide rangeof relatedproblems.The mutatorsusedin this work areshavn
in Figure11. Eachmutatortook a known real-world problemanddistortedit. The
mutatorsweredesignedothatthe distortionswere“stepped”;i.e.:
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fish
growth
rate

++ /A ++
change in fish
population
++
fish
density
++
fish
catch
‘/++
catch T
proceeds
++
net
income
* ++
boat
investment ++
fraction
* ++
boat
purchases
++
change in
boat numbers
++ 4 }++ ++
boat boat catch
maintenance  decomissions potential

Figure10: The QCM fisheriesmodelcontainstwo ‘fi—)qi variables:changein fishpopu-
lation andchangein boatnumbes.

¢ An applicationof amutatorgenerateé problemthatwasnearlylik e the original
problem;

¢ A severalsubsequerdapplicationf mutatorsgenerategiroblemshatwerevery
differentfrom theoriginal problem.

Whentheseproblemswererunwith HT4 andHT4-dumb the maximumdifference
in the cover was5.6%; i.e. very similar, seeFigure12. Thatis, in a large number
(1,512,000)f world generatiorexperiments(1) mary differentsearchegontainthe
samegoals,(2) therewaslittle obsenedutility in usingmorethanoneworld.

36 HT4vsHTO

HT4-dumbwasimplementedaisaback-endo HT4. HT4 would proposdots of worlds
and HT4-dumbwould pick oneat random. Thatis, HT4-dumbwas at leastas slow
asHT4. However, it worked so astonishinglywell, that HTO was developed. Real
world andartificially generatedheorieswereusedto testHTO, the"fast”, randomized
searctengine.A real-world theoryof neuroendocrinologwith 558clausesontaining
91 variableswith 3 valueseach(273 literals) was copiedX times. Next, Y% of the
variablesin onecopy were connectedat randomto variablesin othercopies. In this
way, theoriesbhetween30 and 20000 Prolog clauseswere built using Y=40, average
sub—goals 1 7, clauses _ 1 5 5 \Whenexecutedwith MAX-TRIES=50 the O(N?)

clause ! literals
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=

Add influencesbetweervariables.

2. Corruptthe influencebetweentwo variables;e.g. flip proportionality ++ to
inverseproportionality-- or visaversa.

3. Experimentwith different meaningsof time within the system. In the ex-

ax

plicit node (XNODE) interpretationof time, all 3% variablesimply a link

(z at Time') I3 (z at Time'"). In theimplicit edge IEDGE interpretation
of time, all edgesz % y alsoimply alink (z at Time’) 5 (y at Time'*?);

(e € {++,——1}). XNODE andIEDGE are contrastedn Figure??. Why

thesetwo interpretationof time? Thesewererandomlyselectedrom a much
largersetof time interpretationstudiedby [44].

4. Force the algorithm to generatedifferent numbersof worlds. Experiments
shaved that the maximumnumberof worlds were generatedvhenbetweena
fifth to three-fifthsof thevariablesn thetheorywereunmeasured;e. U=20..60
whereU = 100 — ('“'*'ﬂw and|V| representthe numberof variables
in the theory The mutatorsbuild In and Out setswith differentU settings.
Valuesfor I'n and Out are collectedusinga mathematicakimulationof the
fisheries.

Figurell: Problemmutatorsusedin the HT4 vs HT4-dumbstudy

curve of Figure13 wasgeneratedHT4 did notterminatefor theorieswith morethan
1000clauses.Hence,we canonly comparethe cover of HTO to HT4 for partof this
experiment.In the comparableegion, HTO found 98% of the outputsfoundby HT4.

In otherexperimentsthe maximumcoverfor differentvaluesof MAX-TRIES was
explored. Surprisingly the maximumcover found at MAX-TRIES=50 wasidentified
muchearlier whenMAX-TRIES wasaslow as6.

In summaryasmallnumberof quickrandomsearche$HTO) foundnearlyasmuch
of theinterestingportionsof the KB searchspaceasa careful,slower, larger number
of searchegHT4).

4 Conclusion

Onaveragejt appearshatexploring atheoryis notascomplex asonemightthink. We
definedthe testingof knowledgebasedsystemsasa searchprocessandatestsuiteis
consideredompletewhenthe searchachievesdesiredcoverage We have experimen-
tally demonstratethata few explorationsof a searchspaceyield asmuchinformation
asmorethoroughsearches.

Philosophically this mustbe true. Our impressionsarethathumanresourcesre
limited andmostexplorationsof theoriesare cost-boundedHence mary theoriesare
not exploredrigorously Yet, to a usefuldegree,this limited reasoningaboutour ideas
works. This canonly betrueif ourtheoriesyield theirkey insightsearlyto our limited
tests.Otherwise we doubtthatthe humanintellectualprocessould have achiesed so
much.

The implications of the obsened searchphenomenorfor testing of knowledge
basedsystemareimportant.Simplerandomstrateyiesfor testingof knowledgebased
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XNODE, U% unmeasured IEDGE, U% unmeasured

100 T T T 100 T T T
many;U=0 —— many;U=0 ——
one;U=0 -o-- one;U=0 -o--
90 many;U=20 —— | 90 | many;U=20 —— |
E one;u=20 -+-- one;u=20 -+--
many,U=40 8— many;U=40 8—
) one;U=40 -8-- one;U=40 -8--
80 H many;U=60 — - 80 Hi\. many;U=60 ~— -
A\ one;U=60 -x-- ERS one;U=60 -x--
70+ E 70 E
2 2
8 { g
S 60 1 8 60 B
3 3
3] 3]
s 50 |- 4 = 50 g
40 R\ q 40 q
., X
30 | N R 30 R
20 | D\ 1 20 | ) 1
1 1 - 1 1 -
0 5 10 1517 0 5 10 1517
Number of corrupted edges; max=17 Number of corrupted edges; max=17

Figure12: Comparingcoverageof Out seenin 1,512,000unsof the HT4 (solid line)
or HT4-dumb (dashedine) algorithmswith differentpercentagesf unmeasured’
variables. X-axis refersto how mary edgesof Figure 10 were corrupted(++,--
flippedto --,++ respectiely.)

systemsappeato beaspowerful asthemoredetailedlandmuchslower) testingstrate-
gies.While therestill existsthetrade-of betweertheachiezedcoverageandthesizeof
thetestsuite,thedatacollectedfrom the experimentsndicatethatsubstantiatoverage
may be achierzedby testsuitescontaininga surprisinglysmallnumber(few dozens)f
randomlychosertests.

Our future plansincludeexpandingthe resultsof this studyby estimatingthereli-
ability of knowledgebasedsystemgqsee[30] for somepreliminaryresults).It appears
thatincorporationof coveragemeasuresnto the reliability estimationof knowledge
basedsystemanay save significantresourcegtime andeffort) in comparisorwith the
blackbox approachfor example.Admittedly, thenaive interpretatiorof testingresults
couldleadto anoverly optimistic reliability prediction. The resultsof this article re-
fer to the averagecasebehaiour of a testsuite. In safety-criticalsituations,suchan
averagecaseanalysiswould beinappropriatedueto the disastrousmplicationsof the
non-averagecase.
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Figure13: RuntimesHT4 (top left) vs HTO (bottom).HTO wasobseredto be O (N?2).
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