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Abstract

Machinelearningis practicalfor softwareengineeringoroblems gvenin data-
staned domains.Whendatais scarce knowvledgecanbe farmedfrom seedsi.e.
minimal and partial descriptionsof a domain. Theseseedscan be grown into
large datasetssia Monte Carlo simulations. The datasetcanthenbe harvested
usingmachindearningtechniquesExamplef thisknowledg farmingapproach,
and the associatedechniqueof data-mining is given from numeroussoftware
engineeringlomains.

1. Introduction

Machinelearning(ML) is nothard. Machinelearnersautomaticallygeneratesum-
mariesof dataor existing systemdn a smallerform. Softwareengineersanusema-
chinelearnergo simplify systemaevelopment.This chapterexplainshow to useML
to assisin theconstructiorof systemshatsupportclassificationprediction,diagnosis,
planning,monitoring,requirement&ngineeringyalidation,andmaintenance.

This chapterapproachesnachinelearningwith three specificbiases. First, we
will explore machinelearningin data-stared domains.Machinelearningis typically
proposedor domainsthat containlarge datasets.Our experiencestrongly suggests
that mary domainslack suchlarge datasets.This lack of datais particularly acute
for newer, smallersoftwarecompanies.Suchcompaniedack the resourcego collect
and maintainsuchdata. Also, they have not beendeveloping productslong enough
to collectanappropriatelylarge dataset Whenwe cannotmine data,we shov how to
farmknowledgeby growing datasetérom domainmodels.

Secondwe will only reportmaturemachinelearningmethodsj.e. thosemethods
which do not requirehighly specializedskills to execute. This secondbiasrulesout
someof themoreexciting work on theleadingedgeof machindearningresearclie.g.
horn-clauséearning).

Third, in theauthors view, it hasyetto be shavn empiricallyfrom realisticexam-
plesthat a particularlearningtechniquels necessarilybetterthanthe others. When
facedwith IV amguablyequialenttechniquesQ@ccams razorsuggestsve usethe sim-
plest. We hencewill explore simple decisiontree learnersin this chapter Decision
treelearnersexecutevery quickly andarewidely used: mary of the practicalSE ap-
plicationsof machinelearningusedecisiontreelearnerdike C4.5[33] or the CART

*For evidenceof this statementseethe comparisonsf differentlearningmethodsn [34, 17, 36]
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Figure1: Assessmendf a new software project usingknowledgelearntfrom some

old projects.In this diagram,“databindings”is adomain-specifienetricfor assessing
moduleinterrelationshipsThe experiencesummarizecheredeclareghatthe number

of designrevisions and the large numberof databindingsdoom somenew project

into having “interfaceerrors” (seedottedline); i.e. errorsarising out of interfacing

softwaremodules.This decisiontreewasautomaticallylearntusingmachinelearning

techniqueg$30] usingthe decisiontreetechniquesliscussedh this chapter

system[5]. Decisiontreelearnersarealsocheapto buy, arewidely available,andare
commerciallysupportede.g. seehttp://www.rulequest.com ).
In orderto balancethesebiasesye offer thefollowing notes:

¢ Foranexcellenttheoreticalliscussioron awiderangeof machindearningtech-
niquessee[25].

e For examplesof machinelearningfrom naturally occurringdatasetsseeFig-
uresl,2,3,and4.

e For reviews on otherkinds of learners,seethe Reynolds chapterin this vol-
umeon evolutionaryprogrammingandotherwork on learningknowledgefrom
data[28]; artificial neuralnets[11]; anexcellentreview ondatamining [22]; and
arecentspecialssueof the SEKEjournalondifferenttechniquegor discovering
knowledge[26].

e Looking into the future, we predictthatthe 2010versionof this handbookwill
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Figure2: Predictingmoduleswith high costmodulesandmary faults. Datafrom 16
NASA groundsupportsoftwarefor unmannedpacecraftontrol[37]. Thesesystems
wereof size3,000to 112,000inesof FORTRAN andcontained4,700modules.“Cy-
clomaticcompleity” is a measureof internalprogramintricacy [21]. In the general
casethereary mary problemswith cyclomaticcomplexity (see[10, p295]and[35]).
Neverthelessjn this specificdomain, it was found to be an important predictor of
faults. Of the 18 attributesin the datase{listed on left), only the underlinedfour were
deemedsignificantby thelearner

containmary entriesdescribingapplicationsof horn-clausdearnersto the re-
verseengineeringf softwarespecificationgrom code[2, 7].

This chapteiis structuredasfollows. Firstly, we expandon our distinctionbetween
usingmachinelearningfor datamining andknowledg farming. Secondlywe detail
how to usea simple decisiontree learner Thirdly, we offer several casestudiesof
knowledgefarming. Fourthly, our discussionsectiondescribeshow the above con-
tributesto the constructiorof systemghatsupportclassificationprediction,diagnosis,
planning,monitoring,requirement&ngineeringyalidation,and maintenancelLastly,
theappendiceslescribesomeof thelower-level technicaldetails.

2. Data Mining and Knowledge Farming

Engineerftenbuild systemavithout the benefitof large historicaldatasetsvhich
relateto the currentproject. For example softwaredevelopmentdatamay be scarcef
thedevelopmenteamwasnotfundedto maintainametricsrepository or thecollected
datadoesnot relateto the businesscase,or if contractorspreferto retaincontrol of
their own information. Machinelearningthatsupportssoftwareengineeringr knowl-
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Figure 3: Predictingfault-pronemodules[16]. Learntby the CART treelearner[5]
from datacollectedfrom a telecommunicationsystemwith > 10 million lines of
codecontaininga few thousandmodules(exact detailsare proprietaryconfidential).
Estimatederror comesfrom 10-way cross-alidation studies(explainedlater in this
chapter).Of the 42 attributesofferedin the datasetpnly six weredeemedsignificant
by thelearner

edgeengineeringmustthereforework whendatais scarce. Hence,this chapterwill
focus more on knowled@ farming than data mining In data mining, thereexists a
large library of historicaldatathatwe mineto discover patterns.Whensuchlibraries
exist, ML can(e.qg.) infer from pastprojectsthe faultsexpectedin new projects(see
Figuresl,2,3)or developmentimes(seeFigure4).

The power of datamining is thatif the new applicationis built in exactly thesame
domainasthe historicaldata,thenthe resultingpredictionsaretailoredexactly to the
local situation. For example,looking throughFigures1,2,3,and 4 we seethat very
differentattributesareavailablein differentdomains.

Thedrawbackwith dataminingis thatit needshe data:

(Datamining) canonly be asgoodasthe dataonecollects. Having good
datais thefirst requirementor good dataexploration. Therecanbe no
knowledgediscovery on baddata[22].

Knowledg farmingassumeshatwe cannotaccess largelibrary of historicaldata.
Whenfacedwith a datafamine,we usedomainmodelsasa seedto grow datasets
usingexhaustve or montecarlo simulations.We thenharvestthe datasetsusingML.
The hanestedknowledge containsno more knowledgethanin the original domain
models.However, knowledgein the domainmodelscanbe hardto accesslt maybe
expressedrerboselyor hiddenwithin redundanbr uselesgpartsof the model. Also,
usingthat domainknowledgemay be hardsincethe domainmodelsmay be slow to
execute.In contrastthe hanestedknowledgecontainsa simpleandsuccinctrecordof
theimportantknowledge.Further the hanestedknowledgecanexecutevery quickly.
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Figure4: Predictingsoftware developmenttime (in personmonths)[36]. Learntby
the CART treelearner]5] from the 63 softwareprojectsin the COCOMO-1database.
Thedevelopmentimespredictedoy thelearnttreeshasahigh correlation(2? = 0.83)
with theactualdevelopmentimesin the COCOMO-1databasefor precisedefinitions
of all attributes,se€[3]. Thetreeshavn hereis justtheupperlevelsof theactuallearnt
tree(whichis notshavn for spacaeasons)Of the40 attributesin thedatasetpnly six
weredeemedsignificantby thelearner

Knowledgefarming can be much simplerthandatamining. Naturally occurring
datasetsnustbe “cleansed”beforethey are useful. Datacleansingis the processof
makingsenseof alargestoreof datathatmaybe poorly-structurec@ndcontaincorrupt
or out-datedecords Knowledgefarmerscancontrolandunderstandhe seedhatgen-
erateghedatasetsHence knowledgefarmersrarely needto cleanse Also, suppose
learnerusesRAM storageto hold all the frequeng countsof all the attribute values.
SuchRAM-basedstoragefails whendatamining very large datasetsg.g. terabytes
of data. However, when processingnmillions of examples(or less),the RAM-based
leanerdescribecherewill suffice for generatinghe decisiontreesshavnin (e.g.) Fig-
uresl,2,3,and4.

3. Building Decision Trees

DecisiontreelearnerssuchasC4.5input classifiedexamplesand outputdecision
trees.C4.5is aninternationalstandardn machingearning;mostnen machineearn-
ersare benchmarkd againstthis program. C4.5 usesa heuristicentropy measureof
informationcontentto build its trees.This measureas discussedn anappendixo this
chapter

As an exampleof C4.5, supposewne wantto decidewhento play golf. Figure5
shaws the datawe have collectedby watchingsomegolfer. The names file is a data
dictionarydescribingour datasetLine onelists our classificationandthe otherlines



describeghe attributes. Attributesareeithercontinuous  (i.e. numeric)or discrete.
In the caseof discretevalues,eachpossiblevalueis listedin the names file. Usersof

C4.5shouldbe awarethatthe algorithmrunsfasterfor discreteattributesthancontinu-
ousvalues.However, the performancen continuousvariabless quiterespectableln

oneexperimentwith a datasebf 21,600examplesof nine continuousattributes,C4.5
ranin 7 second®na350MHz Linux machinewith 64MB of RAM.

Thedata file (bottomleft of Figure5) shovsthegolf datasetEachline containsas
mary comma-separatedhluesasattributesdefinedin thenames file, plustheclassat
theend-of-line.C4.5supportsunknownn attribute values:suchvaluesmayberecorded
asa“?” in adata file. Of coursef thenumberof unknownsis large,thenthelearner
will have insufficientinformationto learnadequateheories.

C4.5is calledusingthecommandine:

c45 - stem -m minobs
wherestem is the prefix of thenames anddata file andminobs is the minimum
numberof examplesequiredbeforethealgorithmforksasub-tregdefault-m 2). The
command‘ c4.5 -f golf -m 2" generateshetreeshonn top right of Figure5
(thetreeis generatedrom the C4.5text outputshowvn in AppendixC). We seethatwe
shouldnot play golf on high-wind dayswhenit mightrain or on sunry dayswhenthe
humidity is high.

C4.5usesa statisticalmeasuredo estimatethe classificatiorerroron unseercases.

In the caseof “c4.5 -f golf -m 27, C4.5estimateghat this treewill leadto
c4.5 -f golf -m 2

gol f. nanes estimate

Play, Don't Play. outlook error=
38.5%

outlook: sunny, overcast, rain.

temperature: continuous. sunk rain

humidity: continuous.

windy: true, false. \

overcast humidity windy

gol f.data

sunny, 85, 85, false, Don't Play

sunny, 80, 90, true, Don't Play true

overcast, 83, 88, false, Play

rain, 70, 96, false, Play

rain, 68, 80, false, Play

rain, 65, 70, true, Dont Play

overcast, 64, 65, true, Play c4.5 -f golf -m 4

sunny, 72, 95, false, Don't Play estimate

sunny, 69, 70, false, Play outlook error=

rain, 75, 80, false, Play 48.5%

sunny, 75, 70, true, Play )

overcast, 72, 90, true, Play overcast ) rain '\ sunny

overcast, 81, 75, false, Play

rain, 71, 96, true, Don't Play @

Figure5: Decisiontreelearning. Classifiedexamples(bottomleft) generatehe deci-
siontree(bottomright). Adaptedfrom [32].




incorrectclassification88.5timesout of 1000nfuturecasesWe shouldexpectsucha
largeclassificatiorerrorswhenlearningfrom only 15examples.In generalC4.5needs
hundredgo thousand®f examplesbeforeit canproducetreeswith low classification
errors.

If humansareto readthe learnttree,analystamusttrade-of succinctnesgsmaller
trees)versusclassificationaccurag. A drawvbackwith decisiontree learnersis that
they cangeneraténcomprehensibljargetrees.For example we describebelow cases
wherel0,000nodetreesweregeneratedin C4.5,thesizeof thelearnttreeis controlled
by the minobs command-lingparameterIncreasingminobs producessmallerand
moreeasilyunderstoodrees.However, increasingminobs alsodecreasethe classi-
ficationaccuray of thetreesinceinfrequentspecialcasesareignored.We canobsene
thiseffectabove: thetreegeneratedising“c4.5 -f golf -m 4" (bottomright of
Figureb) is smallerandlessaccuratdhanthetreegeneratedising-m 2.

4. Case Studies in Knowledge Farming

Having describeda simple machinelearner we cannow demonstrat&knowledge
farming.Our examplesfall into two groups:

¢ In thefirst group,domainslack modelsanddata. In thesedomain,knowledge
farmersmustfirst build modelsthatwe canuseto grow datasets.

e In thesecondgroup,domaindack databut possessguantitatve models.In these
domainswe cangrow dataset$rom thesemodels.

4.1. Knowledge Farming From Qualitative Models

A qualitatve modelis an underspecifieddescriptionof a systemwherethe range
of continuousattributesaredividedinto a smallnumberof symbolg[13]. We canbuild
andexecutesuchqualitatve modelsquickerthandetailedquantitatve modelssincewe
do not needpreciseattributesof the systemie.g.theresistancef somebulb.

For example,considerthe electricalcircuit of Figure6 (left-handside). Suppose
ourgoalis to build a diagnosigevice thatcanrecognizea “f ault” in thecircuit. In this
example:

e Our“fault” will bethatthecircuit cannotgeneratingenoughlight”.
e “Enoughlight” meanghatatleasttwo of bulbsareok.

Ideally, we shouldbe ableto recognizethis fault usingthe minimum numberof tests
onthecircuit.

The qualitatve modelof this circuit is simpleto build. We begin by replacingall
quantitative numberse with a qualitatve numberz’ asfollows:

=+ if >0
=0 if =0
= — if <0

We cannow describethe circuit in qualitative termsusingthe Prologprogramcir-



cuit shown in Figure6 (right-handside). In Prolog, variablesstartwith uppercase
lettersand constantsstart with lower-caselettersor symbols. Circuit  ’s variables
conformto the following qualitative relationsshawvn in Figure 7. The sum relation

describesur qualitatve knowledgeof addition. For example,sum(+,+,+)  saysthat

the additionof two positive valuesis a positive value. Somequalitative additionsare

undefined.For examplesum(+,-,Any)  saysthatwe cannotbe surewhat happens
whenwe adda positive anda negative number

Thebulb relationdescribesurqualitatve knowledgeof bulb behavior. For exam-
ple, bulb(blown,dark,Any,0) saysthata blown bulb is dark, haszerocurrent
acrosst, andcanhave ary voltageatall.

The switch relationdescribesour qualitative knowledgeof electricalswitches.
For exampleswitch(on,0,Any) saysthatthatif aswitchis on, thereis zerovolt-
agedropacrosst while any currentcanflow throw it.

Thecircuit relationof Figure6 describesur qualitative knowledgeof the cir-
cuit. Thisrelationjustrecordswhatwe know of circuitswiredtogethelin seriesandin
parallel. For example:

e Switch3 andBulb3 arewiredin parallel.Hencethevoltagedropacrosghese
componentsnustbethe same(seeline 2).

e Switch2 andBulb2 arewired in seriessothe voltagedrop acrossthesetwo
devicesis thesumof the voltagedropacrossachdevice. Further this summed
voltagedropmustbethesameasthevoltagedropacrosghe parallelcomponent
Bulb3 (seeline 5).

e Switchl andBulbl arein seriessothe samecurrentC1 mustflow through
both(seeline 6 andline 7)

Figure 8 shavs how we canlearnta decisiontreefor our circuit. A small Prolog
programgenerategirc.data . In that program,the relation classification
describesour recognizerfor the faulty circuit: if two out of the tree bulbs are ok,
thenthe classificationis good ; else,it is bad. Notethatthe circuit’'s behaior canbe
re-classifiedby changingthe classification relation. The names file for this

circuit(Swi,Sw2,Sw3,B1,B2,B3,L1,L.2,L3)
Switchl Bulbl Switch2 Bulb2

/ VSw3 = VB3, % 2
4& sum(VSwl, VB1, V1), % 3
sum(V1,VB3,+), % 4

sum(VSw2,VB2,VB3), % 5

Bulb3 switch(Sw1,VSw1,C1), % 6
bulb(B1,L1,VB1,C1), % 7

switch(Sw2,VSw2,C2), % 8

—] bulb(B2,L2,VB2,C2), % 9

Switch3 switch(Sw3,VSw3,CSw3), % 10

| bulb(B3,L3,VB3,CB3), % 11
N sum(CSw3,CB3,C3), % 12
sum(C2,C3,C1). % 13

Figure6: An electricalcircuit. From{[4].



%sum(X,Y,Z).
sum(+,+,+).
sum(+,0,+).
sum(+,-,Any).
sum(0,+,+).
sum(0,0,0).
sum(0,-,-).
sum(-,+,Any).
sum(-,0,-).
sum(-,-,-).

bulb(blown,dark,
bulb(ok,
bulb(ok,
bulb(ok,

light,+,
light,-,
dark,

%blub(Mode,Light,Volts,Amps)
Any,

0).

%switch(State,Volts,Amps)

switch(on, 0,
switch(off, Any,

Figure7: Somequalitative relations.From[4].

Any).
0).

exampleis shown top right of Figure8. The learnttreeis shavn bottomright. To
anaccuray of 85.2%,we candetectwhentwo of our threebulbs are blown by just
watchingBulbl . A visualinspectionof the circuit offers anintuition of why this is
so. Bulbl is upstreamof all the otherbulbs. Hence,it is a bottleneckfor all the
behaior in therestof the circuit. Basedon the learnttree,we candefinea minimal
heuristicdiagnosticstratgy asfollows: monitor only Bulbl andignorethe other6

electricalcomponentsn thecircuit.

This smallexampleis anexampleof Bratko’s methodfor understandingualitative

models:

¢ Build amodel(whichin knowledgefarmingis calledthe seed).

e Exhaustvely simulatethe model(which we would call growing the seed)

Generator, circ.data:
go - tell(circ.data’),
gol,
told.

gol :- functor(X,circuit,9),

forall(X,example(X)).

example(circuit(
Swl,Sw2,Sw3,B1,B2,B3,L1,L2,L3))
classification(B1,B2,B3,Class),

[Sw1,Sw2,Sw3,L1,L2,L3,Class]).

%classification(B1, B2, B3,Class)
classification( ok, ok, B3, good):- L
classification( ok, B2, ok, good):- I
classification( B1, ok, ok, good):- I
classification( B1, B2, B3, bad).

- go, halt

Figure8: Left: generatiorof circ.data

learnttree.

. Right, top: circ.names

circ. names:
good,bad.
switchl: on, off.

switch2: on, off.
switch3: on, off.

bulbl: light, dark.
bulb2: light, dark.
bulb3: light, dark.

c4.5 -f circ -m2

estimate
bulbl error=
14.8%%
light \ dark

o

. Right, bottom:
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Figure9: Knowledgefarming from Prolog qualitatve models. Examplesfrom [4]
and[29].

e Summarizehe simulationresultsusingmachinelearning(which we would call
harestingthe seed).

Figure9 illustratesthe KARDIO andPearceapplicationof Bratko’s technique.In
the KARDIO application[4], a 30K Prolog qualitatve model was built from cardi-
ology textbooks. This modelwas exhaustvely simulatedto generatecdbMB of data
files. This datawassummarizedy a machindearnerinto afew pagesof rules. Med-
ical expertsfound differencedetweerthe learntknowledgeandthe knowledgein the
textbooks. On reflection,theseexpertspreferredthe learntknowledge,arguing that
thetexts’ knowledgewasoftentoo generalizear too specializedBratko, pers.comm.
1992].

In the Pearceapplication[29], a 36KB Prolog qualitatve modelwas built of the
electricalcircuitry in a EuropearSpaceAgeng satellite. This wasexhaustvely simu-
latedandsummarizedisinga machinelearner The learntknowledgewasa diagnosis
device andwasassessetly comparingit to a manuallyconstructeddiagnosticexpert
systemconstructedy a separatéeam.Notethat:

e Themanualsystemtook nearlytwice aslong to build asthelearntsystem.

e Themanuallyconstructedknowledgebasecontainedmoresyntacticerrors(e.g.
typeerrorsanddead-endules)thanthe automaticallylearntknowledgebase.

e Whencomparedo a FORTRAN simulatorof the circuitry, the manuallycon-
structedknowledgebasecould reproducdessof simulators behaior thanthe

10



automaticallylearntsystem.

4.2. Knowledge Framing from Quantitative Knowledge

4.2.1. COCOMO

Our next exampleof knowledgefarmingrelateso assessingoftwaredevelopment
risk [23]. This studyis a quintessentiatxampleof using machinelearningin data-
staneddomains.Givenawide-rangeof “don’t know’s, we:

¢ Extractvariablesandomlyfrom thoseranges;
¢ Runamodelusingthosevariablesasinputs;
¢ Summarizeheresultingbehaior usingmachindearning.

Thesummariesanbevery succinct.ln the casestudypresentedhere,we will summa-
rize six million “what-if"s in % of apage(seeFigurel2).

KC-1
(very new
project)
ranges nowl changesl
prec=0..5 | precedentness 0,1
Scale flex =0..5 | developmentflexibility 1,2,3,4 1
drives resl=0..5 | architecturabnalysisorriskreso-| 0,1,2 2
lution
team=0..5 | teamcohesion 1,2 2
pmat=0..5 | processnaturity 0,1,2,3 3
rely=0..4 | requiredreliability 4
Product | data=1..4 | databassize 2
attributes | cpIx=0..5 | productcompleity 4,5
ruse=1..5 | level of reuse 1,2,3 3
docu=0..4 | documentatiomequirements 1,2,3 3
Platform | time=2..5 | executiontime constraints ?
attributes | stor=2..5 | mainmemorystorage 2,3,4 2
pvol=1..4 | platformvolatility 1
acap=0..4 | analystcapability 1,2 2
Personnel| pcap=0..4 | programmecapability 2
attributes | pcon=0..4 | programmecontinuity 1,2 2
aexp=0..4 | analystexperience 1,2
pexp=0..4 | platformexperience 2
Itex =0..4 | experience with language and 1,2,3 3
tools
Project tool=0..4 | useof softwaretools 1,2
attributes | site=0..5 | multi-sitedevelopment 2
sced=0..4 | timebeforedelivery 0,1,2 2
# of what-ifs (combinationof now X U changesX) = | 6 10° |

Figure10: TheKC-1 NASA softwareproject.
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Considerthe software projectshonn in Figure10. The columnnowlin Figure10
shaws the currentstateof a NASA software project. Attributesin this figure come
from the COCOMO-II software costestimationmodelevolved by Boehm,Madachy
etl.al.[3, 6, 1]. Attribute valuesof “2” arenominal. Usually, attribute valueslower
than“2” denotesomeundesirablesituationwhile highervaluesdenotesomedesired
situation.

Note the large spaceof possibilities. The changes1columnshov 11 proposed
changedo that project. Thatis, thereexist 2!'' = 2048 combinationsof proposed
changego this project. Further whencombinedwith therangesn thenowlcolumn,
thereare6 * 10% optionsshown in this table.

Before a machinelearnercan searchthis spaceof 6 x 10® options, we needto
somehwv classifyeachoption. We will usethe MadachyCOCOMO-baseeffort-risk
model[20]. The modelcontains94 tablesof the form of Figure1l. Eachsuchtable
implementsa heuristicadjustmento the internal COCOMO attributes. This model
generates numericeffort-risk index whichis thenmappednto the classificationgow,
medium,high. Studieswith the COCOMO-I project databasénave shavn that the
Madachyindex correlateswell with T;("gghf (whereKDSI is thousandf delivered
sourcdinesof code)[20]. This validationmethodrevealsa subtlebiasin the Madachy
model. Themodelassesthe developmentisk of a project;i.e. therisk thatthe project
while take longerthan plannedto build. This definitionis differentto the standard
view of risk. Standardsoftwarerisk assessmerdefinesrisk assomemeasureof the
runtime performanceof the system. Thatis, in the standardview, risk is definedas
an openrational issue(e.g.[18, 19]). Sincewe are using the Madachymodel, when
we mustadopthis definitions. Hence,whenwe say“softwarerisk”, we really mean
“developmentisk”.

Thereare several sourcesof uncertaintywhenusingthe Madachymodel. Firstly,
mary of its internal attributes are unknowvn with accurag. Madachys model uses
off-the-shelfCOCOMOandoff-the-shelfCOCOMOcanbe up to 600%inaccuraten
its estimategsee[27, p165]and[14]). In practice,userstune COCOMOS attributes
using historical datain orderto generateaccurateestimateg6]. For the projectin
Figure 10, we lacked the datato calibratethe model. Thereforewe generatedhree
differentversionsof the model: onefor eachof the tuningswe could find published

rely=
verylow | low | nominal | high | veryhigh
very low 0 0 0 1 2
low 0 0 0 0 1
sced=| nominal 0 0 0 0 0
high 0 0 0 0 0
very high 0 0 0 0 0

Figure 11: A Madachyfactorstable. From [20]. This table readsas follows. In
the exceptionalcaseof high reliability systemsandvery tight schedulepressurgi.e.
sced=Ilowor very low andrely= high or veryhigh), addsomeincrementso the built-
in attributes(incrementshaown top-right). Otherwise jn thenon-exceptionalcase add
nothingto the built-in attributes.

12



in the literature[8, 6] plus oneusingthe standarduningsfound within the Madachy
model.

A secondsourceof uncertaintyis the SLOC measuresn our project (delivered
sourcelines of uncommenteadode). COCOMO estimationsare basedon SLOC and
SLOC is notoriouslyhardto estimate. Therefore,we run the Madachymodelfor a
rangeof SLOCs.FromBoehmstext “ Softwae Engineeringeconomics, we saw that
usingSLOC = 10K, SLOC = 100K, SLOC = 2000K would coveraninteresting
rangeof softwaresystemg3].

A third sourceof uncertaintyarethe rangesin Figure 10. Thereare2!' = 4048
combinationf possiblechangesnd10° waysto describethe currentsituation( each
“don’t know " value,denoted'?”, impliesthatwe may have to run onesimulationfor
everypointin thedon’t know ranges) This spaceof uncertaintycanbecrippling. If we
gave a manageionereportfor eachpossibility, they may be buried undera mountain
of reports.Clearly, we have to explorethis spaceof options.However, we alsohave to
prunethatspaceassavagelyaspossible.

We apply knowledgefarming to this exampleas follows. First, we use monte
carlo simulationsto samplethe 6 = 108 optionswithin Figure 10. For every combi-
nationof attribute tuningsand SLOC, we generatedV randomexamplesby picking
onevalue at randomfor eachof the attributesfrom column 2 of Figure10. N was
increasedill the conclusions(generatedbelon) stabilized i.e. conclusionsfound
at samplesize N did not disappearat larger samplesizes. In this study we used
N = 10,000, 20,000, 30,000, 40,000, 50,000. This generatedt5 examplesof the
systems behaior sortedasfollows:

3 SLOCs =3 tunings * 5 samples = 45 samples

Secondlywe learntan ensemblef 45 decisiontreesusingC4.5from eachof the
45 samplesThis generated5 treeswith tensof thousandef nodesin eachtree.Such
large treescannotbe manuallybrowsed. With Sinsel,l have developedthe TARZAN
for polling ensemblesf largetrees. The premiseof TARZAN is thatwhena human
“understandsadecisiontree,they cananswerthefollowing question:

Herearesomethingsl amplanningto changetell methesmallestsetthat
will changetheclassification®f this system.

Note that this questioncan be answereddy hiding the learnttreesand merely show-
ing the operatorthe significantattribute ranges(SAR) that changethe classifications.
TARZAN swingsthroughthe decisiontreeslooking for the SARs.

TARZAN appliedeight pruningstepsP;, P2, ..., Ps to generatea succinctsum-
mary of the SARs. For all prunings:

o O’U,tz’ = H (Out,-_l)

¢ Quty isinitializedto includeall therangef all thevariablesg.g.all of column
2 of Figure10.

e TheSARsareOuts.
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Out, = P; (Outp): Theentropy measureof C4.5performsthefirst pruning. At-
tributesthataretoo dull to includein thetreesarerejected.We sawv examplesof this
rejectionprocessabovein Figures2,3,and4.

Outy = P (Outy): P2 prunesrangeshat contradictthe domainconstraintsge.g.
nowl U changesl from Figure10. Also, whenapplying P», we pruneary treebranch
in theensembldghatuserangesdrom Out, — Out; (i.e. usesangediscardedy P,).

Outs = P3 (Outz): P; prunesangeghatdonotchangeclassificationsn thetrees.
Thatis, Outs only containsthe rangesthat can changeclassifications. To compute
Outsz, TARZAN findseachpair of branchesn atreethatleadto differentconclusions.
Next, we find attributesthatappeaiin bothbrancheslf therangedor thatattributein
thedifferentbrancheslo notoverlap,thenwe declarethatthe differencebetweerthese
two rangeds achangethatcanaltertheclassificationsn thattree.

Outy = Py (Outs): Py prunesrangesthat arenot interestingto the user i.e. are
notmentionedn thechangesl set( Outs = Outs A changesl).

Py, ...P, applyto singletrees.Theremainingpruningmethodscollectsthe Outss
generatedrom all thesingletrees thenexplorestheirimpactsacrosghe entireensem-
ble.

Outs = Ps (Outy): Ps prunesrangeshatdo not changeclassificationsn the ma-
jority of themembersf theensembldourthresholds 66%,or 30 of the45trees).

Outg = Ps (Outs): Ps prunesrangeshatarenot stable;i.e. thoserangeshatare
not alwaysfoundat the larger samplef the randomMonte Carlosimulations.In the
caseof Figure10, of the 11 changedoundin changesl1, only 4 survivedto Outg.

Outry = P; (Outg): P; exploresall subsetsof Outg to rejectthe combinations
that have low impacton the classifications. The impact of eachsubsetis assessed
via how that subsetchangeshe numberof branchedo the different classifications.
For example,Figure 12 shavs how someof the subsetof the rangesfoundin Outg
affect KC-1. In thatfigure, bar chartAl shows the averagenumberof branchego
low, medium andhigh risk seenin the 45 trees.For eachsubsetX C Outg, we make
a copy of the treesprunedby P,, thendeleteall brancheghat contradictX. This
generateg5 new treesthatareconsistentvith X . The averagenumberof branchego
eachclassificatiornin thesenew branchess thencalculated.P; wouldrejectthesubsets
shavnin B1, C1,andB2 sincethesebarelyalterthe currentsituationin Al.

Outs = P3 (Outr): Py comparesnembersof Out; andrejectsa combinationif
somesmallercombinationhasa similar effect. For example,in Figure 12, we see
in A2 that having moderatelytalentedanalystsand no schedulepressurgacap=[2],
sced=[2]) reducesurrisk nearlyasmuchasary largersubset Exception:C2 applies
all four actionsfrom KC-1's Outg setto remove all branchedo mediumandhigh risk
projects. Neverthelesswe still recommendA2, not C2, since A2 seemdo achieve
mostof whatC2 cando, with muchlesseffort.

OUTs aretheoperatordoundby TARZAN which caneffectthedevice. Theseare
the significantattribute ranges(SARS). In this KC-1 study we have found 2 signifi-
cantcontrolstratgiesout of arangeof 6 = 106 what-ifsand11 proposedew changes.
TARZAN took 8 minutesto processKC-1 on a 350MHz machine. That time was
divided equally betweenProlog code that implementsthe tree processingand some
inefficient shell scriptsthatfilter the Prologoutputto generatd=igure12. We arecur-
rently porting TARZAN to “C” andwill usebit manipulationgor setprocessingWe
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A B C
20 20 20
10 10 % 10 E
1 0 0 || 0 ||
7 24 8 7216 6 20 6
Current Current+ Current+
situation= Itex=[3] pmat=[3]
nowl
20 20 20
10 10 10
210 0 0
210 6 17 5 2 00
Current+ Current+ Current+
acap=[2]+ Itex=[3]+ acap=[2]+
sced=[2] pmat=[3] ltex=[3]+
pmat=[3]+
sced=[2]

Figure12: Averagenumberof branchedo differentclassificationsn the 45 treesin
KC-1, assuminglifferentsubset®f therangeseenn KC-1's Outg set. Legend:|:|
=low risk EEE}  =mediumrisk Il =highrisk.

arehopefulthatthis new languageandsmarterprocessingvill make TARZAN much
faster

4.2.2. Reachability

Our otherexamplesrelatedto applicationghat could be usefulfor software engi-
neeringpractitioners. This exampledescribesan applicationthat could be usefulfor
theoreticakoftwareengineeringesearchers.

Thisexamplebeginswith thefollowing theoreticatharacterizationf testing. Test-
ing, we will assumeijs the constructionof pathwaysthatread from inputsto some

byte a=1; byte b=1; bit f=1;
active  proctype A({ do : f==1 -> if & a==1 -> a=2;
“ -> a=3;
a==3 -> f=0; a=1,

o))
11
11

N
\

fi

od
}
active proctype B(){ do : f==0 -> if b==1 -> b=2;
b==2 -> b=3;
b==3 -> f=1; b=1;
fi
od
}

Figure13: Two procedurakubroutinegrom the SPIN modelchecler[12].
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Figure14: Left: And-orlinks foundin the SPIN modelfrom Figure13. Proctype

A andB areshavn in theboxeson the left-handsideandright-handsiderespectiely.
Theseproctypes communicatevia the sharedvariablef . Dotted lines represent
indeterminismge.g. afterproctype A setsa=2, thenwe cango to ary otherstate-
mentin the proctype.Right: Examplereachabilitynetwork built from theleft-had-side
network shaving how to violate propertyalways not A=3 atheightj = 4.

interestingzoneof a program. This zonecould be a bug or a desiredfeature. In this
readhability view, the goal of testingis to shav thata testsetuncoversno bugswhile
reachingall desiredfeatures.

This theoreticaliew of testingcanbe modelingmathematically The reachability
modelis a setof mathematicaéquationghatcomputeshe averagecaseprobability of
findingabugin aprogramusingrandominputs[24]. Reachabilityrepresentprograms
asdirectedgraphsindicatingdependenciesetweenvariablesn a globalsymboltable;
seeFigure 14 (left). Suchgraphshave V' nodeswhich are divided into andf% and-
nodesand(orf = 1 — andf)% or-nodes. Thesenodesare connectedy yes-edges,
which denotevalid inferencesandno-edgeswhich denoteinvalid inferencesFor the
sale of clarity, we only showv the yes-edgedn Figure 14 (left). To addthe no-edges,
we find every impossiblepair andconnectthem;e.g. we link A=1 to A=2 with a no-
edgesincewe cannotbelieve in two differentassignmentfor the samevariableat the
sametime. We saythat, on average,eachnodeis touchedby no, no-edges.When
inferencingacrosghesegraphsyvariablescanbe assignedat mostT differentvalues;
i.e. adifferentassignmentor eachtime tick 7" in the execution(classicpropositional
systemsassumd’ = 1; simulationsystemsassumel’ > 1). Nodesarereachedcross
the dependeng graphusinga pathof heightj wheretheinputsareat height; = 0.
For example Figurel4 (left) shawvs athenetwork of pathsof heightj = 8 thatreaches
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A =1,thenA = 2,then A = 3. Notethatsincefour valuesareassignedo A, then
timeT mustbe4.

If we useln inputs,thentheoddsof reachinganodeatheightj = 0 is P[0] = 17”
Theoddsof reachinganodeat heightj > 0 depend®n thenodetype:

¢ We cant reachanand-nodeunlesswe reachall its parentsat someheighti < j.
¢ We cant missanor-nodeunlesswe missall its parentsaat someheighti < j.

Basedon theserules, we can computethe odds P[j] of reachinga nodeat height j
(see[24] for the details). We corvert theseoddsto the requirednumberof testsas
follows. After N tests,we areC' certainthatwe will seean eventof oddsP[j] with
odds:

C=1-(1-P[)Y)

Assumingwe wantto be 99%sureof reachinghatnode thenthis equatiorre-arranges
to:

_ log(1-10.99)
log(1 - P[j))
whichwe canuseto classifyeachsimulationrun:
fastand cheap if N <102,
ci _ fast and moderately expensive if N < 104,
ass = slow and expensive if N <108,
impossible otherwise.

Figure15 shows a decisiontreelearntby C4.5usingthe above classificationsFor
reason®f readability this treeis truncatedusingalarge “minobs ” value. Fromthe
tree,we canmake make mary inferencesboutthe impactof variousfactorson testa-
bility. For example,minor changedgo the structureof a programcanhave massve and
undesirablehangedo a programsreachabilityandhencetestability:

¢ We seein Figurel5thattherearethreewaysto concludethatlessthan100tests
arerequiredo reachmostpartsof aprogram.Themeanpercentagef and-nodes
appearingn all threepathsis:

(andf, < 0.33) A (andf, < 0.4) A (andf, < 0.6) = andf, < 0.6

Thatis, if andf, everrisesabove 0.6, thereis noway that100randomtestswill
beenoughto testthatprogram.

e Figurel5alsotellsusthatthereis only onewayto shav thatmorethan1,000,000
testsarerequiredto reachmostpartsof a program.Theand-noddrequenciesn
thatpathare:

(andf, > 0.6) A (andf, > 0.67) = andf, > 0.67

Thatis, if andf, risesfrom 0.6 to 0.67,thena systemwith easyreachability
couldsuddenhtransforminto a systemwith hardreachabilityhencehardtesta-
bility.
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Not only canwe usemachinelearningto understandystemdik e the reachability
model, we canalso usemachinelearningto control the modelingprocess.Using a
machineéearnerwe canrecognizevhatportionsof amodelarenot critical to the suc-
cessof the model. Hence,machinelearningcanstopanalystswvastingtime exploring
pointlessissuesFor example whendevelopingthereachabilitymodelwith Singhand
Cukic, we wereunsureof theimportanceof two attributes:

Andf,: thefrequeng of conjunctionsn aprogram

isTree?: If thisboolearistrue/false theequation®f reachabilityreturnsthelower/upper
estimategrespectiely) on numberof upstreanvariablesusedto reacha bug.

To determingheimportanceof thesevariableswe ranthe reachabilitymodelby ran-
domly selectinginput valuesfor all attributesincluding andf,, andisT'ree?. We then
asled C4.5to learna predictorof reachabilityfrom 150, 1,500,0r 150,000randomly
selectedbutputsfrom themodel. Threepredictorswverebuilt:

1. Thefirst predictorwashbuilt from examplesthat held valuesfor all attributesin
thereachabilitymodel. This providedthe baselinemeasureshavn in All plot of

Figurel6.

>4
estimated
error= >2
"

37.3% <0.6 OrPMean———————— orpMean

<=0.6

andfMean

N=10,000..1,000,00t¢

andfMean& depth

Figure15: Predictingreachabilityfrom simulationsof reachabilitymodelusing1500
randomlychoserinputs. Thetreewaslearntusingc4.5 -m 45 -f runs1500 .
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Figure16: Relatve importanceof andf, andisTree? in thereachabilitymodel.

2. The secondpredictorwas built from examplesthat held all valuesexceptthe
isTree? attribute. As we would expect,sincethe learnerwasgiven lessinfor-
mation,thelearnttreewasnotasgoodasthe All tree:lossof accurag~5% (see
the All — isTree? plot of Figurel16).

3. Thethird predictorwashbuilt from exampleghatheldall valuesexcepttheisTree?
andandf attributes.Again, sincewe aregiving thelearneressinformation,the
learnttreeis lessaccuratgseethe All — isTree? — Andf,, plot of Figurel6).

Notethatthisthird plotis muchlessaccuratéhantheothers.Thatis, while knowledge
of ¢sTree? is not sovital, andf, is clearly a crucial attribute. Therefore,if we could
accepta5%lossin theaccurag of ouranalysiswe couldstopexploring the problems
relatingto theisTree? issueandfocusmoreonissueselatingto andyf,,.

5. Discussion

When we lack sufficient datafor mining, we can go farming. We can seedour
knowledgewith domainmodels,then grow and hanestdecisiontrees. The models
neednot be too detailed(e.g. circuit in Figure 6). Further if we are unsureof
partsof thosemodels we canusemachindearningto identify which areago explore
andwhich to ignore. For example,with the reachabilitymodel,we could shav that
equationaisingtheisTree? parametewerenot crucialto themodel.

We have seenin this chapterthatmachinelearningcanbe usedfor mary applica-
tions:

Prediction and Classification: In Figuresl1,2 and 3 we sawv decisiontreeslearntto
predictfaultsin software modules. Figure 4 shaved a decisiontree learntto
predictsoftwaredevelopmenieffort. Thesepredictorscanassessien examples,
or classifyold examples.

Diagnosis: Figure8 shavedadiagnosidreelearntfrom atoy-exampleusingqualita-
tivemodeling.Figure9 shavedhow the samestyle of modelingcouldbe usedto
build diagnosigreesfor largerapplicationssuchascardiacdiseaseandsatellite
electricalmalfunctions.
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Planning: Figurel2shovedtheimplicationsof severalplansfor changingasoftware
project.We canusethatfigureto selectwhich planwe wish to apply.

Monitoring: Machine learning can rationalize metrics collection and monitoring.
Figure15 found an attribute range(andf,, = 0.6 to andf, = 0.67) wheresome
desiredpropertyof a system(testability) could degradevery sharply Clearly,
thereis a strongcasefor monitoringatleastthatattribute.

Requirementsengineering: Whenconflictsarisebetweerstaleholdersmachindearn-
ing canfind which decisionsarecrucialandwhich agumentsdo notimpactthe
system.Debatexouldthenbe shortenedo justthecrucialissues For example,
in the COCOMOKC-1 study stalkeholdersneednot debatethe 2048 possible
changego a project. Instead,machinelearningfound the handful of changes
thatreally matter(recall Figure12).

Machinelearningcanalsosupportsomecrucial softwareprocesses:

Validation: We canvalidatethe modelsusedin knowledgefarmingby studyingtheir
behaior. For example,usingTARZAN, testengineersaninspectOutsg to find
theeffectsof changingkey attributesin thesystem.Thisvalidationschemeould
fault the modelusedasthe seedif thetestengineerdind that systembehaior
changesnappropriatelywhenthekey controlattributeschange We ervisionthat
this style of validationwill becomevery importantto organizationdike NASA
in the nearfuture. NASA alreadyhashundredsof simulatorsof flight systems.
Suchsimulatorsareusedto explore alternatvesin systemdesignandflight pro-
files. Toolslike TARZAN canbeusedto checkif thosesimulatorsaregenerating
sensibleoutput.

Maintenance: Whendomainknowledgechangeswe mustmanuallychangeheseed.
However, oncethatchangehasbeenmade we canthenautomaticallygenerate
classifiers,predictors,diagnosisengines, requirementengineeringools, plan-
ners,validationtools,andmonitors.

Note that, in contrastto datamining, all the above are possiblein domainsthat
lack large datasetsFor example the Figure12 plansweregeneratedn a domainwere
mary crucialattributeswereunknown.

In conclusionwe notethatknowledgefarmingoffersa naturalintegrationof soft-
wareengineeringandknowledgeengineering:

e Softwareengineer®r requirementanalystadevelopseeds;

¢ Knowledgeengineerggrow and harwestthe seedsusingmachinelearningand
toolslike TARZAN

6. References

1. C. Abts, B. Clark, S. Devnani-Chulani, E. Horowitz, R. Madachy, D. Reifer,
R. Selby, and B. Steece. COCOMO II model definition manual. Technical re-
port, Center for Software Engineering, USC,, 1998. http://sunset.usc.
edu/COCOMOIl/cocomox.html#download S.

20



@

10.

11.

12.

13.

14.

15.

16.

17.

18.
19.
20.
21.

22.

23.

24.

F. Bergadano and D. Gunetti. InductiveLogic Programming: From Machine
Learningto Softwae Engineering The MIT Press, 1995.

B. Boehm. Softwae Engineeringeconomics Prentice Hall, 1981.

I. Bratko, I. Mozetic, and N. Lavrac. KARDIO: a Studyin Deepand Qualitative
Knowledg for ExpertSystemsMIT Press, 1989.

L. Breiman, J. H. Friedman, R. A. Olshen, and C. J. Stone. Classification and
regression trees. Technical report, Wadsworth International, Monterey, CA, 1984.
S. Chulani, B. Boehm, and B. Steece. Bayesian analysis of empirical software
engineering cost models. |IEEE Transactionon Softwae Engineerining 25(4),
July/August 1999.

W. W. Cohen. Inductive specification recovery: Understanding software by learn-
ing from example behaviors. AutomatedSoftwae Engineering 2:107-129, 1995.
R. Cordero, M. Costamagna, and E. Paschetta. A genetic algorithm approach for
the calibration of cocomo-like models. In 12thCOCOMOForum, 1997.

T.G. Dietterich. Machine learning research: Four current directions. Al Magazine
18(4):97-136, 1997.

N. E. Fenton and S.L. Pfleeger. Softwae Metrics: A Rigomous& Practical Ap-
proach. International Thompson Press, 1997.

G.E. Hinton. How neural networks learn from experience. ScientificAmerican
pages 144-151, September 1992.

G.J. Holzmann. The model checker SPIN. |IEEE Transaction®n Softwae Engi-
neering 23(5):279-295, May 1997.

Y. Iwasaki. Qualitative physics. In P.R. Cohen A. Barr and E.A. Feigenbaum,
editors, TheHandboolof Artificial Intelligence volume 4, pages 323-413. Addison
Wesley, 1989.

C.F. Kemerer. An empirical validation of software cost estimation models. Com-
municationof the ACM, 30(5):416-429, May 1987.

B.W. Kerningham and C.J. Van Wyk. Timing trials, or, the trials of timing: Exper-
iments with scripting and user-interface languages, 1998. From Lucent Technolo-
gies Inc. Available from http://netlib.bell- labs.com/cm/csiw  ho/
bwk/interps/pap.htmi

T.M. Khoshgoftaar and E.B. Allen. Model software quality with classification
trees. In H. Pham, editor, RecenAdvanceén ReliabilityandQuality Engineering
World Scientific, 1999.

F. Lanubile and G. Visaggio. Evaluating predictive quality models derived from
software measures: Lessons learned. TheJournalof Softwae and Systems38:225-
234, 1997.

N. Leveson. Safeavare SystenBafetyAnd Computes. Addison-Wesley, 1995.
M.R. Lyu. TheHandboolof Softwae Reliability Engineering McGraw-Hill, 1996.
R. Madachy. Heuristic risk assessment using cost factors. IEEE Softwak, 14(3):51-
59, May 1997.

T.J. McCabe. A complexity measure. IEEE Transaction®n Softwae Engineering
2(4):308-320, December 1976.

M. Mendonca and N.L. Sunderhaft. Mining software engineering data: A survey,
September 1999. A DACS State-of-the-Art Report. Available from http://
www.dacs.dtic.mil/techs/datamining /.

T. Menzies and E. Sinsel. Practical large scale what-if queries: Case studies with
software risk assessment. In Proceeding?ASE200Q 2000. Available from http:
/ltim.menzies.com/pdf/00ase.pdf

Tim Menzies, Bojan Cukic, Harhsinder Singh, and John Powell. Testing nondeter-

21



minate systems. In ISSRE200Q 2000. Available from http://tim.menzies.
com/pdf/00issre.pdf .

25. R.S. Michalski. Toward a unified theory of learning. In B.G. Buchanan and D.C.
Wilkins, editors, Readingin Knowledg Acquisitionand Learning pages 7-38.
Morgan Kaufmann, 1993.

26. S. Morasca and Gunther Ruhe. Guest editors’ introduction of the special issue
on knowledge discovery from software engineering data. InternationalJournal of
Softwae Engineeringand Knowledg Engineering October 1999.

27. T. Mukhopadhyay, S.S. Vicinanza, and M.J. Prietula. Examining the feasibility
of a case-based reasoning tool for software effort estimation. MIS Quarterly, pages
155-171, June 1992.

28. M.J. Pazzani. Knowledge discovery from data? IEEE IntelligentSystemspages
10-13, 2000.

29. D. Pearce. The induction of fault diagnosis systems from qualitative models. In
Proc. AAAI-88 1988.

30. A.A. Porter and R.W. Selby. Empirically guided software development using
metric-based classification trees. IEEE Softwae, pages 46-54, March 1990.

31. J. R. Quinlan. Boosting first-order learning. In Setsuo Arikawa and Arun K.
Sharma, editors, Proceedingf the 7th International Workshopon Algorithmic
Learning Theory volume 1160 of LNAI, pages 143-155, Berlin, October 23-25
1996. Springer.

32. R. Quinlan. Induction of decision trees. MachinelLearning 1:81-106, 1986.

33. R. Quinlan. C4.5: Programsfor Machine Learning Morgan Kaufman, 1992.
ISBN: 1558602380.

34. J.W. Shavlik, R.L. Mooney, and G.G. Towell. Symbolic and neural learning algo-
rithms: An experimental comparison. MachineLearning 6:111-143, 1991.

35. M. Shepped and D.C. Ince. A critique of three metrics. TheJournal of Systems
andSoftwake, 26(3):197-210, September 1994.

36. K. Srinivasan and D. Fisher. Machine learning approaches to estiamting software
development effort. IEEE Trans.Soft.Eng, pages 126-137, Feburary 1995.

37. J. Tian and M.V. Zelkowitz. Complexity measure evaluation and selection. |IEEE
Transactionon Softwae Engineering 21(8):641-649, August 1995.

Appendix A: Inside a Learner

Thelearnerdescribechereusesa heuristicentropy measuref informationcontent
to build its trees.Theattribute thatoffersthelargestinformationgainis selectedasthe
rootof adecisiontree. Theexamplesetis thendividedup accordingo whichexamples
do/donot satisfythetestin theroot. For eachdivided exampleset,the processs then
repeatedecursvely.

Theinformationgain of eachattributeis calculatedasfollows. A treeC' containp
examplesof someclassandn examplesof otherclassesTheinformationrequiredfor
thetreeC is asfollows [32]:

I(p,n) = — <pfn> log> (pf:n> B <p1n>log2 (p-tn>

Saythatsomeattribute A hasvaluesA;, A2, ...A,. If we selectA; astherootof anewn
sub-treewithin C, thiswill adda sub-treeC; containingthoseobjectsin C thathave

22



A;. We canthendefinethe expectedvalue of theinformationrequiredfor thattreeas
theweightedaverage:

E(4) = Z (m) I(pi, i)

i=1 p+n
Theinformationgainof branchingon A is therefore:
gain(A) = I(p,n) — E(4)

For example, considerthe decisiontreelearntby C4.5in Figure5. In thattree,
C4.5hasdecidedthat the weatheroutlook  hasthe mostinformationgain. Hence,
it hasplacedoutlook nearthe root of the learnttree. If outlook=rain , asub-
treeis enteredwhosenext-mostinformative attribute is wind . Attributeswith little
information contentare not includedin the final tree. Examplesof numerousabsent
attributescanbefoundin Figures2,3,andFigure4.

Appendix B: Testing a Learner

Before using the learnttrees,we shouldtestthem. Whentestingthe trees,it is
good practiceto use examplesnot seenduring learning. A standardtechniquefor
this is N-way crossvalidation The examplesetis divided into NV buckets, where
eachbucket hasthe samefrequeng distribution of classificationsas the full set of
examples(thexval scriptin the standardC4.5distribution automateshis task). For
eachbucket we placethat bucket asidethenlearn a theory from the other buckets.
The learnttreeis thenassessetly makingit classifythe examplesin the bucket set
aside. The averageclassificationaccurag of theseN trials is thenthe final reported
classificatioraccurag.

A side-efect of cross-alidationis thatwe learn N trees.Sinceeachtreeis learnt
from a differentsampleset,eachtreemaybedifferent. Thisis the “many oracleprob-
lem” which hasbeensummarizedasfollows: a manwith onewatchknows the time
but a manwith two watcheds never sure. Thatis, if we learnoneoracle,we getone
setof conclusions However, if we learnanensemblesf N oraclesthey mayall offer
differentconclusions.

The mary oracleproblemcanbe solved asfollows: if 19 of your 25 watchesall
saythatit is morning,thenyou couldreasonablylecidethatit is timeto getout of bed.
Thatis, whenusingmultiple oracles the entireensembleshouldbe polled to find the
conclusion(s)ffered by the majority of oracles. Surprisingly the conclusionsfrom
ensembleganbe more accuratehanthosefrom ary single oracle[9]. To seewhy,
recall that cross-walidation builds treesfrom different samplesof the domain. Each
suchsamplemayexplorea differentpartof amodel. Hence apoll of multiple samples
maytell usmorethana poll from asinglesample.

Varioussystemssupportthe polling of anensemblef oracles.For example:

¢ Refinement®f C4.5offer automaticsupportfor boosting(seehttp://www.
rulequest.com );i.e. datasetaregeneratedvith greateemphasigor exam-
plesmis-classifiedn previouslearningtrials [9, 31].
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e The TARZAN packagdgdescribedabore) searchegensemblesf decisiontrees
for attribute valuechangeghatusuallyalter classification$23].

Appendix C: Output from C4.5

Many of the decisiontreesshavn in this chapterare pretty-printedfrom the C4.5
text outputusingsomeawk scripts[15] andthedot packagéhttp://www.research.
att.com/sw/tools/graphviz/examples /') C4.5'stext outputlook lik e this:

C4.5 [release 8] decision tree generator
Sun Jun 25 17:33:55 2000

Options:
File stem <circ>

Read 378 cases (6 attributes) from circ.data
Decision  Tree:

light3 = light: good (8.0)

light3 = dark:

| lightl = light: good (13.0/4.0)

| lightl = dark: bad (357.0/45.0)

Simplified Decision  Tree:

light1
light1

light: good (21.0/5.9)
dark: bad (357.0/50.0)

Tree saved

Evaluation on training data (378 items):

Before Pruning After  Pruning
Size Errors Size Errors Estimate
5 49(13.0%) 3 49(13.0%) (14.8%) <<

Note thattwo treesmay be generated Sometime<C4.5will prunesubtreesf that
pruninghaslittle impacton thethe classificatioraccuray.

Within a tree, sub-treesare denotedby indentation. Every level of indentationis
markedwith a“| ” symbol. Eachfinal classificationss followed by two numbersin
braclets: the numberof caseghatfell into this branchandthe numberof caseshat
fell incorrectlyinto this branch(“incorrect” meansthat the cases classificationwas
differentto the caseshavn at the endof this branch).

C4.5shows classificatiorerrorson the last line of the report. Threenumbersare
generatedonefor theunprunedree,onefor theprunedree,andonethatis anestimate
of the tree’ classificationaccurag on future cases.All the estimatecderrorsreported
in this chaptercomefrom this third figure (shavn bottomright- in this example,it is
14.8%).

It is asimplematterto write awk or perlscriptsto corvertC4.5’sdecisiontreesinto
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dot format. In writing sucha corversiontool, thefollowing tips may be useful:

¢ Re-compileC4.5aftersettingthe#define  Width valuein thefile trees.c
to a large number(e.g. 10000). This will stopC4.5breakingup the treeinto
80-charactewide subtreesvhich cancomplicatethe corversionprocess.

e Theshellscriptshavn belov will automaticallystrip awvay the headeandfooter
of the C4.50utput,leaving just thedecisiontree.

e In thestripped-outree, it is easyto recognizea line with a classification.Each
suchline containsa“( " character

#report2tree- extract tree text from C4.5 output file
#author:  tim@menzies.com,  June 2000
#usage: c4.5 -f stem -m M > c45.out; report2tree c45.out > c4b.tree

getTree() {
gawk 'BEGIN{flag=0}

NR> 3 && $07/Decision tree:/ {flag=1,; next}
$07/Tree  saved/ {exit}
flag==1 {print  $0} $1

}
getSimpleTree() {
gawk 'BEGIN{flag=0}

NR > 3 && $07/Simplified Decision  Tree:/ {flag=1; next}
$07/Tree  saved/ {exit}
flag==1 {print  $0} &1

}

if grep "Simplified Decision  Tree:* $1 >> /dev/null
then getSimpleTree  $1

else getTree $1

fi
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