
Handbookof SoftwareEngineeringandKnowledgeEngineering
Volume1���

World ScientificPublishingCompany

PracticalMachineLearningfor Software
EngineeringandKnowledgeEngineering

Tim Menzies
Departmentof Electrical& ComputerEngineering

University. of British Columbia,Canada
tim@menzies.com ; http://tim.menzies.com

Abstract
Machinelearningis practicalfor softwareengineeringproblems,evenin data-

starveddomains.Whendatais scarce,knowledgecanbe farmedfrom seeds; i.e.
minimal and partial descriptionsof a domain. Theseseedscan be grown into
large datasetsvia Monte Carlo simulations. The datasetscanthenbe harvested
usingmachinelearningtechniques.Examplesof thisknowledgefarmingapproach,
and the associatedtechniqueof data-mining, is given from numeroussoftware
engineeringdomains.
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Machinelearning(ML) is not hard.Machinelearnersautomaticallygeneratesum-

mariesof dataor existing systemsin a smallerform. Softwareengineerscanusema-
chinelearnersto simplify systemsdevelopment.This chapterexplainshow to useML
to assistin theconstructionof systemsthatsupportclassification,prediction,diagnosis,
planning,monitoring,requirementsengineering,validation,andmaintenance.

This chapterapproachesmachinelearningwith threespecificbiases. First, we
will exploremachinelearningin data-starveddomains.Machinelearningis typically
proposedfor domainsthat containlarge datasets.Our experiencestrongly suggests
that many domainslack suchlarge datasets.This lack of datais particularly acute
for newer, smallersoftwarecompanies.Suchcompanieslack the resourcesto collect
andmaintainsuchdata. Also, they have not beendevelopingproductslong enough
to collectanappropriatelylargedataset.Whenwe cannotminedata,we show how to
farmknowledgeby growing datasetsfrom domainmodels.

Second,we will only reportmaturemachinelearningmethods;i.e. thosemethods
which do not requirehighly specializedskills to execute. This secondbiasrulesout
someof themoreexciting work on theleadingedgeof machinelearningresearch(e.g.
horn-clauselearning).

Third, in theauthor’sview, it hasyet to beshown empiricallyfrom realisticexam-
plesthat a particularlearningtechniqueis necessarilybetterthanthe others� . When
facedwith � arguablyequivalenttechniques,Occam’s razorsuggestswe usethesim-
plest. We hencewill explore simpledecisiontree learnersin this chapter. Decision
treelearnersexecutevery quickly andarewidely used:many of the practicalSEap-
plicationsof machinelearningusedecisiontreelearnerslike C4.5 [33] or the CART�

For evidenceof this statement,seethecomparisonsof differentlearningmethodsin [34, 17,36]
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Figure1: Assessmentof a new softwareprojectusingknowledgelearnt from some
old projects.In this diagram,“databindings”is adomain-specificmetricfor assessing
moduleinterrelationships.Theexperiencesummarizedheredeclaresthat thenumber
of designrevisions and the large numberof databindingsdoom somenew project
into having “interfaceerrors” (seedottedline); i.e. errorsarisingout of interfacing
softwaremodules.This decisiontreewasautomaticallylearntusingmachinelearning
techniques[30] usingthedecisiontreetechniquesdiscussedin this chapter.

system[5]. Decisiontreelearnersarealsocheapto buy, arewidely available,andare
commerciallysupported(e.g.seehttp://www.rulequest.com ).

In orderto balancethesebiases,we offer thefollowing notes:

� For anexcellenttheoreticaldiscussiononawiderangeof machinelearningtech-
niques,see[25].

� For examplesof machinelearningfrom naturally occurringdatasets,seeFig-
ures1,2,3,and4.

� For reviews on other kinds of learners,seethe Reynolds chapterin this vol-
umeon evolutionaryprogrammingandotherwork on learningknowledgefrom
data[28]; artificial neuralnets[11]; anexcellentreview ondatamining[22]; and
arecentspecialissueof theSEKEjournalondifferenttechniquesfor discovering
knowledge[26].

� Looking into the future,we predictthat the2010versionof this handbookwill
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Figure2: Predictingmoduleswith high costmodulesandmany faults. Datafrom 16
NASA groundsupportsoftwarefor unmannedspacecraftcontrol [37]. Thesesystems
wereof size3,000to 112,000linesof FORTRAN andcontained4,700modules.“Cy-
clomaticcomplexity” is a measureof internalprogramintricacy [21]. In the general
case,thereany many problemswith cyclomaticcomplexity (see[10, p295]and[35]).
Nevertheless,in this specificdomain, it was found to be an importantpredictorof
faults.Of the18 attributesin thedataset(listedon left), only theunderlinedfour were
deemedsignificantby thelearner.

containmany entriesdescribingapplicationsof horn-clauselearnersto the re-
verseengineeringof softwarespecificationsfrom code[2, 7].

Thischapteris structuredasfollows. Firstly, weexpandonourdistinctionbetween
usingmachinelearningfor dataminingandknowledge farming. Secondly, we detail
how to usea simpledecisiontree learner. Thirdly, we offer several casestudiesof
knowledgefarming. Fourthly, our discussionsectiondescribeshow the above con-
tributesto theconstructionof systemsthatsupportclassification,prediction,diagnosis,
planning,monitoring,requirementsengineering,validation,andmaintenance.Lastly,
theappendicesdescribesomeof thelower-level technicaldetails.
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Engineersoftenbuild systemswithout thebenefitof largehistoricaldatasetswhich

relateto thecurrentproject.For example,softwaredevelopmentdatamaybescarceif
thedevelopmentteamwasnot fundedto maintainametricsrepository, or thecollected
datadoesnot relateto the businesscase,or if contractorsprefer to retaincontrol of
theirown information.Machinelearningthatsupportssoftwareengineeringor knowl-
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Figure3: Predictingfault-pronemodules[16]. Learntby the CART treelearner[5]
from datacollectedfrom a telecommunicationssystemwith 687�9 million lines of
codecontaininga few thousandmodules(exact detailsareproprietaryconfidential).
Estimatederror comesfrom 10-way cross-validationstudies(explainedlater in this
chapter).Of the42 attributesofferedin thedataset,only six weredeemedsignificant
by thelearner.

edgeengineeringmust thereforework whendatais scarce.Hence,this chapterwill
focusmore on knowledge farming thandata mining. In data mining, thereexists a
largelibrary of historicaldatathatwe mineto discover patterns.Whensuchlibraries
exist, ML can(e.g.) infer from pastprojectsthe faultsexpectedin new projects(see
Figures1,2,3)or developmenttimes(seeFigure4).

Thepowerof datamining is thatif thenew applicationis built in exactly thesame
domainasthehistoricaldata,thentheresultingpredictionsaretailoredexactly to the
local situation. For example,looking throughFigures1,2,3,and4 we seethat very
differentattributesareavailablein differentdomains.

Thedrawbackwith datamining is thatit needsthedata:

(Datamining) canonly beasgoodasthedataonecollects.Having good
datais the first requirementfor gooddataexploration. Therecanbe no
knowledgediscoveryon baddata[22].

Knowledgefarmingassumesthatwecannotaccessalargelibrary of historicaldata.
Whenfacedwith a datafamine,we usedomainmodelsasa seedto grow datasets
usingexhaustiveor montecarlosimulations.We thenharvestthedatasetsusingML.
The harvestedknowledgecontainsno more knowledgethan in the original domain
models.However, knowledgein thedomainmodelscanbehardto access.It maybe
expressedverboselyor hiddenwithin redundantor uselesspartsof the model. Also,
usingthat domainknowledgemay be hardsincethe domainmodelsmay be slow to
execute.In contrast,theharvestedknowledgecontainsasimpleandsuccinctrecordof
theimportantknowledge.Further, theharvestedknowledgecanexecuteveryquickly.
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Figure4: Predictingsoftwaredevelopmenttime (in personmonths)[36]. Learntby
theCART treelearner[5] from the63 softwareprojectsin theCOCOMO-1database.
Thedevelopmenttimespredictedby thelearnttreeshasahighcorrelation( :�;=<>92? @�A )
with theactualdevelopmenttimesin theCOCOMO-1database.For precisedefinitions
of all attributes,see[3]. Thetreeshown hereis just theupper-levelsof theactuallearnt
tree(which is notshown for spacereasons).Of the40attributesin thedataset,only six
weredeemedsignificantby thelearner.

Knowledgefarmingcanbe muchsimpler thandatamining. Naturally occurring
datasetsmustbe “cleansed”beforethey areuseful. Datacleansingis the processof
makingsenseof a largestoreof datathatmaybepoorly-structuredandcontaincorrupt
or out-datedrecords.Knowledgefarmerscancontrolandunderstandtheseedthatgen-
eratesthedatasets.Hence,knowledgefarmersrarelyneedto cleanse.Also, supposea
learnerusesRAM storageto hold all the frequency countsof all the attribute values.
SuchRAM-basedstoragefails whendatamining very large datasets;e.g. terabytes
of data. However, whenprocessingmillions of examples(or less),the RAM-based
leanerdescribedherewill suffice for generatingthedecisiontreesshown in (e.g.)Fig-
ures1,2,3,and4.

B1��CD����-�������&E�F/,�G��H"��
��JIK��/L/,H
DecisiontreelearnerssuchasC4.5 input classifiedexamplesandoutputdecision

trees.C4.5is aninternationalstandardin machinelearning;mostnew machinelearn-
ersarebenchmarkedagainstthis program. C4.5usesa heuristicentropy measureof
informationcontentto build its trees.This measureis discussedin anappendixto this
chapter.

As an exampleof C4.5,supposewe want to decidewhento play golf. Figure5
shows thedatawe have collectedby watchingsomegolfer. Thenames file is a data
dictionarydescribingour dataset.Line onelists our classificationsandtheotherlines
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describestheattributes.Attributesareeithercontinuous (i.e. numeric)or discrete.
In thecaseof discretevalues,eachpossiblevalueis listedin thenames file. Usersof
C4.5shouldbeawarethatthealgorithmrunsfasterfor discreteattributesthancontinu-
ousvalues.However, theperformanceon continuousvariablesis quiterespectable.In
oneexperimentwith a datasetof 21,600examplesof ninecontinuousattributes,C4.5
ranin 7 secondsona 350MHzLinux machinewith 64MB of RAM.

Thedata file (bottomleft of Figure5)showsthegolf dataset.Eachlinecontainsas
many comma-separatedvaluesasattributesdefinedin thenames file, plustheclassat
theend-of-line.C4.5supportsunknown attributevalues:suchvaluesmayberecorded
asa“?” in adata file. Of courseif thenumberof unknownsis large,thenthelearner
will have insufficient informationto learnadequatetheories.

C4.5is calledusingthecommandline:
c4.5 -f stem -m minobs

wherestem is theprefix of thenames anddata file andminobs is theminimum
numberof examplesrequiredbeforethealgorithmforksasub-tree(default-m 2). The
command“ c4.5 -f golf -m 2” generatesthe treeshown top right of Figure5
(thetreeis generatedfrom theC4.5text outputshown in AppendixC). We seethatwe
shouldnot play golf on high-winddayswhenit might rain or on sunny dayswhenthe
humidity is high.

C4.5usesa statisticalmeasureto estimatetheclassificationerroron unseencases.
In the caseof “c4.5 -f golf -m 2”, C4.5 estimatesthat this tree will lead to

golf.names
Play, Don’t Play.

outlook: sunny, overcast, rain.
temperature: continuous.
humidity: continuous.
windy: true, false.

golf.data
sunny, 85, 85, false, Don’t Play
sunny, 80, 90, true, Don’t Play
overcast, 83, 88, false, Play
rain, 70, 96, false, Play
rain, 68, 80, false, Play
rain, 65, 70, true, Don’t Play
overcast, 64, 65, true, Play
sunny, 72, 95, false, Don’t Play
sunny, 69, 70, false, Play
rain, 75, 80, false, Play
sunny, 75, 70, true, Play
overcast, 72, 90, true, Play
overcast, 81, 75, false, Play
rain, 71, 96, true, Don’t Play

c4.5 -f golf -m 2

play don’t play

estimated
error=
38.5%

outlook

overcast humidity

sunny

windy

rain

<=75 >75 false true

c4.5 -f golf -m 4

play don’t play

estimated
error=
48.5%

outlook

overcast rain sunny

Figure5: Decisiontreelearning.Classifiedexamples(bottomleft) generatethedeci-
siontree(bottomright). Adaptedfrom [32].
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incorrectclassifications38.5timesoutof 100onfuturecases.Weshouldexpectsucha
largeclassificationerrorswhenlearningfrom only 15examples.In general,C4.5needs
hundredsto thousandsof examplesbeforeit canproducetreeswith low classification
errors.

If humansareto readthelearnttree,analystsmusttrade-off succinctness(smaller
trees)versusclassificationaccuracy. A drawbackwith decisiontree learnersis that
they cangenerateincomprehensiblylargetrees.For example,wedescribebelow cases
where10,000nodetreesweregenerated.In C4.5,thesizeof thelearnttreeiscontrolled
by the minobs command-lineparameter. Increasingminobs producessmallerand
moreeasilyunderstoodtrees.However, increasingminobs alsodecreasestheclassi-
ficationaccuracy of thetreesinceinfrequentspecialcasesareignored.Wecanobserve
thiseffectabove: thetreegeneratedusing“c4.5 -f golf -m 4” (bottomright of
Figure5) is smallerandlessaccuratethanthetreegeneratedusing-m 2.

M��ONP�2H"/RQ�
������S/,HD�S�T(*��
,+.-�/,��&U/*0��!��3V����&
Having describeda simplemachinelearner, we cannow demonstrateknowledge

farming.Our examplesfall into two groups:

� In the first group,domainslack modelsanddata. In thesedomain,knowledge
farmersmustfirst build modelsthatwecanuseto grow datasets.

� In thesecondgroup,domainslackdatabut possessquantitativemodels.In these
domains,we cangrow datasetsfrom thesemodels.

4.1. W*XZYU[.\^]4_!`U]badcUe�f$ghX�`iaje"YUflkOm�c�\ngpoqc�opghr2]tsuY,_�]L\nv
A qualitative modelis anunder-specifieddescriptionof a systemwherethe range

of continuousattributesaredividedinto asmallnumberof symbols[13]. Wecanbuild
andexecutesuchqualitativemodelsquickerthandetailedquantitativemodelssincewe
donot needpreciseattributesof thesystem;e.g.theresistanceof somebulb.

For example,considerthe electricalcircuit of Figure6 (left-handside). Suppose
ourgoalis to build adiagnosisdevice thatcanrecognizea “f ault” in thecircuit. In this
example:

� Our “f ault” will bethatthecircuit cannotgenerating“enoughlight”.

� “Enoughlight” meansthatat leasttwo of bulbsareok.

Ideally, we shouldbeableto recognizethis fault usingthe minimumnumberof tests
on thecircuit.

Thequalitative modelof this circuit is simpleto build. We begin by replacingall
quantitativenumbersw with a qualitativenumberwUx asfollows:

y�z|{~} �^��y����
y z {����^��y�{��
y�z|{�� �^��y����

We cannow describethecircuit in qualitative termsusingthePrologprogramcir-
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cuit shown in Figure6 (right-handside). In Prolog,variablesstartwith uppercase
lettersandconstantsstart with lower-caselettersor symbols. Circuit ’s variables
conformto the following qualitative relationsshown in Figure7. The sum relation
describesourqualitativeknowledgeof addition.For example,sum(+,+,+) saysthat
theadditionof two positive valuesis a positive value. Somequalitative additionsare
undefined.For examplesum(+,-,Any) saysthatwe cannotbesurewhat happens
whenwe adda positiveanda negativenumber.

Thebulb relationdescribesourqualitativeknowledgeof bulbbehavior. For exam-
ple, bulb(blown,dark,Any,0) saysthata blown bulb is dark,haszerocurrent
acrossit, andcanhaveany voltageatall.

The switch relationdescribesour qualitative knowledgeof electricalswitches.
For exampleswitch(on,0,Any) saysthatthatif a switchis on, thereis zerovolt-
agedropacrossit while any currentcanflow throw it.

Thecircuit relationof Figure6 describesour qualitative knowledgeof thecir-
cuit. This relationjust recordswhatweknow of circuitswiredtogetherin seriesandin
parallel.For example:

� Switch3 andBulb3 arewiredin parallel.Hence,thevoltagedropacrossthese
componentsmustbethesame(seeline 2).

� Switch2 andBulb2 arewired in seriesso thevoltagedropacrossthesetwo
devicesis thesumof thevoltagedropacrosseachdevice. Further, this summed
voltagedropmustbethesameasthevoltagedropacrosstheparallelcomponent
Bulb3 (seeline 5).

� Switch1 andBulb1 arein seriesso the samecurrentC1 mustflow through
both(seeline 6 andline 7)

Figure8 shows how we canlearnta decisiontreefor our circuit. A small Prolog
programgeneratescirc.data . In that program,the relationclassification
describesour recognizerfor the faulty circuit: if two out of the tree bulbs are ok ,
thentheclassificationis good ; else,it is bad . Notethat thecircuit’s behavior canbe
re-classifiedby changingthe classification relation. The names file for this

Switch1

Switch3

Bulb3

Bulb2Bulb1 Switch2
circuit(Sw1,Sw2,Sw3,B1,B2,B3,L1,L2,L3) :-

VSw3 = VB3, % 2
sum(VSw1, VB1, V1), % 3
sum(V1,VB3,+), % 4
sum(VSw2,VB2,VB3), % 5
switch(Sw1,VSw1,C1), % 6
bulb(B1,L1,VB1,C1), % 7
switch(Sw2,VSw2,C2), % 8
bulb(B2,L2,VB2,C2), % 9
switch(Sw3,VSw3,CSw3), % 10
bulb(B3,L3,VB3,CB3), % 11
sum(CSw3,CB3,C3), % 12
sum(C2,C3,C1). % 13

Figure6: An electricalcircuit. From[4].
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%sum(X,Y,Z).
sum(+,+,+).
sum(+,0,+).
sum(+,-,Any).
sum(0,+,+).
sum(0,0,0).
sum(0,-,-).
sum(-,+,Any).
sum(-,0,-).
sum(-,-,-).

%blub(Mode,Light,Volts,Amps)
bulb(blown,dark, Any, 0).
bulb(ok, light,+, +).
bulb(ok, light,-, -).
bulb(ok, dark, 0, 0).

%switch(State,Volts,Amps)
switch(on, 0, Any).
switch(off, Any, 0).

Figure7: Somequalitativerelations.From[4].

exampleis shown top right of Figure 8. The learnt tree is shown bottomright. To
an accuracy of 85.2%,we candetectwhentwo of our threebulbs areblown by just
watchingBulb1 . A visual inspectionof thecircuit offersan intuition of why this is
so. Bulb1 is upstreamof all the other bulbs. Hence,it is a bottleneckfor all the
behavior in the restof the circuit. Basedon the learnttree,we candefinea minimal
heuristicdiagnosticstrategy asfollows: monitor only Bulb1 andignorethe other6
electricalcomponentsin thecircuit.

Thissmallexampleis anexampleof Bratko’smethodfor understandingqualitative
models:

� Build amodel(which in knowledgefarmingis calledtheseed).

� Exhaustively simulatethemodel(whichwe wouldcall growing theseed)

Generator, circ.data:

go :- tell(’circ.data’),
go1,
told.

go1 :- functor(X,circuit,9),
forall(X,example(X)).

example(circuit(
Sw1,Sw2,Sw3,B1,B2,B3,L1,L2,L3)) :-

classification(B1,B2,B3,Class),
format(’˜a,˜a,˜a,˜a,˜a,˜a,˜a˜n’,

[Sw1,Sw2,Sw3,L1,L2,L3,Class]).

%classification(B1, B2, B3,Class)
classification( ok, ok, B3, good):- !.
classification( ok, B2, ok, good):- !.
classification( B1, ok, ok, good):- !.
classification( B1, B2, B3, bad).

:- go, halt.

circ.names:

good,bad.

switch1: on, off.
switch2: on, off.
switch3: on, off.
bulb1: light, dark.
bulb2: light, dark.
bulb3: light, dark.

c4.5 -f circ -m 2

good bad

bulb1

light dark

estimated
error=

14.8%%

Figure8: Left: generationof circ.data . Right,top: circ.names . Right,bottom:
learnttree.
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Figure 9: Knowledgefarming from Prolog qualitative models. Examplesfrom [4]
and[29].

� Summarizethesimulationresultsusingmachinelearning(which we would call
harvestingtheseed).

Figure9 illustratestheKARDIO andPearceapplicationof Bratko’s technique.In
the KARDIO application[4], a 30K Prolog qualitative model wasbuilt from cardi-
ology textbooks. This modelwasexhaustively simulatedto generated5MB of data
files. This datawassummarizedby a machinelearnerinto a few pagesof rules.Med-
ical expertsfounddifferencesbetweenthelearntknowledgeandtheknowledgein the
textbooks. On reflection,theseexpertspreferredthe learnt knowledge,arguing that
thetexts’ knowledgewasoftentoogeneralizedor toospecialized[Bratko, pers.comm.
1992].

In the Pearceapplication[29], a 36KB Prologqualitative modelwasbuilt of the
electricalcircuitry in a EuropeanSpaceAgency satellite.This wasexhaustively simu-
latedandsummarizedusinga machinelearner. Thelearntknowledgewasa diagnosis
device andwasassessedby comparingit to a manuallyconstructeddiagnosticexpert
systemconstructedby a separateteam.Notethat:
� Themanualsystemtooknearlytwice aslong to build asthelearntsystem.
� Themanuallyconstructedknowledgebasecontainedmoresyntacticerrors(e.g.

typeerrorsanddead-endrules)thantheautomaticallylearntknowledgebase.

� Whencomparedto a FORTRAN simulatorof the circuitry, the manuallycon-
structedknowledgebasecould reproducelessof simulator’s behavior thanthe
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automaticallylearntsystem.

4.2. W*XZYU[.\^]4_!`U]baje"cUf$ghX�`F��e"YUflkOm�cUXZopgpoqc�o�ghr!]tW*XdY'[.\^]4_!`�]
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Ournext exampleof knowledgefarmingrelatesto assessingsoftwaredevelopment
risk [23]. This study is a quintessentialexampleof usingmachinelearningin data-
starveddomains.Givena wide-rangeof “don’t know”s, we:

� Extractvariablesrandomlyfrom thoseranges;

� Runa modelusingthosevariablesasinputs;

� Summarizetheresultingbehavior usingmachinelearning.

Thesummariescanbeverysuccinct.In thecasestudypresentedhere,wewill summa-
rizesix million “what-if ”s in �� of a page(seeFigure12).

KC-1
(very new
project)

ranges now1 changes1
prec= 0..5 precedentness 0, 1

Scale flex = 0..5 developmentflexibility 1, 2, 3, 4 1
drives resl= 0..5 architecturalanalysisor risk reso-

lution
0, 1, 2 2

team= 0..5 teamcohesion 1, 2 2
pmat= 0..5 processmaturity 0, 1, 2, 3 3

rely = 0..4 requiredreliability 4
Product data= 1..4 databasesize 2

attributes cplx = 0..5 productcomplexity 4, 5
ruse= 1..5 level of reuse 1, 2, 3 3
docu= 0..4 documentationrequirements 1, 2, 3 3

Platform time = 2..5 executiontime constraints ?
attributes stor= 2..5 mainmemorystorage 2, 3, 4 2

pvol = 1..4 platformvolatility 1

acap= 0..4 analystcapability 1, 2 2
Personnel pcap= 0..4 programmercapability 2
attributes pcon= 0..4 programmercontinuity 1, 2 2

aexp = 0..4 analystexperience 1, 2
pexp = 0..4 platformexperience 2

ltex = 0..4 experience with language and
tools

1, 2, 3 3

Project tool = 0..4 useof softwaretools 1, 2
attributes site= 0..5 multi-sitedevelopment 2

sced= 0..4 timebeforedelivery 0, 1, 2 2

# of what-ifs(combinationsof �,�����V�=�p�¡ ¢�L£	¤¦¥p� ) = §1¨j© �«ª
Figure10: TheKC-1 NASA softwareproject.
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Considerthesoftwareprojectshown in Figure10. Thecolumnnow1in Figure10
shows the currentstateof a NASA softwareproject. Attributesin this figure come
from the COCOMO-II softwarecostestimationmodelevolvedby Boehm,Madachy,
etl.al. [3, 6, 1]. Attribute valuesof “2” arenominal. Usually, attribute valueslower
than“2” denotesomeundesirablesituationwhile highervaluesdenotesomedesired
situation.

Note the large spaceof possibilities. The changes1column show 11 proposed
changesto that project. That is, thereexist

� ��� < � 9 � @ combinationsof proposed
changesto this project. Further, whencombinedwith therangesin thenow1column,
thereare ¬�­®7�9G¯ optionsshown in this table.

Before a machinelearnercan searchthis spaceof ¬.­�7�9G¯ options,we needto
somehow classifyeachoption. We will usetheMadachyCOCOMO-basedeffort-risk
model[20]. Themodelcontains94 tablesof the form of Figure11. Eachsuchtable
implementsa heuristicadjustmentto the internalCOCOMO attributes. This model
generatesanumericeffort-risk index which is thenmappedinto theclassificationslow,
medium,high. Studieswith the COCOMO-I project databasehave shown that the
Madachyindex correlateswell with °�±q²�³�´4µ¶¸·º¹L» (whereKDSI is thousandsof delivered
sourcelinesof code)[20]. Thisvalidationmethodrevealsasubtlebiasin theMadachy
model.Themodelassessthedevelopmentrisk of aproject;i.e. therisk thattheproject
while take longer thanplannedto build. This definition is different to the standard
view of risk. Standardsoftwarerisk assessmentdefinesrisk assomemeasureof the
runtimeperformanceof the system. That is, in the standardview, risk is definedas
an operational issue(e.g. [18, 19]). Sincewe areusing the Madachymodel,when
we mustadopthis definitions. Hence,whenwe say“softwarerisk”, we really mean
“developmentrisk”.

Thereareseveralsourcesof uncertaintywhenusingthe Madachymodel. Firstly,
many of its internal attributesare unknown with accuracy. Madachy’s model uses
off-the-shelfCOCOMOandoff-the-shelfCOCOMOcanbeup to 600%inaccuratein
its estimates(see[27, p165]and[14]). In practice,userstuneCOCOMO’s attributes
using historical datain order to generateaccurateestimates[6]. For the project in
Figure10, we lacked the datato calibratethe model. Thereforewe generatedthree
differentversionsof the model: onefor eachof the tuningswe could find published

rely=
very low low nominal high very high

very low 0 0 0 1 2
low 0 0 0 0 1

sced= nominal 0 0 0 0 0
high 0 0 0 0 0

very high 0 0 0 0 0

Figure 11: A Madachyfactorstable. From [20]. This table readsas follows. In
the exceptionalcaseof high reliability systemsandvery tight schedulepressure(i.e.
sced=lowor very low andrely= high or veryhigh), addsomeincrementsto thebuilt-
in attributes(incrementsshown top-right).Otherwise,in thenon-exceptionalcase,add
nothingto thebuilt-in attributes.
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in the literature[8, 6] plus oneusingthe standardtuningsfound within the Madachy
model.

A secondsourceof uncertaintyis the SLOC measuresin our project (delivered
sourcelines of uncommentedcode). COCOMOestimationsarebasedon SLOC and
SLOC is notoriouslyhard to estimate.Therefore,we run the Madachymodel for a
rangeof SLOCs.FromBoehm’s text “SoftwareEngineeringEconomics”, we saw that
using ¼Z½K¾O¿~<À7�9GÁtÂ¦¼Z½K¾O¿%<Ã7�9G9�ÁtÂ¦¼Z½K¾O¿Ä< � 9�9G9�Á would cover aninteresting
rangeof softwaresystems[3].

A third sourceof uncertaintyarethe rangesin Figure10. Thereare
� �q� < � 9 � @

combinationsof possiblechangesand 7�9GÅ waysto describethecurrentsituation( each
“don’t know ” value,denoted“?”, impliesthatwe mayhave to run onesimulationfor
everypoint in thedon’t know ranges).Thisspaceof uncertaintycanbecrippling. If we
gave a manageronereportfor eachpossibility, they maybeburiedundera mountain
of reports.Clearly, we haveto explorethis spaceof options.However, wealsohaveto
prunethatspaceassavagelyaspossible.

We apply knowledgefarming to this exampleas follows. First, we usemonte
carlo simulationsto samplethe ¬Æ­P7"9�¯ optionswithin Figure10. For every combi-
nationof attribute tuningsandSLOC,we generated� randomexamplesby picking
onevalueat randomfor eachof the attributesfrom column2 of Figure10. � was
increasedtill the conclusions(generatedbelow) stabilized; i.e. conclusionsfound
at samplesize � did not disappearat larger samplesizes. In this study, we used
�Ç<È7"92Âq9G9�9'Â � 9'Âq9G9�92Â�A�9!Â�9�9¡9'Â � 9'Âq9¡9G9!Â�É¡92Âq9�9�9 . This generated45 examplesof the
system’sbehavior sortedasfollows:

AÊ¼Z½�¾O¿OË5­KA|ÌhÍUÎÐÏÑÎ�Ò2ËE­JÉ|Ë"ÓGÔDÕUÖS×�ËT< � É|Ë"ÓGÔDÕUÖS×�Ë
Secondly, we learntanensembleof 45 decisiontreesusingC4.5from eachof the

45samples.Thisgenerated45 treeswith tensof thousandsof nodesin eachtree.Such
largetreescannotbemanuallybrowsed.With Sinsel,I have developedtheTARZAN
for polling ensemblesof largetrees.Thepremiseof TARZAN is thatwhena human
“understands”adecisiontree,they cananswerthefollowing question:

HerearesomethingsI amplanningto change;tell methesmallestsetthat
will changetheclassificationsof thissystem.

Note that this questioncanbe answeredby hiding the learnt treesandmerelyshow-
ing theoperatorthe significantattribute ranges(SAR) that changetheclassifications.
TARZAN swingsthroughthedecisiontreeslooking for theSARs.

TARZAN appliedeight pruningstepsØ � ÂqØ
� Â�?Ù?Ú?ÚÂqØ�Û to generatea succinctsum-

maryof theSARs.For all prunings:

� ¾�ÍUÌpÜ�<>Ø�Ü2ÝÞ¾�Í�ÌpÜ�ß �
à

� ¾�ÍUÌhá is initializedto includeall therangesof all thevariables;e.g.all of column
2 of Figure10.

� TheSARsare ¾�Í�Ì Û .
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¾�Í�Ì � <)Ø � ÝÞ¾�ÍUÌhá
à
: Theentropy measureof C4.5performsthe first pruning. At-

tributesthataretoo dull to includein the treesarerejected.We saw examplesof this
rejectionprocessabovein Figures2,3,and4.
¾�Í�Ì ; <)Ø ; ÝÞ¾�ÍUÌ �

à
: Ø ; prunesrangesthat contradictthe domainconstraints;e.g.

Î�â4ãÊ7Zäæå�ç'ÓLÎ�Ò!×4ËG7 from Figure10. Also, whenapplying Ø ; , wepruneany treebranch
in theensemblethatuserangesfrom ¾�ÍUÌ ;�è ¾�Í�Ì � (i.e. usesrangesdiscardedby Ø ; ).¾�Í�Ì � <)Ø � ÝÞ¾�ÍUÌ ;

à
: Ø � prunesrangesthatdonotchangeclassificationsin thetrees.

That is, ¾�Í�Ì � only containsthe rangesthat canchangeclassifications.To compute
¾�Í�Ì � , TARZAN findseachpairof branchesin a treethatleadto differentconclusions.
Next, we find attributesthatappearin bothbranches.If therangesfor thatattributein
thedifferentbranchesdonotoverlap,thenwedeclarethatthedifferencebetweenthese
two rangesis achangethatcanaltertheclassificationsin thattree.
¾�Í�Ìhé�<)Ø�éKÝÞ¾�ÍUÌ � à : Ø�é prunesrangesthat arenot interestingto the user, i.e. are

not mentionedin the å	çUÓLÎ�Ò,×�ËG7 set( ¾�ÍUÌ é <ê¾�ÍUÌ �Kë å	çUÓLÎ�Ò,×�ËG7 ).
Ø � Â�?Ù?Ú? Ø é applyto singletrees.Theremainingpruningmethodscollectsthe ¾�Í�Ì é s

generatedfrom all thesingletrees,thenexplorestheir impactsacrosstheentireensem-
ble.
¾�Í�Ì Å <)Ø Å ÝÞ¾�ÍUÌ é

à
: Ø Å prunesrangesthatdo not changeclassificationsin thema-

jority of themembersof theensemble(our thresholdis 66%,or 30of the45 trees).
¾�Í�Ì ¯ <)Ø ¯ ÝÞ¾�ÍUÌ Å

à
: Ø ¯ prunesrangesthatarenot stable;i.e. thoserangesthatare

not alwaysfoundat thelargersamplesof therandomMonteCarlosimulations.In the
caseof Figure10,of the11 changesfoundin å	çUÓLÎ�Ò,×�ËG7 , only 4 survivedto ¾�Í�Ì ¯ .¾�Í�Ìpì®<)Ø�ìºÝÞ¾�ÍUÌ ¯

à
: Ø�ì exploresall subsetsof ¾�ÍUÌ ¯ to reject the combinations

that have low impact on the classifications.The impact of eachsubsetis assessed
via how that subsetchangesthe numberof branchesto the differentclassifications.
For example,Figure12 shows how someof the subsetsof the rangesfound in ¾�Í�Ì ¯
affect KC-1. In that figure, bar chartA1 shows the averagenumberof branchesto
low, medium, andhigh risk seenin the45 trees.For eachsubsetíïî)¾�ÍUÌ ¯ , we make
a copy of the treesprunedby Ø ; , then deleteall branchesthat contradict í . This
generates45 new treesthatareconsistentwith í . Theaveragenumberof branchesto
eachclassificationin thesenew branchesis thencalculated.Ø ì wouldrejectthesubsets
shown in B1, C1,andB2 sincethesebarelyalterthecurrentsituationin A1.
¾�Í�Ì Û <)Ø Û ÝÞ¾�ÍUÌ ì à : Ø Û comparesmembersof ¾�ÍUÌ ì andrejectsa combinationif

somesmallercombinationhasa similar effect. For example, in Figure 12, we see
in A2 that having moderatelytalentedanalystsandno schedulepressure(acap=[2],
sced=[2]) reducesour risk nearlyasmuchasany largersubset.Exception:C2 applies
all four actionsfrom KC-1’s ¾�ÍUÌ ¯ setto removeall branchesto mediumandhigh risk
projects. Nevertheless,we still recommendA2, not C2, sinceA2 seemsto achieve
mostof whatC2 cando,with muchlesseffort.
¾Êð�ñ Û aretheoperatorsfoundby TARZAN whichcaneffect thedevice. Theseare

the significantattribute ranges(SARs). In this KC-1 study, we have found 2 signifi-
cantcontrolstrategiesoutof a rangeof ¬K­�7"9�¯ what-ifsand11proposednew changes.
TARZAN took 8 minutesto processKC-1 on a 350MHz machine. That time was
divided equallybetweenPrologcodethat implementsthe tree processingandsome
inefficient shellscriptsthatfilter thePrologoutputto generateFigure12. We arecur-
rently portingTARZAN to “C” andwill usebit manipulationsfor setprocessing.We
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Figure12: Averagenumberof branchesto differentclassificationsin the 45 treesin
KC-1, assumingdifferentsubsetsof therangesseenin KC-1’s ¾�Í�Ì ¯ set.Legend:
=low risk =mediumrisk =highrisk.

arehopefulthat this new languageandsmarterprocessingwill make TARZAN much
faster.

�U� �2� �2��ò=ó¦ôGõ�ö'ô�÷	øúùûøúüSý
Our otherexamplesrelatedto applicationsthatcouldbeusefulfor softwareengi-

neeringpractitioners.This exampledescribesan applicationthat could be usefulfor
theoreticalsoftwareengineeringresearchers.

Thisexamplebeginswith thefollowing theoreticalcharacterizationof testing.Test-
ing, we will assume,is the constructionof pathwaysthat reach from inputsto some

byte a=1; byte b=1; bit f=1;
active proctype A(){ do :: f==1 -> if :: a==1 -> a=2;

:: a==2 -> a=3;
:: a==3 -> f=0; a=1;

fi
od

}
active proctype B(){ do :: f==0 -> if :: b==1 -> b=2;

:: b==2 -> b=3;
:: b==3 -> f=1; b=1;

fi
od

}

Figure13: Two proceduralsubroutinesfrom theSPINmodelchecker [12].
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Figure14: Left: And-or links found in theSPINmodelfrom Figure13. Proctype
A andB areshown in theboxeson the left-handsideandright-handsiderespectively.
Theseproctypes communicatevia the sharedvariablef . Dotted lines represent
indeterminism;e.g. afterproctype A setsa=2 , thenwe cango to any otherstate-
mentin theproctype.Right: Examplereachabilitynetwork built from theleft-had-side
network showing how to violatepropertyalways not A=3 atheight ÿD< � .

interestingzoneof a program.This zonecouldbe a bug or a desiredfeature. In this
reachability view, thegoalof testingis to show thata testsetuncoversno bugswhile
reachingall desiredfeatures.

This theoreticalview of testingcanbemodelingmathematically. Thereachability
modelis asetof mathematicalequationsthatcomputestheaveragecaseprobabilityof
findingabugin aprogramusingrandominputs[24]. Reachabilityrepresentsprograms
asdirectedgraphsindicatingdependenciesbetweenvariablesin aglobalsymboltable;
seeFigure14 (left). Suchgraphshave � nodeswhich aredivided into ÓGÎ���� % and-
nodesand Ý�â���� < 7 è ÓLÎ���� à % or-nodes.Thesenodesareconnectedby yes-edges,
which denotevalid inferences,andno-edges,which denoteinvalid inferences.For the
sake of clarity, we only show the yes-edgesin Figure14 (left). To addtheno-edges,
we find every impossiblepair andconnectthem;e.g. we link A=1 to A=2 with a no-
edgesincewe cannotbelieve in two differentassignmentsfor thesamevariableat the
sametime. We saythat, on average,eachnodeis touchedby Î�â	� no-edges.When
inferencingacrossthesegraphs,variablescanbeassigned,at most ñ differentvalues;
i.e. a differentassignmentfor eachtime tick ñ in theexecution(classicpropositional
systemsassumeñ><%7 ; simulationsystemsassumeñ�
 7 ). Nodesarereachedacross
the dependency graphusinga pathof height ÿ wherethe inputsareat height ÿE<�9 .
For example,Figure14(left) showsathenetwork of pathsof heightÿP<)@ thatreaches
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� <�7 , then
� < � , then

� <�A . Note thatsincefour valuesareassignedto
�

, then
time ñ mustbe

�
.

If weuse
GÎ inputs,thentheoddsof reachinganodeatheightÿP<>9 is Ø�� 9	��< » ²� .
Theoddsof reachinganodeat height ÿ.6T9 dependson thenodetype:

� We can’t reachanand-nodeunlesswereachall its parentsat someheight Ï��$ÿ .
� We can’t missanor-nodeunlesswemissall its parentsatsomeheight Ï��iÿ .

Basedon theserules,we cancomputethe odds Ø�� ÿ�� of reachinga nodeat height ÿ
(see[24] for the details). We convert theseoddsto the requirednumberof testsas
follows. After � tests,we are ¿ certainthatwe will seean eventof odds Ø�� ÿ�� with
odds:

¿ <u7 è
� Ý�7 è Ø�� ÿ�� à����

Assumingwewantto be99%sureof reachingthatnode,thenthisequationre-arranges
to:

� < Ö�â"ÒÐÝp7 è 92? ��� àÖ�â"ÒÐÝp7 è Ø�� ÿ�� à
whichwe canuseto classifyeachsimulationrun:

���  �¥�¥ {
� ! �  �¥�"� 	�$#��p��¤q &% �^�(')� © �*),+�  �¥�"� 	�$#.-��/#	¤�0« *"^¤ �21 ¤ y %¡¤q�,¥ �43 ¤ �^�(')� © �65�+¥ � ���| 	�$#�¤ y %¡¤��!¥ �73 ¤ �^�(')� © � ª +� -�%¡�«¥�¥ �98 � ¤ �/"^�¡¤�0¦� � ¥�¤;:

Figure15 showsa decisiontreelearntby C4.5usingtheaboveclassifications.For
reasonsof readability, this treeis truncatedusinga large“minobs ” value. Fromthe
tree,we canmake make many inferencesabouttheimpactof variousfactorson testa-
bility. For example,minorchangesto thestructureof aprogramcanhavemassiveand
undesirablechangesto aprogram’sreachabilityandhencetestability:

� We seein Figure15 thattherearethreewaysto concludethatlessthan100tests
arerequiredto reachmostpartsof aprogram.Themeanpercentageof and-nodes
appearingin all threepathsis:<9=�>@?BA*CEDGF�H IJI�K.LM<9=�>N?OA*CEDGF�H P	K.LQ<9=�>@?BA*CEDGF�H R,KTSU=�>@?BA*CEDGF�H R
Thatis, if ÓLÎ����	� ever risesabove0.6,thereis no way that100randomtestswill
beenoughto testthatprogram.

� Figure15alsotellsusthatthereisonlyonewayto show thatmorethan1,000,000
testsarerequiredto reachmostpartsof a program.Theand-nodefrequenciesin
thatpathare: <9=�>@?BA CEV F�H R,K.LQ<9=�>@?OA CWV F�H R�X,KTSU=�>@?OA CWV F�H R�X
That is, if ÓLÎ���� � risesfrom 0.6 to 0.67, thena systemwith easyreachability

couldsuddenlytransforminto a systemwith hardreachability, hencehardtesta-
bility.
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Not only canwe usemachinelearningto understandsystemslike thereachability
model,we canalsousemachinelearningto control the modelingprocess.Using a
machinelearner, we canrecognizewhatportionsof a modelarenot critical to thesuc-
cessof themodel. Hence,machinelearningcanstopanalystswastingtime exploring
pointlessissues.For example,whendevelopingthereachabilitymodelwith Singhand
Cukic,wewereunsureof theimportanceof two attributes:� Î��B� � : thefrequency of conjunctionsin a program

ÏpË�ñ(��×4×�Y : If thisbooleanis true/false,theequationsof reachabilityreturnsthelower/upper
estimates(respectively) on numberof upstreamvariablesusedto reacha bug.

To determinetheimportanceof thesevariables,we ranthereachabilitymodelby ran-
domly selectinginput valuesfor all attributesincluding ÓLÎ���� � and ÏpË�ñ(��×4×	Y . We then
askedC4.5to learna predictorof reachabilityfrom 150,1,500,or 150,000randomly
selectedoutputsfrom themodel.Threepredictorswerebuilt:

1. Thefirst predictorwasbuilt from examplesthatheldvaluesfor all attributesin
thereachabilitymodel.This providedthebaselinemeasureshown in

� Ö�Ö plot of
Figure16.
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Figure15: Predictingreachabilityfrom simulationsof reachabilitymodelusing1500
randomlychoseninputs.Thetreewaslearntusingc4.5 -m 45 -f runs1500 .
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Figure16: Relative importanceof ÓLÎ����	� and ÏpË�ñ(��×"×	Y in thereachabilitymodel.

2. The secondpredictorwas built from examplesthat held all valuesexcept the
ÏhË�ñ(��×4×	Y attribute. As we would expect,sincethe learnerwasgiven lessinfor-
mation,thelearnttreewasnotasgoodasthe

� Ö�Ö tree:lossof accuracy Z 5%(see
the

� ÖSÖ è ÏpË�ñ(��×4×	Y plot of Figure16).

3. Thethirdpredictorwasbuilt fromexamplesthatheldall valuesexceptthe ÏpË	ñ[�4×4×	Y
and ÓLÎ��B� attributes.Again,sincewe aregiving thelearnerlessinformation,the
learnttreeis lessaccurate(seethe

� ÖSÖ è ÏpË�ñ(��×"×	Y è � Î���� � plot of Figure16).

Notethatthis third plot is muchlessaccuratethantheothers.Thatis, while knowledge
of ÏpË	ñ[�4×4×	Y is not sovital, ÓLÎ��B� � is clearlya crucialattribute. Therefore,if we could
accepta5%lossin theaccuracy of ouranalysis,wecouldstopexploring theproblems
relatingto the ÏhË�ñ(��×4×	Y issueandfocusmoreon issuesrelatingto ÓLÎ��B� � .\���� ��H"����H"H��S
U�

When we lack sufficient datafor mining, we can go farming. We can seedour
knowledgewith domainmodels,thengrow andharvestdecisiontrees. The models
neednot be too detailed(e.g. circuit in Figure6). Further, if we areunsureof
partsof thosemodels,we canusemachinelearningto identify which areasto explore
andwhich to ignore. For example,with the reachabilitymodel,we could show that
equationsusingthe ÏhË�ñ(��×4×	Y parameterwerenot crucialto themodel.

We have seenin this chapterthatmachinelearningcanbeusedfor many applica-
tions:

Prediction and Classification: In Figures1,2 and3 we saw decisiontreeslearnt to
predict faults in software modules. Figure 4 showed a decisiontree learnt to
predictsoftwaredevelopmenteffort. Thesepredictorscanassessnew examples,
or classifyold examples.

Diagnosis: Figure8 showedadiagnosistreelearntfrom atoy-exampleusingqualita-
tivemodeling.Figure9 showedhow thesamestyleof modelingcouldbeusedto
build diagnosistreesfor largerapplicationssuchascardiacdiseaseandsatellite
electricalmalfunctions.
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Planning: Figure12showedtheimplicationsof severalplansfor changingasoftware
project.We canusethatfigureto selectwhich planwe wish to apply.

Monitoring: Machine learning can rationalizemetrics collection and monitoring.
Figure15 foundanattributerange( ÓLÎ���� � < 9'? ¬ to ÓLÎ���� � < 9'? ¬^] ) wheresome
desiredpropertyof a system(testability)could degradevery sharply. Clearly,
thereis a strongcasefor monitoringat leastthatattribute.

Requirementsengineering: Whenconflictsarisebetweenstakeholders,machinelearn-
ing canfind which decisionsarecrucialandwhich argumentsdo not impactthe
system.Debatescouldthenbeshortenedto just thecrucial issues.For example,
in the COCOMOKC-1 study, stakeholdersneednot debatethe 2048possible
changesto a project. Instead,machinelearningfound the handfulof changes
thatreallymatter(recallFigure12).

Machinelearningcanalsosupportsomecrucialsoftwareprocesses:

Validation: We canvalidatethemodelsusedin knowledgefarmingby studyingtheir
behavior. For example,usingTARZAN, testengineerscaninspect¾�Í�ÌpÛ to find
theeffectsof changingkey attributesin thesystem.Thisvalidationschemecould
fault the modelusedasthe seedif the testengineersfind that systembehavior
changesinappropriatelywhenthekey controlattributeschange.Weenvisionthat
this styleof validationwill becomevery importantto organizationslike NASA
in thenearfuture. NASA alreadyhashundredsof simulatorsof flight systems.
Suchsimulatorsareusedto explorealternativesin systemdesignandflight pro-
files. ToolslikeTARZAN canbeusedto checkif thosesimulatorsaregenerating
sensibleoutput.

Maintenance: Whendomainknowledgechanges,wemustmanuallychangetheseed.
However, oncethatchangehasbeenmade,we canthenautomaticallygenerate
classifiers,predictors,diagnosisengines,requirementengineeringtools, plan-
ners,validationtools,andmonitors.

Note that, in contrastto datamining, all the above arepossiblein domainsthat
lack largedatasets.For example,theFigure12 plansweregeneratedin adomainwere
many crucialattributeswereunknown.

In conclusion,we notethatknowledgefarmingoffersa naturalintegrationof soft-
wareengineeringandknowledgeengineering:
� Softwareengineersor requirementsanalystsdevelopseeds;

� Knowledgeengineersgrow andharvest the seedsusingmachinelearningand
toolslike TARZAN
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proach §.­O¼	½m«/±m¼^Á*½m¾2º,¼^Á;Â.¨�ªkº,»�×k²�º,¼�¯�±m«o²�²o³µ´6¶,¶ ä §´,´,§(òÊ§ ï�§©À�¾2¼�½mºJ¼µ§®Àgº6Úõ¼$«oÝ�±�ÁJÂs¼k«/½OÚsºJ±mÆ�²[Âu«oÁ;±m¼Óß7±mºJ»ö«/ë�×x«/±m¾2«o¼$¿o«J§ ScientificAmerican³×^ÁJÖJ«o²e´ ÅJÅ í ´6·�´J³µÔ�«o×�½m«o»�èx«/±g´6¶,¶,à�§´*à�§(òÊ§ Í�§xÀgºJÂuÇ/»WÁJ¼$¼N§�¨�ª$«(»�º�È�«oÂ.¿�ª$«o¿�Æ�«/±gÔ�¯�­�ÉÊ§ IEEE Transactionson Software Engi-
neering³kà ¸ áñ· â æ à ä ¶ í à;¶�·�³.¬�ÁoÛQ´6¶,¶ ä §´ ¸ §g÷�§µ­�Ú�Á;²mÁJÆ�¾9§�øgÝ$ÁJÂ2¾�½�Á;½m¾2Ì�«�×kª�Û�²�¾2¿o²o§E­O¼Ó¯�§ Ï(§�ÒsºJª$«o¼ÓÐ[§.¹�Á;±�±ÊÁJ¼$ÈÓï�§ Ð(§�Î$«/¾uÖJ«o¼�è^Á;Ý$»�³«6Èk¾�½mºJ±m²o³ TheHandbookof Artificial Intelligence³oÌ�ºJÂ2Ý$»�« Å ³;×^ÁJÖJ«o² ¸ à ¸*í Å ´ ¸ §	Ð�È$Èk¾2²�ºJ¼ØÓ«o²�Â2«/Û	³@´6¶JÄ,¶�§´ Å §(Ò�§ Îs§kùe«o»�«/±m«&±6§�Ð�¼E«o»�×$¾�±m¾2¿6ÁJÂNÌJÁJÂ2¾uÈ$Á;½m¾2ºJ¼�ºJß�²�º;ß7½�Ú�Á;±m«(¿oºJ²B½i«o²B½m¾2»WÁ;½m¾2º,¼�»�º�È�«oÂ2²o§ Com-
municationsof theACM ³ ¸ ì�áñ· â æ Å ´ Ü*í Å àJ¶�³©¬�ÁoÛM´6¶JÄ ä §´*·�§e¹�§ Øå§6ùe«/±m¼k¾u¼kÖ,ª$ÁJ»°ÁJ¼$È(Ò�§ Í�§*úsÁ;¼gØUÛ�Æx§,¨�¾2»�¾2¼$Ö�½�±m¾uÁ;Âu²o³*º;±6³o½mª$«�½�±m¾uÁJÂ2²µºJß�½m¾2»�¾u¼kÖkæ*ï�ë�×x«/±�é¾u»�«/¼�½m²�Ú�¾�½mª�²�¿&±m¾u×�½m¾2¼$Ö�Á;¼^È�Ýk²�«/±�éñ¾2¼�½m«&±�ß9ÁJ¿/«[ÂuÁ;¼$Ö,Ý$ÁJÖJ«o²o³©´6¶J¶,Ä�§�Îk±mºJ»ûËµÝk¿o«o¼	½i¨.«o¿�ª$¼kº,Â2ºJéÖ,¾2«o²g­�¼$¿,§^Ð�ÌJÁJ¾2ÂuÁJèkÂu«(ß7±mºJ» http://netlib.bell- labs.com/cm/cs/w ho/
bwk/interps/pap.html §´ Ü §e¨g§ ¬î§Tùeª$ºJ²�ª$ÖJºJß7½�ÁJÁ;±®ÁJ¼$ÈÞï�§ ¹i§�ÐiÂuÂ2«o¼N§°¬®º�Èk«/Â�²�º;ß7½OÚ�Á;±m«Qü	Ý^Á;Âu¾�½�ÛÙÚ�¾2½mªÞ¿oÂuÁJ²�²�¾�Õ^¿6Á*½m¾2º,¼½�±m«o«o²o§	­�¼[À[§;¯�ª$ÁJ»�³6«oÈk¾�½mºJ±6³ RecentAdvancesin ReliabilityandQualityEngineering§ØÓºJ±mÂuÈ®Ô�¿o¾2«o¼	½m¾�Õ^¿,³N´6¶J¶,¶�§´ ä §eÎs§NË.ÁJ¼�Ýkè$¾2Â2«�Á;¼^ÈQòÊ§@úg¾2²mÁJÖJÖ,¾2ºk§[ï�ÌJÁJÂ2Ý^Á*½m¾u¼kÖ�×�±m«6Èk¾2¿/½m¾2Ì�«Êü	Ý^Á;Âu¾�½�Û�»�º�Èk«oÂ2²gÈk«/±m¾2Ì�«6È�ßý±mº,»²�ºJß7½�Ú�Á*±m«�»�«6Á;²�Ýk±m«o²oæ�Ëµ«o²�²�ºJ¼$²TÂu«oÁ;±m¼$«oÈN§ TheJournalof SoftwareandSystems³ ¸ Ä�æ à,àJ· íà ¸ Å ³.´o¶,¶ ä §´6Ä�§qÉÊ§kËµ«oÌ,«o²�º,¼N§ SafewareSystemSafetyAndComputers§�ÐgÈ$È�¾2²�º,¼kéÃØ�«o²�Â2«/Û	³x´6¶J¶�·�§´6¶�§(¬î§ Ï(§;ËNÛ�ÝN§ TheHandbookof SoftwareReliabilityEngineering§,¬®¿*ò�±�ÁoÚ�éñÀg¾2Â2ÂÃ³�´6¶J¶ Ü §àJì�§qÏ[§6¬�Á,È$Á;¿&ª	Û	§JÀg«oÝ�±m¾2²B½m¾u¿�±m¾2²�ÆeÁJ²�²�«o²�²�»�«/¼�½.Ý$²�¾2¼$Ö�¿oºJ²B½.ß4ÁJ¿/½mº;±m²o§ IEEESoftware³,´ Å á ¸ â æ ·	´ í·J¶�³x¬�ÁoÛQ´o¶,¶ ä §à�´,§e¨g§ Í�§;¬®¿*Ò�ÁJèx«J§	ÐÓ¿oºJ»�×$Â2«/ë�¾�½OÛ�»�«6ÁJ²�Ý�±m«,§ IEEETransactionsonSoftwareEngineering³à�á Å	â æ ¸ ì,Ä í	¸ à;ì�³@óq«o¿/«o»�èx«/±e´o¶ ä;Ü §à,à�§(¬î§@¬®«o¼$Èkº,¼k¿6Á�ÁJ¼$È®ÉÊ§ Ë�§xÔ�Ý$¼^È�«/±mª^Á*ß7½6§�¬®¾2¼$¾2¼$Ö�²�º;ß7½OÚ�Á;±m«Ê«o¼$ÖJ¾u¼k«o«/±m¾2¼$ÖWÈkÁ;½�Á�æxÐþ²�Ý�±mÌ�«/Û	³Ô�«o×�½m«o»�èx«/±®´6¶,¶J¶�§åÐÿógÐiÒ�ÔGÔ�½�Á;½m«&é�º;ß7éÃ½mª$«&éOÐ�±�½WÏ�«/×xºJ±�½6§sÐ�ÌJÁJ¾2ÂuÁJè$Â2«�ßý±mº,» http://
www.dacs.dtic.mil/techs/datamining / §à ¸ §e¨g§x¬®«o¼kÇo¾2«o²�ÁJ¼^È®ï�§^Ô�¾2¼$²�«/ÂÃ§T¯�±�ÁJ¿/½m¾2¿6Á;Â©ÂuÁ;±mÖJ«[²�¿oÁJÂ2«eÚ�ª^Á;½�éñ¾�ß�ü	Ý$«&±m¾u«/²oæ@Ò�ÁJ²�«(²B½mÝ$Èk¾2«o²�Ú�¾�½mª²�ºJß7½�Ú�Á*±m«g±m¾2²�Æ�ÁJ²�²�«o²�²�»�«/¼�½6§µ­O¼ ProceedingsASE2000³	àJì,ìJì�§©Ð�ÌJÁJ¾2ÂuÁJè$Â2«iß7±mº,» http:
//tim.menzies.com/pdf/00ase.pdf §à Å §e¨�¾u»õ¬®«/¼$Ço¾2«o²o³,¹sº���ÁJ¼EÒsÝkÆ�¾u¿J³,ÀgÁ;±mª$²�¾2¼$Èk«/±TÔ�¾u¼kÖ,ªN³,Á;¼^ÈÊÍ,º,ªk¼�¯©º6Ú�«oÂ2Â9§x¨.«/²B½m¾u¼kÖq¼$ºJ¼^È�«/½m«/±�é
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»�¾u¼$Á;½m«�²BÛ�²B½m«o»�²o§�­�¼ ISSRE2000³6àJì,ìJì�§�ÐiÌ,Á;¾uÂuÁ;è$Â2«Tßý±mº,» http://tim.menzies.
com/pdf/00issre.pdf §à,·�§qÏ[§ Ô@§$¬®¾2¿�ª^ÁJÂ2²�Æ�¾9§T¨.º6Ú�Á;±�È�Á�Ý$¼k¾�Õ^«6È�½mª$«oº;±�ÛEºJß�Â2«6Á*±m¼$¾2¼$Ö�§�­O¼�¹i§ òÊ§$¹sÝk¿&ª$ÁJ¼^Á;¼�Á;¼^È�óÊ§ Ò�§Øð¾2ÂuÆ�¾2¼$²o³T«6È�¾2½mº;±m²o³ Readingin Knowledge Acquisitionand Learning³�×^Á;Ö,«o² ä6í	¸ Ä�§¬®ºJ±mÖ�Á;¼�ù(ÁJÝ�ß4»WÁJ¼k¼µ³@´6¶J¶ ¸ §à Ü §(Ô@§©¬®ºJ±�ÁJ²�¿oÁîÁ;¼^ÈÙògÝk¼�½mªk«/±[Ï�Ýkª$«,§�ògÝ$«/²B½�«6È�¾�½mºJ±m²��©¾2¼	½�±mº�ÈkÝk¿/½m¾2º,¼Ùº;ß�½mª$«�²�×x«o¿o¾uÁ;Â�¾2²�²�Ý$«º,¼�Æ�¼$º6Ú�Â2«6ÈkÖJ«�È�¾2²�¿oº*Ì�«/±�Û®ßý±mº,»�²�ºJßý½OÚ�Á*±m«�«o¼kÖ,¾2¼$«/«/±m¾2¼$Ö�È$Á;½�Á�§ InternationalJournal of
SoftwareEngineeringandKnowledgeEngineering³�Ñg¿/½mº,èx«/±(´o¶,¶,¶�§à ä §e¨g§©¬®ÝkÆ�ª$º,×$Á,È�ª�Û	Á6Û	³xÔ@§ Ô@§@ú�¾2¿o¾2¼^ÁJ¼kÇ6Á�³.ÁJ¼$È�¬î§ Ík§µ¯�±m¾2«/½mÝ$ÂuÁ�§ ï�ëkÁ;»�¾u¼k¾2¼$Ö�½mª$«[ß4«6Á;²�¾uèk¾2Âu¾�½�ÛºJßNÁq¿6Á;²�«/éñè^ÁJ²�«oÈ�±m«6ÁJ²�ºJ¼$¾2¼$Öe½mº	º,Â�ß4º;±�²�ºJßý½OÚ�Á;±m«i«��@ºJ±�½�«o²B½m¾2»WÁ;½m¾2ºJ¼µ§ MISQuarterly³J×^Á;Ö,«o²´*·,· í ´ ä ´,³NÍJÝ$¼$«Ê´6¶,¶,à�§àJÄ�§(¬î§ Í�§©¯�Á;ÇoÇ6ÁJ¼k¾9§ ùe¼$º6Ú�Â2«6È�Ö,«�È�¾u²�¿/º;Ì,«/±�Û�ß7±mºJ»öÈ$Á;½�Á�� IEEE IntelligentSystems³N×^Á;Ö,«o²´6ì í ´ ¸ ³NàJìJì,ì�§àJ¶�§qó�§@¯©«6Á*±m¿o«,§(¨�ªk«Ê¾2¼^È�Ý$¿/½m¾2ºJ¼Qº;ßTß4ÁJÝkÂ2½qÈk¾uÁJÖJ¼$ºJ²�¾u²e²BÛ�²B½m«o»�²iß7±mºJ» ü	Ý^Á;Âu¾�½�Á*½m¾uÌ,«Ê»�º�È�«oÂ2²o§q­O¼
Proc.AAAI-88³^´o¶,ÄJÄ�§¸ ì�§eÐ[§ Ð[§�¯©º;±�½m«/±�Á;¼^ÈðÏ(§ Øþ§iÔ�«oÂ2è	Û	§ ï�»�×k¾2±m¾2¿6Á;Â2Â2ÛUÖ,Ý$¾uÈ�«6Èð²�ºJß7½�Ú�Á*±m«ÙÈk«oÌ,«oÂ2º,×$»�«/¼�½�Ý$²�¾2¼kÖ»�«/½�±m¾2¿/éñè^ÁJ²�«oÈ�¿oÂuÁJ²�²�¾�Õ$¿6Á;½m¾2º,¼�½�±m«o«/²o§ IEEE Software³�×^ÁJÖJ«o² Å Ü*í · Å ³N¬�Á;±m¿�ª�´6¶J¶,ì�§¸ ´,§eÍk§�Ï[§søgÝ$¾2¼kÂýÁ;¼µ§Þ¹sº	º,²B½m¾2¼kÖÓÕ$±m²B½�éñºJ±�È�«/±�Â2«6Á;±m¼k¾2¼$Ök§U­O¼ÞÔ�«/½m²�ÝkºÓÐi±m¾2ÆJÁoÚ�Á�Á;¼^È�Ði±mÝk¼Gù §Ô�ª^Á*±m»WÁ�³�«oÈk¾�½mºJ±m²o³ Proceedingsof the 7th InternationalWorkshopon Algorithmic
LearningTheory³TÌ,º,Â2Ý$»�«Q´,´ Ü ìÓºJß LNAI ³�×^ÁJÖJ«o²�´ Å ¸*í ´6·,·	³�¹s«/±mÂ2¾2¼µ³�Ñg¿/½mº,èx«/±�à ¸*í à,·´6¶,¶ Ü §xÔ�×k±m¾2¼kÖ,«/±6§¸ à�§qÏ[§$øgÝ$¾2¼kÂýÁ;¼µ§�­�¼^ÈkÝk¿/½m¾2º,¼�ºJß�Èk«/¿o¾2²�¾uºJ¼®½�±m«o«o²o§ MachineLearning³x´,æ Ä�´ í ´oì Ü ³�´6¶,Ä Ü §¸,¸ §qÏ[§�øgÝ$¾2¼$ÂuÁ;¼µ§ C4.5: Programsfor Machine Learning§å¬®º;±mÖ�Á;¼°ù(Á;Ýkß7»WÁJ¼µ³i´6¶J¶�à	§­�Ôk¹TÉÊæ@´*·J·JÄ Ü ì�à ¸ Ä,ì�§¸ Å §eÍk§ Øå§$Ô�ª^Á6Ì�Â2¾2Æ@³�Ï(§ Ë�§k¬®º	ºJ¼$«/Û	³kÁJ¼$È®òÊ§ òÊ§k¨.º6Ú�«/ÂuÂ9§TÔ	Ûk»Êèxº,Â2¾2¿gÁ;¼^ÈW¼$«oÝ�±�ÁJÂ@Â2«6Á;±m¼k¾2¼$Ö Á;Â2Ö,ºJé±m¾2½mªk»�²oækÐ�¼®«&ëk×x«&±m¾u»�«/¼�½�Á;Â@¿oº,»�×$Á;±m¾2²�º,¼N§ MachineLearning³ Ü æu´J´,´ í ´ Å ¸ ³�´o¶,¶�´J§¸ ·�§(¬î§µÔ�ª$«/×$×x«6ÈMÁJ¼$È�ó�§ Ò�§µ­�¼$¿o«J§[Ð ¿&±m¾2½m¾uü	Ý$«ÊºJßT½mªk±m«o«[»�«/½�±m¾2¿o²o§ TheJournal of Systems
andSoftware³$à Ü á ¸ â æ2´6¶ ä6í à	´6ì�³©Ô�«o×k½m«/»�èx«/±q´o¶,¶ Å §¸,Ü §qù §kÔ�±m¾2¼$¾2ÌJÁJ²mÁJ¼®ÁJ¼$ÈEó�§�Î©¾2²�ªk«/±6§�¬�ÁJ¿�ª$¾2¼k«qÂ2«6Á;±m¼k¾u¼kÖ�ÁJ×k×k±mº,ÁJ¿�ª$«o²�½mºÊ«o²B½m¾uÁJ»Ê½m¾2¼kÖÊ²�º;ß7½OÚ�Á;±m«Èk«oÌ�«/ÂuºJ×$»�«o¼	½�«��@ºJ±�½6§ IEEE Trans.Soft.Eng. ³�×^Á;Ö,«o²(´*à Ü*í ´ ¸�ä ³NÎ$«oè$Ý�±�Á;±�Û�´o¶,¶�·	§¸�ä §eÍk§k¨�¾ýÁ;¼�Á;¼^È�¬î§ ú[§
	@«/ÂuÆ,º*Ú�¾�½mÇ,§�Òsº,»�×$Â2«/ë�¾�½OÛ »�«6ÁJ²�Ý�±m«g«oÌJÁJÂ2Ý^Á*½m¾2º,¼�Á;¼^ÈW²�«oÂ2«o¿/½m¾2º,¼N§ IEEE
Transactionon SoftwareEngineering³�à�´�áÃÄ â æ Ü Å ´ í�Ü Å ¶�³µÐiÝ$Ö,Ýk²B½e´6¶J¶�·�§�
�������������������������������! "�#�%$&���#$
Thelearnerdescribedhereusesaheuristicentropymeasureof informationcontent

to build its trees.Theattributethatoffersthelargestinformationgain is selectedasthe
rootof adecisiontree.Theexamplesetis thendividedupaccordingto whichexamples
do/donot satisfythetestin theroot. For eachdividedexampleset,theprocessis then
repeatedrecursively.

Theinformationgainof eachattributeis calculatedasfollows. A tree ' contain(
examplesof someclassand ) examplesof otherclasses.The informationrequiredfor
thetree ' is asfollows [32]:*,+ (.-/).02143 5 ((768):9�;=<�>@? 5 ((76A):9 3 5 )(76A):9�;�<�>@? 5 )(768):9
Saythatsomeattribute B hasvaluesBDCE-�BGF%-IHJHKH BML . If weselectBGN astherootof anew
sub-treewithin ' , this will adda sub-tree'ON containingthoseobjectsin ' thathave
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BGN . We canthendefinetheexpectedvalueof the informationrequiredfor that treeas
theweightedaverage: P + BG0�1 LQ NJR�C 5 (,NS68)TN(U68)V9 *,+ ( N -/) N 0
Theinformationgainof branchingon B is therefore:>XW#Y ) + BG021 *,+ (.-�).0�3 P + BG0

For example,considerthe decisiontree learntby C4.5 in Figure5. In that tree,
C4.5hasdecidedthat the weatheroutlook hasthe most informationgain. Hence,
it hasplacedoutlook nearthe root of the learnt tree. If outlook=rain , a sub-
treeis enteredwhosenext-most informative attribute is wind . Attributeswith little
informationcontentarenot includedin the final tree. Examplesof numerousabsent
attributescanbefoundin Figures2,3,andFigure4.�
��������������Z[��\O���I]�����^8�! "�#�%$&���#$

Beforeusing the learnt trees,we shouldtest them. When testingthe trees,it is
good practiceto useexamplesnot seenduring learning. A standardtechniquefor
this is _ -way crossvalidation. The exampleset is divided into _ buckets, where
eachbucket hasthe samefrequency distribution of classificationsas the full set of
examples(thexval script in thestandardC4.5distribution automatesthis task). For
eachbucket we placethat bucket asidethen learn a theory from the other buckets.
The learnt treeis thenassessedby making it classify the examplesin the bucket set
aside.The averageclassificationaccuracy of these_ trials is thenthe final reported
classificationaccuracy.

A side-effect of cross-validationis thatwe learn _ trees.Sinceeachtreeis learnt
from a differentsampleset,eachtreemaybedifferent.This is the“many oracleprob-
lem” which hasbeensummarizedasfollows: a manwith onewatchknows the time
but a manwith two watchesis never sure.That is, if we learnoneoracle,we getone
setof conclusions.However, if we learnanensembleof _ oracles,they mayall offer
differentconclusions.

The many oracleproblemcanbe solved asfollows: if 19 of your 25 watchesall
saythatit is morning,thenyoucouldreasonablydecidethatit is timeto getoutof bed.
That is, whenusingmultiple oracles,theentireensembleshouldbepolled to find the
conclusion(s)offeredby the majority of oracles. Surprisingly, the conclusionsfrom
ensemblescanbe moreaccuratethanthosefrom any singleoracle[9]. To seewhy,
recall that cross-validationbuilds treesfrom differentsamplesof the domain. Each
suchsamplemayexploreadifferentpartof amodel.Hence,apoll of multiplesamples
maytell usmorethana poll from asinglesample.

Varioussystemssupportthepolling of anensembleof oracles.For example:` Refinementsof C4.5offer automaticsupportfor boosting(seehttp://www.
rulequest.com ); i.e. datasetsaregeneratedwith greateremphasisfor exam-
plesmis-classifiedin previouslearningtrials [9, 31].
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` The TARZAN package(describedabove) searchesensemblesof decisiontrees
for attributevaluechangesthatusuallyalterclassifications[23].�
�������������ba
��ced.]f��d�]hgi$&jSkla7m�npo

Many of thedecisiontreesshown in this chapterarepretty-printedfrom theC4.5
text outputusingsomeawk scripts[15] andthedot package(http://www.research.
att.com/sw/tools/graphviz/examples / ) C4.5’s text outputlook like this:

C4.5 [release 8] decision tree generator
Sun Jun 25 17:33:55 2000
----------------------------------------

Options:
File stem <circ>

Read 378 cases (6 attributes) from circ.data

Decision Tree:

light3 = light: good (8.0)
light3 = dark:
| light1 = light: good (13.0/4.0)
| light1 = dark: bad (357.0/45.0)

Simplified Decision Tree:

light1 = light: good (21.0/5.9)
light1 = dark: bad (357.0/50.0)

Tree saved

Evaluation on training data (378 items):

Before Pruning After Pruning
---------------- ---------------------------
Size Errors Size Errors Estimate

5 49(13.0%) 3 49(13.0%) (14.8%) <<

Notethat two treesmaybegenerated.SometimesC4.5will prunesubtreesif that
pruninghaslittle impacton thetheclassificationaccuracy.

Within a tree,sub-treesaredenotedby indentation.Every level of indentationis
markedwith a “ | ” symbol. Eachfinal classificationsis followed by two numbersin
brackets: the numberof casesthat fell into this branchandthe numberof casesthat
fell incorrectly into this branch(“incorrect” meansthat the case’s classificationwas
differentto thecaseshown at theendof this branch).

C4.5shows classificationerrorson the last line of the report. Threenumbersare
generated:onefor theunprunedtree,onefor theprunedtree,andonethatis anestimate
of the tree’s classificationaccuracy on future cases.All theestimatederrorsreported
in this chaptercomefrom this third figure (shown bottomright- in this example,it is
14.8%).

It is asimplematterto write awk or perlscriptsto convertC4.5’sdecisiontreesinto
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dot format. In writing sucha conversiontool, thefollowing tipsmaybeuseful:` Re-compileC4.5aftersettingthe#define Width valuein thefile trees.c
to a large number(e.g. 10000). This will stopC4.5 breakingup the tree into
80-characterwidesubtreeswhichcancomplicatetheconversionprocess.` Theshellscriptshown below will automaticallystripawaytheheaderandfooter
of theC4.5output,leaving just thedecisiontree.` In thestripped-outtree,it is easyto recognizea line with a classification.Each
suchline containsa “ ( ” character.

#report2tree- extract tree text from C4.5 output file
#author: tim@menzies.com, June 2000
#usage: c4.5 -f stem -m M > c45.out; report2tree c45.out > c45.tree

getTree() {
gawk ’BEGIN{flag=0}

NR> 3 && $0˜/Decision tree:/ {flag=1; next}
$0˜/Tree saved/ {exit}
flag==1 {print $0}’ $1

}
getSimpleTree() {

gawk ’BEGIN{flag=0}
NR > 3 && $0˜/Simplified Decision Tree:/ {flag=1; next}
$0˜/Tree saved/ {exit}
flag==1 {print $0}’ $1

}
if grep "Simplified Decision Tree:" $1 >> /dev/null
then getSimpleTree $1
else getTree $1
fi
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