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How many testswill berequiredto testsoftware?At first glance,we might think

thatanimpossiblylargenumberof testsarerequired.A systemcontaining� variables
with � assignmentsmayrequireonetestfor eachcombinationof assignments;i.e.

�����
��� �"!$#%! �'& (1)

It is simple to show that this is an impossiblylarge numberof tests. Considerone
sampleof fielded expert systemsin which knowledgebaseswere found to contain
between55and510“literals” [49]. Literalsoffer two assignmentsfor eachproposition:
trueor false;i.e. � !)(

and � is half thenumberof literals.Assuming:

* It takesoneminuteto considereachtestresult(which is a grossunderestimate),
and

* Theeffectiveworkingyearis 225six hourdays,

thena testof thosesampledsystemswould take between29 yearsand +�,.- / years(a
time longerthantheageof thisuniverse).

The goal of this chapteris to offer an optimistic alternative to the pessimismof
Equation1. After a review of the mathematicsof testing,this chapterwill conclude
thatin many cases,effective testingmayneedfar fewer teststhanEquation1. Various
testingregimeswill bediscussed:

Black box methods ( 0�0 ): In 0�0 testing,input setscanbequickly built usingauto-
maticrandomselectionof data.For nominal 0�0 testing,theseinputsaredrawn
from anoperationalprofile describingthenormalenvironmentof a system[47].
For off-nominal 0�0 testing,theseinputscancomefrom within andwithout the
operationalprofile. Thediscussionwill focuson two specialtypesof 0�0 test-
ing:

1



* If developersonly requirean approximateassessmentof a system,then
approximate testing cansuffice.* Dependingon thegoalof the testing,we canusesampling theory to ex-
plorelessthan � & statesof a program.* Variousstopping rules canbeappliedto controlthetimespentfor testing.

White box methods ( 120 ): In 120 partition testing,analystsreflectover the inter-
nalsof a programto invent testinputsthatexercise3 differentpartitions of a
program.Eachpartitionrepresentsoneclassof behavior of thesystem.

Formal methods ( 465 ): In 465 testing,after the programor specificationis under-
stood,analystsmustwrite its representation.This formal representationcontains
the essentialfeaturesof the specification.It is a formal model; i.e. all its con-
structshave a precisesemanticswhich canbe revealedby automaticmethods.
Let 7 denotethelevel of rigor and 498:5 denotea formal methodwith level-of-
rigor 7 . At leastfour differentstylesof 465 canbefoundin theliterature:

* 4<;�=>5 refersto very lightweightformalmethods.* 4?/@5 refersto manualformal methodsthat rely heavily on mathematical
representations.* 4�=�5 arethemostcommontypeof formalmethodsin usetoday. In 4�=>5
testing,programsarewritten usingconventionalmethods,thenautomatic
formalmethodsareusedto debugandrevisetheprogram.* 49AB5 refersto full life cycle formal methodsin which codeis generated
automaticallyfrom largelibrariesof formally provedcomponents.

Beforebeginning, it is importantto note that therearemany methodsof testing
softwareotherthanthoselistedabove(e.g.seetheexcellentdiscussionsin [21, 35]) C .
This chapterfocuseson themethodslistedabove sincewe canpreciselycharacterize
someof their propertiesmathematically.

D�� 0E0<FHGEIKJ �BLNMO�QPSRUT:	�V�����W
0�0 methodsarecharacterizedby randominputsor inputscollectedfrom the en-

vironment. 0�0 testsare cheapto generatesinceanalystsneednot reflect over the
internalcomplexitiesof their systems.Whendesigning0�0 tests,testengineersmake
little or no useof the internaldetailsof a system.Two broadclassesof 0�0 methods
areapproximatetestingandsampling. Testengineersoftenadjusttheeffort associated
with testingusingstoppingrules. Approximatetesting,sampling,andstoppingrules
arediscussedbelow.

Overhalf thischapterdiscusses0�0 since,surprisingly, it turnsout thattherandom
diceof 0�0 testingareanexcellentcost-effectivemethodof detectingerrors. Random0E0 testsareessentialfor analyzingsystemreliability sinceit is goodpracticeto test
outsideof thesituationsdefinedby theanalysts[26, p670]. RandomizedselectionofX

NOTE TO REVIEWERS: looking at theproposedlist of chaptersfor volume2, it lookslike otherrefer-
encesshouldgoherepointingto othervolume2 chapters.
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Text N tests Text N tests
[28] 4..5 [8] Y[Z
[6] 5..10 [17] 8..10
[56] 10 [10] \^] _
[42] 40 [50] 50
[4] 200

Figure 1: Numberof testsproposedby different authors. Extendedfrom a survey
by [10].

testinputsmayuncovererrorsthatcouldbemissedif testingis biasedby theincorrect
assumptionsof theanalysts[32].

Lest this chapteroveremphasises0�0 , it is importantto stressnow that 0E0 tech-
niquesareblind to theinternalstructureof a program.Onceanerroris detectedusing0E0 , thenothermethodssuchas 120 or 465 arerequiredto localizethesourceof that
error.

2.1. `Ea
acbBdfehgjilk�monqp�n�rsm gjtvu
The author’s experiencein the AustralianandAmericansoftwareindustry is that

the final versionof a software systemis often fielded after only a handful of tests
(dozensto hundreds).A literaturereview stronglysuggeststhat this experienceis not
atypical.Forexample,muchof theexpertsystemsliteratureproposesevaluationsbased
on very few testsw ; seeFigure1. Suchsmall testsetscanonly ever beanapproximate
testof asystem.For therestof thissection,weexplorethecasefor approximatetesting.
We will find that in the majority of cases,approximatetestingwill suffice. However,
a mathematicalmodelof approximatetestingsuggeststhat approximatetestingwill
fail at in at least25% of cases. Hence,subsequentsectionswill try to improve on
approximatetesting.

Approximatetestingassumesthat:

1. A systemcanbesampledvia a smallnumberof inputs.

2. This smallsetof inputsmightnot bechosenwith muchcare.

If oursoftwarecontainspathwaystangledlikespaghetti,thenthesetwo assumptionare
clearly inappropriate.However, if softwarepathwaysaresimple,thena few testswill
adequatelyprobeasystemandapproximatetestingis anadequatestrategy.

To seewhenapproximatetestingmightwork, considerthefollowing examplecon-
taining 15 binary variables x�y{z
|�|�|}y ~�y{� . Equation1 tells us that this systemneeds( =�� !��.(.�s���

tests.However, supposethatsystemhasonly oneinput andoneoutput
andpathwayslook like this:

x���z��������E� �� ~��h� � ���[�����H��� � �������@� � �f� �� ���v����� ~¡���¢
Exception:[3] proposeat leastonetestfor every five rulesandaddthat “having moretestcasesthan

ruleswould bebest”.

3



0
20
40
60
80

100

<11 <26 <51 <101<401>401
X=min paths to cover du paths

Y=% modules needing X paths

Figure2: An analysisof hundredsof modulesin a softwaresystem.83%of themod-
ulescouldbefully exploredusinglessthantentests.From[5]

Clearly, notestsarerequiredfor thetopandbottompathwaysincethey areisolated
from systeminputsandoutputs.Further, only asingletestis requiredto cover theonly
pathway that connectsinputsto outputs. If the pathsin mostprogramslook like this
example,thensoftwarecontains

1. A smallnumberof simplei/o pathwaysfrom inputsto outputs,and

2. Largeunreachableregions.

If so,thenany input,selectedat random,thatcanpropagatethroughto any outputwill
testasignificantportionof theusablepartsof thesystem.Hence:

* A smallnumberof suchinputswouldhencebesufficient to testasystem;and

* We canignoreEquation1 andendorseapproximatetesting.

(¤£ + £ + £?¥§¦©¨�ª¬«­ª�®°¯
±v²h³B¨.¨¤´s«­µ�¶>´s«�·'¨.¨�«o´�¸�ª¬¦¹¯
µjº[»fº>¼­µKª¬½Q¾
Thereis muchempiricalevidencefrom theliteraturethatreal-world softwarecom-

prisesmostlysimplei/o pathsandlargeunreachableregions:

* Bieman& Schultz[5] studiedhow many setsof inputsarerequiredto exercise
all du-pathwaysin asystem.A du-pathis a link from whereavariableis defined
to whereit is used. Figure2 shows their experimentalresults.At leastfor the
systemthey studied,in the overwhelmingmajority of their modules,very few
inputsexercisedall thedu-pathways.

* Harrold et.al. [29] studiedhow control-flow diagramsgrow as programsize
grows. A worst-casecontrol-flow graphis onewhereevery programstatement
links to everyotherstatement;i.e. theedgesin graphgrow with thesquareof the
numberof statements.However, for over 4000Fortranroutinesand3147“C”
functions,thecontrolflow graphgrows linearly with thenumberof statements.
That is, at leastin the systemsseenin that study, the programpathwaysform
single-parenttreesandnotcomplicatedtangles.

* Colomb[14] comparedthe inputspresentedto an medicalexpert systemwith
its internalstructure. Basedon the numbervariables� andtheir states� , an
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% coverage
Program Block Decision p-use c-use

TEX 85 72 53 48
AWK 70 59 48 55

Figure3: Coveragereportedby [32, p544]. “Block”= programblocks. “Decision”=
programconditionals. “P-use”= pathwaysbetweenwherea variableis assignedand
whereit is usedin a conditional. “C-use”= pathways betweenwherea variable is
assignedandwhereit is used,but not in aconditional.

analysislike Equation1 madeColombnotethat thatsystemshouldhave � & !
+�,:=�¿ internalstates.However, afteroneyear’soperation,theinputsto thatexpert
systemonly exercised4000states;i.e. in practice,this systemonly neededto
handlea tiny fractionof thepossiblestates( À.,.,�,9ÁÂ+�,Q=j¿ ).

* Avritzer et.al.[2] studiedthe857differentinputsseenin 355daysoperationof
anexpertsystem.Massiveoverlapexistedbetweentheseinputsets.Onaverage,
theoverlapbetweentwo randomlyselectedinputswas52.9%.Further, a simple
algorithmfoundthat26carefullyselectedinputscovered99%of theotherinputs
while 53 carefullyselectedinputscovered99.9%of theotherinputs.

* HorganandMathur[32] notedthattestingoftenexhibits a saturationeffect; i.e.
mostprogrampathsgetexercisedearlywith little furtherimprovementastesting
continues.Saturationis consistentwith programscontaininglargeportionswith
simpleshapesthatareeasilyreachedandotherlargeportionsthataresotwisted
in shape,that they will never be reachable.They reportstudieswith the Unix
report-generationlanguageAWK [1]) andthe word processorTEX [34]. Both
AWK andTEX have beentestedextensively for many yearsby their authors,
with theassistanceof a vastinternationalusergroup. Elaboratetestsuitesexist
for thosesystems(e.g.[34]). Evenafterelaboratetesting,largeportionsof TEX
andAWK werenot covered(seeFigure3).

(¤£ + £ (¤£[»
Ã¤º°´
«{º>µÄª�®°¯
±�²�³B¨�¨f´
«­µ
¶>´
«Å·§¨�¨�«{´�¸.ª¬¦�¯sµÆº^»hº­¼­µÄª¬½:¾
If thesecasestudiesrepresentedthegeneralcase,thenwe shouldhave greatcon-

fidencein the utility of approximatetesting. The averageshapeof softwarecan be
inferredfrom the oddsof reachingany part of the systemfrom randominput. If the
oddsarehigh,thenthepathwaysto thatpartmustbesimple.To infer theseodds,Men-
zies& Cukic [39] assumedthat softwarehadbeentransformedinto a possiblycyclic
directedgraphcontainingand-nodesandor-nodes(e.g.Figure4 wouldbeconvertedto
Figure5). A simplifieddescriptionof their analysisis presentedhere.For reasonsof
space,that simpledescriptionignorescertaindetailspresentedin the full description
of themodel[41] suchasrandomvariables,andtestingfor loops/contradictions.

To computetheoddsof reachingsomepartof aprogramgraph,weneedtools.Our
first tool is thestandardsampling-with-replacementexpressionof Equation2.

Ç ! +�È2É{Ê�+�ÈË7�ÌBÍ Î�Ï (2)
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procedure relax Ð
if tired=="no" AND weekend then Ð gotoMall; gotoParty; ÑÑ

function weekend Ð
return day=="saturday" OR day=="sunday"Ñ

procedure gotoMall Ð
if day=="sunday" then doThisÑ

procedure gotoParty Ð
atParty="yes"

if time>2am then atParty="no"; gotoHome else gotoParty;Ñ
procedure gotoHome Ð

doThatÑ
Figure4: A sampleof proceduralcode.

and
day is
sunday

yes

atParty
is yes

yes
day is
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no
doThis

yes

oryes
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tired
is no

yes

doThat

yes

time is
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time is
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Figure 5: Conversionof the proceduralcodein Figure 4 to a graphcontainingno-
edges(betweenincompatiblenodes),and-nodes(whichmodelconjunction),yes-edges
(which modelvalid inferences),andor-nodes(which modeldisjunctions).And-nodes
areshown asrectanglesandor-nodesareshown asellipses.

or

andyes
atParty
is yes

yes

day is
sunday

yes

tired
is no yes

Figure 6: A programpathway extractedfrom Figure 5 that leadsto “atParty=yes”.
And-nodesareshown asrectanglesandor-nodesareshown asellipses.
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To derive this expression,recall thatan eventwith probability 7 doesnot happen
after

#
trialswith probability Ê�+ÒÈ�7�Í Î . Hence,atprobability Ç , theeventwill happen

with the probability shown in Equation2. This equationassumestestindependence;
i.e. theeffectsof performingonetestdo not affect theothers.

Our secondtool is an averagecaseanalysisof the reachability of programs.As-
sumethat “

� ~ ” numberof inputshave beenpresentedto a graphcontaining� nodes.
Fromtheseinputs,we grow a treeof pathwaysdown to somerandomnodewithin the
graph(e.g., seethe shadedtree in Figure 6). The oddsof reachinga nodestraight
away from theinputsis 7 / !%Ó}Ô

& . Theprobabilityof reachinganand-nodewith x:~����
parentsis the probability of reachingall its parents;i.e. 7�Õ Ô�Ö ! 7 Õ Ô�Ö ×Ó where 7 Ó is
theprobabilitywe computedin theprior stepof thesimulation(and 7 / beingthebase
case).Theprobabilityof reachinganor-nodewith �@Ø{� parentsis theprobabilityof not
missingany of its parents;i.e. 7
Ù Ú ! +9È2Ê�+9ÈS7 Ó Í ÙoÚ × (via Equation2. If the ratio
of and-nodesin a network is x:~��Æ� , thenthe ratio of or-nodesin the samenetwork is+6ÈÛx:~��j� . The oddsof reachingsomerandomnode 7 Ì is the weightedsumof the
probabilitiesof reachingand-nodesor or-nodes;i.e. 7 Ì ! x:~��j��Ü�7 Õ Ô.Ö�Ý �@Øs��Ü�7 Ù Ú .
Wecanconvert 7 Ì to thenumberof tests

#
requiredto be99%sureof find afaultwith

probability 7 Ì by rearrangingEquation2 to:

# ! ���B�ÞÊ�+ßÈà,¤| á�á.Í
�K�B�
Ê +�Èâ7 Ì Í (3)

After 150,000simulationsof this model,thenumberof randominputsrequiredto
be99%sureof reachinganodewereusuallyeithersurprisinglysmallor impractically
large:

* In 55%of theruns,lessthan100randomtestshada99%chanceof reachingany
node.This resultis consistentwith numeroussimplei/o pathways.

* In 20% of the runs, the numberof randomtestsrequiredto be 99% sureof
reachingany nodewasbetweenonemillion and +�,:=�¿ . This result is consistent
with largeunreachableregions.

In theremaining25%of cases,systemsneededbetween10,000and1,000,000random
teststo beprobedadequately. In theseremainingcases,a few approximatetestswould
beinadequateto probea system.

Thegoodnews from this simulationis that for mostsystems( ã�ã Ý ( ã !�� ã.ä ), a
smallnumberof testswill yield asmuchinformationasanimpossiblylargenumberof
tests.For thesesystems:

* Thereis nopointconductinglengthyandexpensivetestingsincealimited testing
regimewill yield asmuchinformationasanelaboratetestingprocedure.

* Approximatetestingis anadequatetestregime.

Thebadnewsfrom thissimulationis twofold. Firstly, theMenzies& Cukicmodel
is anaverage-caseanalysisof therecommendedeffort associatedwith testing.By def-
inition, suchanaveragecaseanalysissayslittle aboutextremecasesof highcriticality.
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Hence,our analysismustbeusedwith careif appliedto safety-criticalsoftware.Sec-
ondly, accordingto thismodel,approximatetestingis inadequatein at least25%of the
spaceof systemsexploredby Menzies& Cukic. Hence,for those25%of systemsand
for safety-criticalsystems,weneedalternativesto approximatetesting.

2.2. å�kfi�a�æçgjtvu
Onealternative to approximatetestingis statisticalsampling.Statisticalsampling

theoryprovidesmethodsfor assessingsystemsusingfar fewer teststhanproposedby
Equation1. Thissectionwill discusstwo examplesof sampling.Thefirst examplewill
uset-testsandthesecondexamplewill usethesampling-with-replacementequation.

The advantageof thesesamplingtechniquesis that unlike Equation1, sampling
techniquesarenoteffectedby thesizeof thesystem.Thenumberof testsrecommended
by Equation1 grows exponentiallyas the systemsizegrows. However, the number
of testsrecommendedby (e.g.) Equation3 (seebelow) is only effectedby required
reliability.

Thedisadvantageof thesesamplingtechniqueswasstatedabove.Onceanerrorhas
beendetectedusingcheap0�0 techniques,thenothermethodssuchas 120 or 465
mayberequiredto localizeandfix theerror.

(¤£ (¤£ + £6²
¯s¦�¨
±èª¬½:¾êév¼­ª¬½Q¾Ë»vë�»hº­¼­µK¼
Using statisticalt-tests,a surprisinglynumberof testscan certify even complex

systems.Thismethodwill bepresentedby example.
A mere40 testswasrequiredto assessanexpertsystemthatcontrolleda complex

chemicalplant(125kilometersof highly inter-connectedpiping) [42, 40]. Thegoalof
thatassessmentwasto testthat theexpertsystemwasat leastat goodashumanoper-
atorsin runningthe plant. In thatdesign,theexpert systemandthe humanoperators
took turnsto run theplant.At theendof a statisticallysignificantnumberof trials, the
meanperformancewerecomparedusinga t-test. Let � and ~ bethenumberof trials
of expert systemand the humanexpertsrespectively. Eachtrial generatesa perfor-
mancescore(time till unusualoperations):ì = . . . ì¹í with meanî 8 for thehumans;
andperformancescoresï = . . . ï Ô with meanî�ð for theexpertsystem.Weneedto find
a ñ valueasfollows:

ñ ! òsó ; ò
ôõ ö�÷óøúù
ö ÷ôû where ��A8 !ýü�þ 8BÿÆ; ò ó�� ÷í ;�= and ��Að ! üÞþ ð ÿ ; ò
ô � ÷Ô ;Þ= |

Let x bethedegreesof freedom.If ~ ! � ! ( , , the x ! ~ Ý ��È ( ! ���
. We

rejectthehypothesisthatexpertsystemis worsethanthehuman(i.e. î 8 � î ð ) with
95%confidenceif ñ is lessthan( È ������� /�	 
{� ! È9+.| � À:ã ).

(¤£ (¤£ (¤£6²
¯s¦�¨
±èª¬½:¾���ª¬µ¬Ã�
©ºj¨�±}¯.®{º�¦¹º>½hµ
Anotherstatisticaltechniqueis to usethe sampling-with-replacementequationof

Equation3. In thisapproach,it is assumedthatsystemsneedonly betestedtosomepre-
specifiedlevel of reliability; e.g. a probabilityof failureon demandof +�,�;�
 . Further,
it is assumedthat testsare selectedat randomand a single test doesnot effect the
resultsof theothertests.Giventheseassumptions,thenwecanusethesampling-with-
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Figure7: Chanceof findinganerror= +ÞÈ�Ê +ÞÈ��
x � � ��Ø � Ø
x ��� Í���������� . Theoretically, 4603
testsarerequiredto achievea99%chanceof detectingmoderatelyinfrequentbugs;i.e.
thosewhichoccurat a frequency of 1 in a thousandcases[27].

replacementexpressionof Equation3 toassessthecost-benefitcurveof randomtesting.
Considerasearchfor amoderatelylow-frequency eventsuchasone-in-a-thousand.For
this system,7�Ì ! ,¤| ,�,¤+ andEquation3 tell us that4603randomlyselectedtestsare
requiredto be99%certainthatwe will revealthatevent. To computeothertestssizes
usingsampling-with-replacement,seeFigure7.

2.3. åcmod.a
a�gjtvu�����æ n.r
Thediscussionsofarhasassumedthatthenumberof testsissomehow pre-specified

andfixed. In practice,testengineersoftenusestoppingrules to adjustthe time spent
in testing. Threesuchstoppingrulesarereliability certificationtestingandbayesian
stoppingrules, andfault-basedtesting.

(¤£ �f£ + £�
©º�±èª�¯��>ª¬±èª¬µ�� �Òº�«­µKª !§®{¯sµKª�´s½Û»hº>¼°µÄª¬½:¾
Certificationtestsusingreliability demonstrationchartshave beenintroducedby

Musa, Iannino and Okumoto [46]. They are basedon sequentialsamplingtheory,
which is very efficient in thesenseof giving theresult(reliability certification)at the
earliestpossibletime, i.e.,smallestpossiblenumberof tests.

A reliability demonstration chart is shown in Figure8. Thereare threeregions
on the chart: reject, testandaccept. A failure is plottedto the chartwhenit occurs
duringrandomtestingin which testsareselectedaccordingto theoperational profile
(an operationalprofile is a statementof what input valuesareexpectedat runtime).
The vertical axis on the chart denotesthe failure number, while the horizontalaxis
denotesnormalizedoccurrencetime (for example,occurrencetime multiplied by the
failure intensityobjective). Dependingon wherethe failure is plottedwith respectto
thegraphregions,testingis stopped(with theprogrameitheracceptedor rejected)or
continued.

The numberof testsrequiredfor reliability certificationtest in this techniquede-
pendson the positionof the lines betweenreject,continueandacceptregions. Their
exactpositionwill dependon

9



Reject

Cont.

Accept

Normalized
Time to
Failure

Failure
Number

Figure8: Thereliability demonstrationchart.

* Thediscriminationratio,or theerrorin estimatingfailureintensityoneis willing
to accept.

* Theconsumerlevel of risk, or theprobabilityoneis willing to acceptof falsely
sayingthefailureintensityobjectivehasbeenmetwhenit is not.

* Thesupplierlevel risk,or theprobabilityoneiswilling to acceptof falselysaying
thefailureintensityobjectivehasnot beenmetwhenit is.

Whenrisk levelsand/orthediscriminationratio decrease,thecontinueregion be-
comeslarger. This situationrequiresmore testingbeforereachingeither acceptor
rejectregion.

Thismethodis apracticalversionof astoppingrule,basedontherequiredsoftware
reliability. It hasseenits applicationin telecommunicationsindustry. For the details
of how to setappropriatelevelsof risksanddiscriminationratio, interestedreadersare
encouragedto look for statisticaldetailsin [47].

(¤£ �f£ (¤£#"Å¯$��º>¼°ª�¯s½ ²�µÆ´°¨�¨
ª¬½:¾�
Å³�±}º­¼
Whensafetycritical systemsaretested,the usualgoal is to achieve certainlevel

of confidencethat the predefinedlevel of reliability hasbeenachieved. Recall that
Equation2 saidthat Àfy � , � successfultestsareneededto have99%confidencethatthe
probabilityof failure is indeedlessthanor equalto +�,¤; � . However, this modeldoes
notaddressthequestionof whathappenswhenfailuresoccurduring those4,603tests.
Supposea failure is detectedat test3,500. A commonsenseapproachwould require
fixing thefault thatcausedthefailureandtherepetitionof reliability certification,i.e.,
in this specificcase,runningall Àhy � , � testsagain.However, sincefailureoccurrences
in randomtestingarerandomevents,debuggingmaynotbenecessary. In otherwords,
programmayactuallybeexhibiting therequiredreliability, eventhoughit hadfailed.

Theproblemis how many additionaltestsneedto beexecutedsuccessfullyfollow-
ing oneor morefailures,to beableto certify requestedreliability withoutdebugging.

LittlewoodandWright [36] proposedonesolution,basedon Bayesianstatistics:

10



1. At the startof thecertificationtest,compute~ = , the numberof failure freeex-
ecutionsfor the certificationtest to succeedandstop. This figure might come
from Equation2.

2. Executethe testcases.If all ~ = executionssucceed,stoptestingandsoftware
reliability canbecertifiedat therequiredlevel. Otherwise,a failureis observed
at execution

� = andtestingstops.

3. In thelight of evidenceof onefailurein
� = executions,anumberof furtherfailure

freeexecutions,~ A , where~ A#% ~ = , is determined.

4. Testexecutionsproceedandeither ~ A executionssucceed(andreliability certi-
fied),of a failureis observedon demand

� = Ý � A . In thelatercase,steps3 and4
keepbeingrepeated.

Notethatif theprogramdoesnothavetherequiredreliability, testingmaycontinue
forever. In a sense,this techniqueis similar to Musa’s reliability certificationcharts,
but thereasoningthatleadsto acceptor continuetestingdecisionsis different.

Stoppingrulesproposedby Littlewoodet. al. [37] arebasedonBayesianstatistics.
Assumethat target reliability level for a programis +B,�; � , denotedby � / . Testingbe-
ginswith anignoranceprior probabilityof failure & , meaningthat & is equallylikely
to assumeany valuebetween, and + . As successfultestsareexecuted,followed by
observed failures,the prior informationchangesto reflect theseobservations. These
observationsareincorporatedin aBetadistributionwith appropriatevaluesfor its two
parameters.Whenever a failure occurs,in additionto an updateto prior distribution
of failureprobability, theadditionalnumberof successfulteststhatindicateaposterior
distribution confirmingthe target failure probability, � / , is computed.Readersinter-
estedin understandingthedetailsof this approachareencouragedto read[36, 37,16].

(¤£ �f£ �f£#'�¯
³�±èµÄë("©¯
¼�º�)Ë»fº>¼­µKª¬½Q¾
Software fault injection is the processof physicallyinjecting a fault into the pro-

gram.Fault seedingis a statisticalfault injectionmethodusedto estimatethenumber
of faultsremainingin theprogramafterthetestinghasbeenperformed[44]. Let 5 de-
notetheknown numberof injectedfaults,

�
thetotalnumberof faultsdetectedthrough

testing,and � thenumberof injectedfaultsdetectedby testing( �+* �
and �,*Û5 ).

Under the assumptionthat both injectedand inherentfaults areequally likely to be
detected,anestimateof thenumberof inherentfaults

#
is

# ! 5
� Ê � Èâ�^Í­|

Stoppingrulesdependon thetypeof theprogramundertest.Typical rulesrequire
thatbetween80%and100%of theinjectedfaultsaredetectedby blackbox testing.

Mutation analysisis a techniquesimilar to fault seeding[18]. Multiple copiesof
theprogramaremade,andin eachcopy, oneor morefaultsareinjectedusingoneof the
mutantoperators.Mutantprogramcopiesaretestedwith input datasets.Thegoalof
mutationanalysisis to determinewhichdatasetis ableto detectthechanges.Mutation
analysisinspiredJeff Voasandhis colleaguesto estimatethe conditionalprobability
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that,givena fault in theprogramlocation,thedatastatebecomesinfectedandresults
in incorrectoutputs. Systematicgenerationandinjection of faultsinto differentpro-
gramlocations,combinedwith measurementsof the above mentionedprobability, is
calledsensitivityanalysis[55]. Further, Voasdeclaresthatin orderto achieve testable
software, one needsto perform sensitivity analysisand go back to the specification
anddesignphaseandchangethe insensitive programlocations,that is, thosewhich
areresponsiblefor notpropagating(injected)faultsinto failures.Alternatively, instead
of redesign,moretestingeffort canbedirectedtowardsprogramsegmentswith lower
testability. No stoppingruleshavebeendefinedfor sensitivity analysistesting.

Nowadaysit is generallyagreedthatfaultbasedtestingdoesnotprovideaninsight
into how goodthecodeis perse. It ratheranswers“what if ” scenariosby simulating
humanfactorerrorsandenvironmentfailures.Whensafetyis of concern,fault-based
methodscanbeausefulcomplementto reliability assessmentbut cannotreplaceit. The
maindrawbackof fault-basedtestingfor thereliability assessmentis thequestionable
(oversimplified)representativenessof injectedfaults.-v� 120�F/. V�� 	�T G �QP10§TQW�	B���32

120 partitiontestingis a testingregimewhere,unlike 0�0 , analystshaveinforma-
tion aboutwherethey shouldlook to repairafailedtest.In 120 testing,analystsreflect
over theinternalsof aprogramto inventtestinputsthatexercise3 differentpartitions
within aprogram.Partitionsdivideuptheprogram’sbehavior into equivalenceclasses.
Eachclassrepresentsoneinterestingbehavior of thesystem.For example,oneequiva-
lenceclassmight relateto anincorrectpassword beingofferedat a login prompt. 0E0
testingmight testthatpromptagainandagainwith hundredof combinationsof differ-
entcharacterstrings.Thesametestdevelopedusing 120 methodsmight requireonly
two tests:onefor acorrectlogin password andonefor anincorrectpassword.

Since 120 testslet us examinethe internalsof a program,they can be usedto
definestoppingrulesfor a test regime. An often usedcriteria is coverage; i.e. stop
testinga systemwhenwe have coveredall partsof it. Variouscoveragecriteriahave
beendefinedsuchas

* Exerciseall linesin theprogramat leastonce.

* Checkthatall conditionalshavebeenusedat leastonce.

* For everyconditionalbranch,ensurethatbothbrancheshavebeenexercised.

* Ensurethatall pathwaysbetweenwhereavariableis setandwhereit is usedare
covered. This coveragecriteria hasbeenfurther divided accordingto how the
variableis used;e.g.usedin a conditional,usedoutsideof aconditional.

For example,theModifiedConditionDecisionCoverage(MC/DC) criterionis very
frequentlyby softwaretestersin theaviation industry[51] for softwarebasedairborne
systems.In this specificenvironment,a 100%coverageis required.

Oneof thebenefitsof 120 shouldbethatanalystscanusetheir expertiseinto the
processof finding errors. A commonpre-experimentalintuition is that this expertise
greatlyincreasesthe chancesthat 120 will find moreerrorsthan 0E0 . However this
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turnsout not to be the usualcasefor threereasons:incompletecoverage, partition
creationanddetectioneffectiveness(discussedbelow). In general,120 is not better
than 0E0 at detectingerrors. However, therealwin with 120 is that it is muchbetter
than 0�0 at locatingerrors oncethey havebeendetected.

3.1. 4�t65@dhi�acæ n:m{n87�d:9¤n.bBk�u�n
Coverage-based120 testingcan be an inadequatetestingstrategy. Fenton[22,

p302] reportsthat even when we try to explore the entire spaceof a program,the
averagereachable“objects” (paths,linearly independentpaths,edges,statements)is
only 40% at most. Someevidencefor Fenton’s claim wasseenin Figure3: even in
mature,well-testedsystemsin frequentuse,coveragemaybefar lessthan100%.

Demandingfull coveragecanbe prohibitively expensive. While MC/DC is less
demandingthanfull branchconditioncoverage,it presentsa hugecostoverheadfor
largeavionicssystems.Boeingestimatesthat40%of thesoftwaredevelopmentcosts
for the777werespenton testing.Hence,testingto this standardhasbecomea major
costdriver in thedevelopmentof new aircraft; .

Also, even if full coverageis achieved,coverageonly commentson the structure
of thecode,andhencemaynot uncoverproblemsassociatedwith missingor incorrect
requirements.Nor cancoverage-based120 uncoversystemicproblemsto do with the
interactionbetweencomponents.Other techniquessuchas 0�0 are requiredto find
thesesystemicproblems.

3.2. <6bBd>=.æ n.iâr ??g�mA@�<Ekhb.m g�m�g dhtB7Åb@nBk�m g dft
Creatingthe 3 partitionsusedin 120 testingis a non-trivial task. An analyst

mustmentallyconsiderhow all inputswould flow into a systemandpasttheprogram
conditionals. If the programflows arepusheddeepinto the system,thenthe analyst
will havea hardtaskensuringthattheflows areinternallyconsistent.Automatictools
couldbeusedto build thepossibleflows throughaprogram.

Suchautomatictoolswould facetwo problems.Firstly, they wouldhaveto execute
over accuraterepresentationsof a system. Sucha representationcould comefrom
either the specificationdocumentsor the actualsystem. If the specificationis used,
thenexperiencestronglysuggeststhatit will containnumerousinaccuraciesthatcould
confuseour automatictools. If theactualsystemis used,thena call graphwould have
to be extractedfrom the code. Generatinga correctcall graphis problematic. For
example,Murphy et. al. cautionthat in languagesthat supportpointer to arbitrary
constructs,then the problemis fundamentallyintractable[45]. Dif ferent call graph
generatorstamethiscomputationalproblemvia avarietyof heuristicdesigndecisions.
Theseheuristicsalter the call graphsgenerated.For example,Murphy et. al. report
significantdifferencesin thegraphsproducedby differentcall graphgenerators[45].

Theotherproblemwith automaticpartitioningis that it canbevery slow. Gabow
et.al.[24] showedthatbuilding pathwaysacrossprogramswith contradictionsis NP-
completefor all but thesimplestsoftwaremodels(a softwaremodelis very simpleifC

Thetotaldevelopmentcostfor theB777was$5billion. Approximatelyhalf of this wassoftwaredevel-
opment;henceroughlyabillion dollarswerespentonsoftwaretesting.
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it is very small,or it is a simpletree,or it hasa dependency networkswith out-degree*�+ ). No fastandcompletealgorithm for NP-completetaskshasbeendiscovered,
despitedecadesof research.

3.3. D[n:m{nE5:m g dftGF6HúnI5:m�gJ9¤n.tÒn�r
r
Theotherproblemwith 120 is detectioneffectiveness. Thechancesof detectingan

errorwith 120 probingis nearlythesameaswith 0E0 [27]. This is acounter-intuitive
resultbut it is simpleto demonstrate.Let us assumethatour 3 partitionseachhave
a differentprobability 7LK of detectinganerror. Clearly, thechancesof finding all the
errorsin all thepartitionsafter

# K testsin eachpartitionis

+�È
MONPKRQ = Ê�+�ÈË7LK.Í ÎTSEU (4)

120 canbecomparedto 0E0 if wecompareEquation4 with theprobabilityof finding
anerrorwith probability 7�Ì after

#
randomblackbox tests;i.e. Equation2. To make

thecomparisonmeaningful,we shouldinsist that the total numberof testsperformed
is the same;i.e.

# !WV NKRQ = # N . [27] performsa lengthycomparisonof the ratio
of Equation4 to Equation2 usingvariousrelationshipsbetween7LK and 7�Ì . In the
overwhelmingmajorityof theirstudies,thisratiowasnearlyalwaysverycloseto unity;
i.e. 120 wasnot muchbetterthan 0�0 at detectingerrors.

Thisbizarreandsurprisingresulthasbeenduplicatedmany times(seetheliterature
reviewsin [27, 26]). In only two caseshasit hasbeenrefuted:

* In thespecialcasewhereall inputsareequallylikely, thenit canbeshown that120 using 3 partitionscan be up to 3 times better than 0�0 at finding er-
rors [26]. However, giventhehigh costof creatingthe 3 partitions,a factorof3 improvementin theutility of 120 is not overly impressive.

* Supposea programmerrepeatedlycommentsout out half the remainingcode
until anerrordisappears.In effect, thisprogrammeris performingabinary-chop
partitioningstrategy to createapartitionwith anincreasedchanceof holdingthe
error. In this case,7�K would increaseto a valuemuchlarger than 7�Ì and 120
becomesa viable testingregime. That is, while 120 may be not muchbetter
than 0E0 for detectingerrors,it is superiorfor localizingerrorsoncethey have
beendetected[27].X�� 465UFZY �h�I[ J¤I RUT:	BV�����W

The picture emerging hereis that 120 augments0�0 methods. We saw above
that 0E0 methodscan be surprisinglyuseful at detectingerrors,but may give little
assistancein solving the detectederrors. On the otherhand,the costsof 120 may
not bejustifiedgivenits relatively weakerrordetectionproperties(comparedto 0E0 ).
Nevertheless,120 is betterthan 0�0 at localizingthesourceof anerror.

Extendingthe picture, we say that 465 testingaugments120 and 0�0 meth-
ods. 465 combinesa powerful first-orderquerymechanismfor detectingerrorsand
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a methodfor finding thecauseof theerror. Theoretically, far fewer 465 testsarere-
quiredthanwith 0E0 and 120 , sincea single 465 first-orderqueryis equivalentto
many 120 or 0E0 testinputs[38]. Further, matureandhighly optimizedtoolsexist for465 testing.

As we shallseebelow, thebenefitsof 465 comeat considerablecost. Oftenonly
smallcritical sectionsof systemscanbetestedusing 465 . [38] arguethat 465 should
beviewedasonemethodin a spectrumof testingregimes.Sinceformal methodscan
only beappliedto asmallpartof asystem,465 shouldbeproceededby cheaperforms
of testingsuchas 0E0 and 120 to identify theimportantpartsof a system.

4.1. `\=Bd]��m�465
In 465 , we write a systemtwicê . Oncea programor specificationis understood,

we write its againin a high-level formal representation.This representationcontains
theessentialfeaturesof thespecification.Therepresentationis formal in thesensethat
all its constructshave a precisesemanticswhich canbe revealedby automaticmodel
checkerssuchasSPIN[30].

A formal modelhastwo parts:a systemsmodelanda propertiesmodel. Thesys-
temsmodeldescribeshow the programcanchangethe valuesof variableswhile the
propertiesmodeldescribesglobalinvariantsthatmustbemaintainedwhenthesystem
executes.Often, a temporallogic is usedto expressthe propertiesmodel. Temporal
logic is classicallogic augmentedwith sometemporaloperatorssuchas_ ì : always ì is true` ì : eventually ì is true,a ì : ì is trueat thenext timepointìcbêï : ì is trueuntil ï is true

For example,thesimplepseudo-Englishrequirement“the brake shouldalwaysbe
appliedbetweenseeingthe dangerandthe car stopping”might be written asthe fol-
lowing propertiesmodelin temporallogic:d�eJegf$hjilkjmRnpo�qrmrmRitsvuwegx�hynzo�q�{�|A}�~�st� egx�hyn�o�q�{�|A}�~J~� eg��n�hj��m�oO|�i���egx�hyn�o�q�{�|A}�~J~J~

Modern model checkers searchthe systemsmodel for a methodof proving the
negationof thepropertiesmodel.If successful,thenthesemodelcheckerscanreturna
counter-examplethatdescribesexactly how thesystemsmodelcanfail. Analystsfind
thesecounter-examplesveryusefulin tracingout how thecausesandfixedfor a bug.

4.2. p�@�n�7�dhrsm r dE�ú465
The threecostsof 465 are the writing cost, the running cost, and the rewriting

costs. The writing costhastwo components.Firstly, thereis a shortsupplyof ana-
lystsskilled in creatingtemporallogic models.Secondly, evenwhenanalystswith the
right skills areavailable,thewriting processis time-consuming.In recentyears,much
progresshasbeenmadein reducingthis writing cost.For example:

* In the KAOS system[54], analystswrite a propertiesmodelby incrementally
augmentingobject-orientedscenariodiagramswith temporallogic statements.�

Exception:see����� , discussedbelow.
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Potentially, this researchreducesthe costsof formal requirementsanalysisby
integratingthewriting of thepropertiesmodelinto therestof thesystemdevel-
opment.

* Dwyeret.al.[19, 20] haveidentifiedtemporal logic patternswithin thetemporal
logic formulaeseenin many real-world propertiesmodels.For eachpattern,they
havedefinedanexpansionfrom theintuitivepseudo-Englishform of thepattern
to a formal temporallogic formulae.In this way, analystsareshieldedfrom the
complexity of formal logics.

Anothersignificantcostof 465 is therunningcostof modelchecking.A rigorous
analysisof formal propertiesimplies a full-scalesearchthroughthe systemsmodel;
i.e. Equation1. This spacecanbetoo largeto explore,evenon today’s fastmachines.
Much of the researchinto 465 focuseson how to reducethis runningcostof model
checking.Varioustechniqueshavebeenexplored:

Abstraction or partial ordering: Only usethepartof thespacerequiredfor apartic-
ularproof. Implementationsexploiting this techniquecanrestrainhow thespace
is traversed[25, 43], or constructedin thefirst place;e.g.[23, 52].

Clustering: Divide thesystemsmodelinto sub-systemswhich canbereasonedabout
separately[13, 57,11,48].

Meta-knowledge: Avoid studyingtheentirespace.Instead,only studysuccinctmeta-
knowledgeof thespace.Oneexampleusedaneigenvectoranalysisof thelong-
termpropertiesof thesystemsmodelunderstudy[33].

Exploiting symmetry: Provepropertiesin somepartof thesystemsmodel,thenreuse
thoseproofsif ever thosepartsarefoundelsewherein thesystemsmodel[12].

Semantic minimization: Replacethespacewith somesmaller, equivalentspace[31]
or orderedbinary decisiondiagrams[7]. For example, the BANDERA sys-
tem [15] reducesboth the systemsmodelingcost and the executioncost via
automaticallyextracting (slicing) the minimum portionsof a JAVA program’s
bytecodeswhich arerelevantto particularpropertiesmodels.

While the above tools have all proved useful in their testdomains,they may not be
universallyapplicable:

* Certainoptimizationsrequireexpensivepre-processing,suchas[33].

* Exploiting symmetryis only usefulif thesystemunderstudyis highly symmet-
ric.

* Clusteringgenerallyfails for tightly connectedmodels.

* Splicingsystemslike BANDERA arevery languagespecific.BANDERA only
worksonimplementedJAVA systemsandnot for (e.g.)specificationdocuments.

Dueto thehigh runningcosts,acommoncycle is to:
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1. Write a formalmodel,

2. Try to run it,

3. Realizethatit is too largeto checkformally,

4. Try to shrinkthemodelit by rewriting it at somehigherlevel of abstraction.

That is, apartfrom thewriting costandthe runningcost, theothercostof 465 is the
rewriting cost.

In summary, oftenonly smalldescriptionsof systemscanbeformally tested.Anec-
dotally, we know of onecasewheretheinvariantsfrom 30 JAVA classestakes1GB of
mainmemoryto checkformally, evenusingastate-of-the-artautomaticmodelchecker.
Testinglargersystemsmaynotbetestableusing 465 sincesuchlargersystemswould
requireexponentiallymorememorythan1GB.Consequently, in thegeneralcase,clas-
sic formal methodsdoesnot reducethe effort of testinga system. However, for the
thekernelof mission-criticalor safety-criticalsystems,the largecostof 465 is often
justified.

4.3. åcm��hæ n.r¡dI�v�Òdhb�ilk�æp�Un:m�@�d��hr
The previous sectiondescribedtraditional 465 . We denotethis traditionalstyle4�=�5 anddistinguishit from otherstylessuchas 4<;Þ=�5 or lightweightformal meth-

ods; 4?/B5 or manualformalmethods; and 49AB5 or full life cycleformalmethods. The
index 7 in 498.5 denotesthe level of rigor andeffort requiredto apply that style of
formalmethodstesting.

One exampleof lightweight formal methods( 4<;Þ=>5 ) is the work of Schnieder
et.al.[52]. In this lightweightapproach,a modelchecker wasusedto describea sys-
tem. However, only partial descriptionsof the systemsandpropertiesmodelswere
constructed.Despitetheir incompletenature,Schneideret.al. found thatsuchpartial
modelscouldstill detectsignificantsystemserrors.

Leveson’swork onsoftwarefaulttrees(SFT)[35] isanexampleof anultra-lightweight
formal method.SFTshave a fully formal semantics.Yet they arelightweight to con-
struct sincethey are typically very small. For example,the SFT for an if-then-else
statementhasonly a few entriessinceif-then-elseis a simpleconstruct.Levesonet.al.
heuristicallyapplieda library of SFTsto proceduralcode.They arguethatSFTsfound
asmany errorsin lesstime thana traditional 4 = 5 analysis.Note that this resulten-
dorseseither the utility of 4<;Þ=�5 or our above argumentthatapproximatetestingis
oftenanadequatetestingregime.

Manualformalmethods( 4?/�5 ) impliesthemanualconstructionandmanipulation
of intricatemathematicaldescriptionsof a systemsmodelwritten in (e.g.) the Z no-
tation. Due to the manualnatureof 4?/
5 , it canonly be appliedby highly skilled
analyststo verysmalldescriptionsof programs.4�=>5 was discussedin the previous section. 4�=�5 can be criticized for being
appliedtoo latein thesoftwarelife cycle. Suchcritics rhetoricallyask

“Why debug anincorrectsysteminto correctness?Would it not bebetter
to build demonstrablycorrectsystemsin thefirst place?”
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Advocatesof this write-it-right 49A�5 approachbuild systemsfrom librariesof com-
ponents.Automaticrefinementmethodsspecializeandcombinemembersof thecom-
ponentlibrary into anexecutable[53, 9]. Knowledgeabouttheparticularapplication
beingconstructedis usedto constrainandinform therefinementprocess.

The dreamof 4 A 5 is that systemswill never needtestingsincethereweregen-
eratedfrom componentsthat have beenformally proved correctusingan automatic
refinementmethodthathasalsobeenprovedcorrect. The reality of 49A�5 is that the
technologycurrentlyavailablefor automaticgenerationis notperfect.While refininga
singlecomponentmaymaintainthecorrectnessof thatcomponent,whencomponents
combineit is not clearthat correctnesscanbe guaranteed.Also, the costof building
andmaintainingthe library of formally proved componentsis non-trivial. Extensive
andelaboratemathematicalannotationsmustbeaddedto eachcomponentin orderto
supportproving it’s correctnessand combiningit with other components.An open
questionfor 49A�5 researchis “will thebenefitsof 49AB5 beout-weightedby thecost
of developingthecomponentlibrary?”.�����v�3[�[ J �I�

We have explored how many testsit takes to certify software. Testshave been
characterizedassamplesof the spaceof possiblepathwayswithin a program. Such
pathwaysclumptogethervariablesandany probeinto thatclumpwill yield information
abouttheentireclump.Hence,therequirednumberof testsneednotbeexponentialon
programsize.

A systemcanbetestedapproximatelywhena few randomlyselectedprobesfinds
mostof theclumps.Thisdoesnothappenwhentheinternalpathwaysaretoocomplex
to condenseinto a smallnumberof clumps.Basedon a simulationof reachingnodes
in anand-orgraph,it wasarguedabove thatsuchoverly-complex pathsoccurat least
25%of thetime. Hence,approximatetestingcannotbeendorsedfor safetycritical and
missioncritical systems.

To improve on approximatetesting,we thenexploring sampling.Given a known
requiredlevel of reliability, thenEquation2 canreturnthenumberof requiredrandom
tests. For even moderatelevels of reliability (e.g. find all faultswith a frequency of
one-in-a-thousand),thenthousandsof testsmay be required(Equation2 saysthat at7¤Ì ! +�, ; � , 4603randomtestsarerequiredto be99%certainof finding thefault).

Whensampling,testengineersoftenusefeedbackfrom the testresultsto control
whento stoptesting.Threestoppingcriteriadiscussedherewerereliability certification
testing,bayesianstoppingrules,andfault-basedtesting.

An alternative to randomblackbox probingof a systemis white box partitioning.
White box testingallows ananalystto useknowledgeof internalprogramstructureto
definetestcasesandstoppingcriteriabasedon systemcoverage.However, thereany
severaldrawbackswith whitebox testingincludingincompleteor expensivecoverage,
thecostof creatingaccuratepartitions,andthecomparativeeffectivenessof whitebox
testing. Comparedto randomblack box probing,white box testingis no betterthan
detectingerrors but is superiorat localizingerrors.

Formal methodscanfind errorswith far fewer teststhanwhite box or black box
methods.Further, whenan error is detected,formal methodmodelcheckerscanre-
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turn a counter-exampleshowing exactly what mustbe changedto prevent the error.
However, thebenefitsof formal methodscomeat considerablecostincludingthecost
of writing the formal model(analystsskilled in formal analysisarein shortsupply),
runningtheformalmodel(which, in theworstcase,hasto run throughanexponential
numberof statesin the program),andthenrewriting the model if we needto reduce
its sizeandassociatedruntimecost.Much researchhasbeendevotedto reducingthese
costsbut, for themoment,formalmethodscanonly besuccessfullyappliedto smallde-
scriptionsof systems.Hence,it is goodpracticeto precedeformalmethodswith other,
cheaperandlesscompletetestingregimes,in order to focusthe analysison relevant
portions.

This chapterrevieweddifferentstylesof formal methods.It is anopenquestionif
thesedifferentstyleswill changethe way we useformal methodsin the future. For
example,full life cycle formal methodscould remove thebugsbeforewe insertthem
into our systems. However, this approachcomeat considerablecost. Lightweight
formalmethodsareanotherexciting alternativestyleof formalmethods.However, it is
possiblethat“lightweight formalmethods”arereally justasynonym for “approximate
testing”; i.e. any testingregime (lightweight formal methodsor randomblack box
testing)will quickly revealmany bugs.� ��L������ I TQ�32hT�[êTQ�
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