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1 INTRODUCTION
How doweassessthemaintainabliltyof oursystems?Given
the infinity of parameterswe could extract from our pro-
grams,what is the leastwe mustcollect to tell us the most
aboutmaintainablilty? To answerthis question,we offer a
theoreticalmodel of maintenanceeffort. We will assume
that:� Oneof themaincostof maintenanceis continualretest-

ing. Testingwill be characterizedas the construction
of pathways that reach from inputs to someinterest-
ing zoneof a program. This zonecould be a bug or
a desiredfeature.In this reachability view, thegoalof
testingis to show thata testsetuncoversno bugswhile
reachingall desiredfeatures.� A systemis hardto maintainif it is hardto test; i.e. if
thereachabilityoddsarelow. In thisview, easymainte-
nanceis impossiblewithout easytestingandeasytest-
ing is impossiblewithouteasyreachability.

After building andsimulatinga modelof systemreachabil-
ity, we will usea sensitivity analysisto find the graspof a
program;i.e. the key parametersthat are the main drivers
thatchangesystemreachability. In this article,we show that
this reachabilitydistribution hassteepclif fs and wide low
plains. Choicesmadeby the systemdesignercanchangea
program’s graspanddrive thesystemover theclif fs. Other
choicescan keep the systemon the low plains where the
probabilityof detectingfaultsusingcheapblack-boxprobes
is veryhigh.

The restof this article is structuredasfollows.
�
2 setsout

somegeneralbackgroundto this work.
�
3 describesour

reachabilitymodel.
�
4 showstheoutputfrom thatmodeland

uncoversthe parametersthat definea program’s grasp.
�
5

usesaliteraturereview to arguethatourreachabilitymodelis
producingsensibleresults.

�
6 discussestheuseof themodel

to avoid thereachabilityclif fs.
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2 PREAMBLE
We begin by noting two limitations to this analysis. This
paperpresentsan average-caseanalysisof reachability. By
definition,suchanaveragecaseanalysissayslittle aboutex-
tremecasesof high criticality. Hence,this approachis only
applicablein situationswherecost-cuttingin software as-
sessmentis justified. That is, our analysisis not applicable
for safety-criticalsystems.Also, this analysisonly detects
whenmaintenanceis hard. It is silenton whenmaintenance
is easy. For example,a systemwith easyreachabilitymay
still behardto maintainif, say, theprogrammingteamkeeps
changing.

Ouranalysisof cost-effectivetestingassumesrandomtestin-
puts.Therestof this sectionexplainswhy we make thatas-
sumption.We startwith Equation1 thatcomparesthestart-
up costsrequiredfor differenttestingprocedures[15].�������	��
����������� ������������� �"!

(1)

Black-box(BB) methodsarethecheapest:input setscanbe
quickly built usingautomaticrandomselectionof data(pos-
sibly from an operationalprofile). White-box(WB) testing
costsmore than black-boxto define: analystsmust reflect
overtheinternalsof aprogramto inventtestinputsthatexer-
cise # differentpartitionswithin a program.Formalmeth-
ods(FM) areby far themostexpensive since,after thepro-
gramor specificationis understood,we mustwrite its repre-
sentation.This formal representationcontainsthe essential
featuresof thespecification.It is a formal model;i.e. all its
constructshaveaprecisesemanticswhichcanberevealedby
automaticmethods.Building formal representationis time-
consumingand,in thecaseof automaticformalmethodslike
SPIN[12], requiresscarceandspecializedPh.D.-level skills.

Two methodsthat avoid this pessimismareautomaticcode
generation(ACG) [5] andsoftwarefault trees(SFTs)[14].
The dreamof ACG is that systemswill never needtesting
sincethereweregeneratedfrom perfectcomponentsusing
someperfectautomaticmethod.Researchin this areais ex-
citing but not widely applicablesincethe technologycur-
rently availablefor automaticgenerationis not perfect.Fur-
ther, experiencestrongly suggeststhat our COTS compo-
nentsarefar from perfect. SFTsassumea very simplelan-
guagefor theformal modelwhich is appliedto only partsof



a system.Levenson’s casestudies[14] suggestthata small
numberof heuristicallyguidedprobesinto a programus-
ing somerapidly generatedsearchcriteria (the SFTs)finds
asmany errorsin lesstime thantraditionalrigorousformal
methods.Notethatthis resultendorsesheuristicapproaches
to testing,which is thethemeof this paper.

$&% � % '�)(+*-, % �	�.�/��� � ���# 0 �1� 0 �����2�"! (2)

Equation2 saysthat the more expensive test methodscan
detectmoreerrors.Formalmethodscanfind themosterrors
sincea singleformal first-orderqueryis equivalentto many
white-boxor black-boxtest inputs. Also, white-boxparti-
tioning canfind errorsfasterthanblack-boxprobes. Parti-
tioning dividesthe input spaceinto # partitions.Eachpar-
tition #43 exercisesonedesiredfeatureof a program. Once
thepartitionsarecreated,ideally, we needonly run onetest
in eachpartition. The badnews is that creatingsuchparti-
tions is a non-trivial task andaddsmuch to the white-box
costsshown in Equation1. Also, whenanalyzingsystemre-
liability, it is not goodpracticeto only analyzethesituations
definedby theanalysts[10, p670].Randomizedselectionof
testinputsmayuncovererrorsthatcouldbemissedif testing
is biasedby the incorrectassumptionsof the analysts[13].
Further, a repeatedmathematicalresult is that the oddsof
detectinganerrorwith white-boxprobingis nearlythesame
aswith black-boxprobing[11]. Evenassumingcertainspe-
cial casesthat favor white-box probes(e.g. all inputs are
equallylikely), white-boxusing # partitionsis only ever #
timesbetterthanblack-boxat findingerrors[10].56% �7�8(9� %	: �7(); % ���1�=<>����?@�"!

(3)

Equation3 is anotherargumentfor favoringblack-boxmeth-
ods.As detectionpower increases(Equation2), thecompu-
tationalcostalsoincreases.Exceptfor trivially simplepro-
grams,no testprocedurecanever beexhaustive. Testsexer-
cise pathways in programs. Gabow et.al. [9] showed that
building pathways acrossprogramswith impossiblepairs
(e.g. somebooleanand its negation) is NP-completefor
all but the simplestprogramsA . NP-completetasksmustbe
solved using incompleteheuristicssince the runtimesand
memoryrequirementsof a completesolution can explode
exponentially. As evidenceof this, in one casestudy at
NASA, it was found that invariantsfrom 30 JAVA classes
take onegigabyteof RAM to checkwith automaticformal
methods.Consequently, asweincreasethoroughnessof test-
ing, we mustrestrictthe sizeof the item beingtested.One
of the“black arts” in formal methodsis abstraction; i.e. the
summarizationof theessentialfeaturesmodelin a form suc-
cinctenoughto bethoroughlysearchedby automaticformal
methodslikeSPIN.In practice,abstractionmaytakemonthsB

A programis very simpleif it is very small,or it is a simpletree,or it
hasadependency networkswith out-degree CED .

of work, must be repeatedif the systemever changessig-
nificantly, andsocancontributesignificantlyto thecostsof
Equation1.F �.G�IHJ(+;K(+*-, % �/�.�/��� ���1���L�����2�"!

(4)

Equation4 is the main reasonfor avoiding black-boxtest-
ing, despiteEquation1 and Equation3. Oncean analyst
detectsthe error, she/hemust tracebackwardsthroughthe
systemto localize the sourceof the error. By definition, a
black-boxtestgivesno insightinto theinternalstructureof a
system.Hence,theonly wayto localizebugswith black-box
methodsis to recursively disablehalf theprogram(pickedat
random)andseeif thebugstill persistsin theremainingpor-
tion. In thecasewhereeachblack-boxtestis unlikely to find
anerror, thismaybea longandtedioustask.In contrast,the
othermethodsgive extensive supportfor localization. The
searchfor localizing bugs found usingpartition #&3 canbe
constrainedonly to thosepartsof a programexercisedby#&3 . Also someautomaticformal methodsgeneratecounter-
examples;i.e. exacttracesshowing how someconstraintwas
violated. Given sucha counter-example,fault localization
canbeconstrainedto theprogramzonesfoundin thetrace.

In summary, a choiceof testingstrategiesrequirestrade-offs
betweenthesizeof theitembeingtested,theresourcesavail-
able for testing,the power of a test to find errors,and the
supportofferedfor fault localization.Considerthehardcase
of maintainingrapidly changingsystemsbuilt from COTS
packages.Thetime-consumingconstructionof formal mod-
elsmaybe impractical.Further, giventheblack-boxnature
of COTSpackages,wemaynotknow enoughaboutthesys-
temto build its formal model. Hence,in this hardcase,we
mustchoosebetweenblack-boxandwhite-boxmethods.We
arguebelow that, in certaincases,the probability of black-
boxprobesfindingerrorsis high. In thiscase,thedrawbacks
notedin Equation2 andEquation4 would beremoved; i.e.
theextradetectionpowerof formalmethodswouldbenotbe
requiredandblack-boxfault localizationwould not beslow
or tedious. Without thosedrawbacks,thenEquation1 and
Equation3 makeacompellingcasefor black-boxtesting.

3 REACHABILITY THEORY
This sectionshows how to calculatethenumberof testsre-
quiredto reachany partof theprogram,givenrandominputs.

We representprogramsasdirectedgraphsindicatingdepen-
denciesbetweenvariablesin a globalsymboltable;seeFig-
ure 1.B. Suchgraphshave M nodeswhich aredivided into��*ON+P

% and-nodesand Q �/��PSRUTWVX��*ON)PZY % or-nodes.These
nodesare connectedby yes-edges,which denotevalid in-
ferences,andno-edges,whichdenoteinvalid inferences.For
thesakeof clarity, weonly show theyes-edgesin Figure1.B.
To addtheno-edges,wefind every impossiblepair andcon-
nect them; e.g. we link A=1 to A=2 with a no-edgesince
we cannotbelieve in two differentassignmentsfor thesame
variableatthesametime. Wesaythat,onaverage,eachnode
is touchedby

*O�.[
no-edges.
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byte a=1; byte b=1; bit f=1;
active proctype A(){

do :: f==1 -> if ::a==1 -> a=2;
::a==2 -> a=3;
::a==3 -> f=0; a=1;

fi od}
active proctype B(){

do :: f==0 -> if ::b==1 -> b=2;
::b==2 -> b=3;
::b==3 -> f=1; b=1;

fi od}

Figure1.A: Twoprocedural subroutinesfromtheSPINmodelchecker [12].
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Figure 1.B: And-or links found in Figure 1.A. Proctype A and B are
shownin the boxeson the left-handsideand right-handsiderespectively.
Theseproctypes communicatevia the shared variable f . Dotted lines
representindeterminism;e.g. after proctype A setsa=2 , thenwe can
go to anyotherstatementin theproctype.

Start

F=1A=1

A=2

A=3

and1

and2

time=0

time=1

time=2

and3

F=0

and4

A=1 time=3

j=0
\
j=1
\
j=2
\
j=3
\
j=4
\
j=5
\
j=6
\
j=7
\
j=8
\

etc

Figure 1.C: Examplereachability networkbuilt from Figure 1.B showing

howto violatepropertyalways not A=3 at height ]_^4` .
Figure 1: From code samples (top) to and-or graph
(middle) to reachability network (bottom).

Wheninferencingacrossthesegraphs,variablescanbe as-
signed,atmost

5
differentvalues;i.e. adifferentassignment

for eachtime tick
5

in the execution(classicpropositional
systemsassume

5 R=T
; simulationsystemsassume

5ba T
).

Nodesarereachedacrossthedependency graphusinga net-
work of height c wherethe inputsareat height c Red . For
example,Figure1.C shows a the network of height c Rgf
that reachesh R�T after reachingh ReT , then h R�i , thenh Rkj . Note that sincefour valuesareassignedto h , then
time
5

mustbe l .
In the reachabilitymodel, we say that the and-nodesand
or-nodes have the mean munber of parents

��*ON��
and�/�m�

, respectively. An or-node contradicts, on average,*O�
other or-nodes.

��*ON��8no�/�m�pno*O�
are random gamma

variables with means
��*ON+P�[qnr��*ON��s[-no�/�m�q[-no*O�.[

; “skews”��*ON��-tZno�/�m�-tOno*O��t
; andrange

d 0�uv0xw
.
��*ON)P

is a ran-
dombetavariablewith mean

�K*ON)P.[
andrange

d 0Uy>0 T
.

And-nodesarereachedat height c via oneparentat height(�R c V2T andall othersat height(zR y Q N % �q��{qYp| Q}c V2T	YGn (5)

so
d 0 ( 0 Q~c V�T/Y . Notethatas

N % �q��{
decreases,and-nodes

find their pre-conditionscloserandcloserto theinputs.The
probability ��� c����'��� of reachinganand-nodeat height c�� d
is theprobability thatoneof its parentsis reachedat heightc V2T andtherestarereachedat height

T��}� Q~c V2T	Y ; i.e.

��� c����G��� R ��� c V�T � | �� �'�K���/� ����m� ��� ( ���� (6)

Or-nodesare reachedat height c via one parentat height(�R c V�T . The probability ��� c������ of reachingan or-node
at height c�� d is the probability of not missingany of its
parents;i.e.

��� c�� �o� R�T�V Q T�V ��� c V�T � Yp| �� �o�)�.� ���� � Q T�V ��� ( � Y �� (7)

Theprobability ��� c�� of reachingany nodeis hencethesum
of ��� c�� �o� and ��� c�� �G��� weightedby the frequenciesof and-
nodesandor-nodes;i.e.��� c�� R���*ON)P � c�� | ��� c����'���_� �/��P � c�� | ��� c������ (8)

To compute� � c�� for multiplesgoals,we addan small sub-
graphrepresentedtheconjunctivenormalform for thatcom-
binationof goals. This sub-graphwill addtwo morelayers
to theexistingprogramgraph;i.e. afterproving asinglegoal
at height c , we canprovemultiple goalsat heightc�� i .
Otherdetailsnotshown aboveareloopandcontradictionde-
tection.See[17] for thosedetails.

4 EXPERIMENTS WITH REACHABILITY
A simulation of the above systemof equationsrequires
around200 lines of Prolog. We canexecutethe simulation
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Figure2.B:
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Figure2.C:
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Figure2.D:
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Figure 2: Outputs from the reachability model, re-
stricted to certain ranges. Y-axis comes from Equa-
tion 10; X-axis generated by sorting simulation outputs.

andreportthe ��� c�� figuresasthenumberof tests£ required
to be ¤K¤�¥ percentcertainof reachinga randomnodein a
dependency graphusingrandomlyselectedinputs. £ ran-
domly selectedinputshavecertainty¦vR>d§� ¤�¤ RUT�Vv¨ Q T�V ��� c�� Y�©«ª (9)

of reachinganodein dependency graph.Hence,

£ R H¬�	, Q TV®d¯� ¤K¤ YHJ�	, Q T�V ��� c�� Y (10)

Theabove modelwassimulatedfor a wide rangeof thepa-
rameters;e.g.,up to

T7dK°
nodes,up to 1000inputs,up to 100

time ticks, wildly varying the frequency andskew of and-
nodes,or-nodes,andno-edges,etc. Thefrequency distribu-
tion of thecalculated£ valuesfor variousvaluesof hight c
andthenumberof inputs

(+*
areshown in Figure2. Notethat

therearemany caseswheremuchof aprogramis reachable.
For example,as c increases,moreandmoreof the system
is reachable.By c R ¤ d§�}�}T7d�d (seeFigure2.D), nearly50%
of thetheprogramis reachablewith lessthan100randomly
selectedtests;nearly75%is reachablewith lessthan10,000
randomlyselectedinputs; andonly 10% of the programis
out of reachof up to 1,000,000randomlygeneratedinputs.
Note that theserandomtestscanbe performedin parallel.
Given that the standarddesktopmachineis now a 500MHz
box, thenwe areconfidentthat in many situations,organi-
zationscanexerciseenoughrandominputsto achieve up to
90%reachability.

A machinelearner(C4.5[21]) wasusedto performa sensi-
tivity analysis.Thesimulationoutputswereclassifiedusing
Equation10asfollows:

Subsets
Variable Description All Some Least±  �²�³ time ticks ´ ´ ´] height ´ ´ ´µ ³9¶ ±�· meanrelative parentheight( ¸ ) ´ ´ ´¹rº ¶�» ¼¾½ ¹rº ¶�¿ mean ´ ´ ´À ¡ µ ¶ » ¼¾½ À ¡ µ ¶K¿ mean ´ ´ ´À ¡ µ�Á » meanandnodefrequency ( ¸ ) ´ ´À ¡ µ ¶�Â ¼¾½ À ¡ µ ¶K¿ skew ´¹rº ¶ Â ¼¾½ ¹rº ¶�¿ skew ´¡ ¹ Â ¼¾½~¡ ¹ ¿ skew ´¡ ¹ » ¼¾½~¡ ¹ ¿ mean ´ �¡ numberof inputs ´Ã numberof nodes ´ �Ä)Å º ³r³rÆ 0,1 ´
classes D'Ç�Ç�Ç D�ÈGÉ or D�ÈGÉ7Ç�ÇoÇ D�È'Ê orD�È Ê Ç�Ç�ÇËD�È'Ì or D�È'ÌZÇ�Ç�Ç+Í ´ ´ ´

Figure 3: Three subsets of the model parameters used
in the sensitivity analysis.

ÎÏ}ÐKÑGÑÓÒ ÔÕÖ Õ×
Ø�Ð�ÑrÙ�Ð�Ú§Û�ÜrÝIÞ'Ð�ß à¬Ø"á�â�ãmä É7åØ�Ð�ÑrÙ�Ð�Ú§Û�æ�ç7Û�Þ'è�Ð�Ù+ÞGÏ}épÞGê	ß¾Þ'ÚsÑmà�ë�Þìà¬Ø"á�â�ãmä Ê	åÑGÏ~ç7í�Ð�Ú§Û�Þ'ê/ßIÞGÚqÑmà�ë�Þ à¬Ø"á�â�ãmä Ì åàJæ6ßIç	Ñ�Ñmà�îmÏ}Þ çGÙ)Ý�ÞGè�íWà9Ñ'Þ/ï

Decisiontreesto predicttheseclassificationswerebuilt us-
ing threedifferentsubsetsof themodelparameters(seeFig-
ure3). For eachsubset,learnersweregivenexamplesetsof
differentsizes: 150 examples,1500examples,and150000
examples.A baselinefor classifieraccuracy wasgenerated
by building a classifierusingAll 13 modelparameters.A
nearlysimilar classifiercouldbebuilt by ignoringthenum-
berof inputs,thesizeof theprogram,theskews in thedistri-
butions,andinformationabouttheno-edges(evidence:com-
paretheAll curveto theSome curvein Figure4)

�
. However,

if weblockedaccessby themachinelearnerto
�K*ON)P

, thethe
accuracy of theclassifierfeelby 15-20%(evidence:compare
theSome curve to theLeast curve in Figure4). Hence,we
saythattheSome setrepresentsthegraspof aprogramwell;
i.e. this is theminimal setof parametersneededto compute
reachabilityin ourmodel.

5 SUPPORTING EVIDENCE
The above theoreticalresultsareconsistentwith numerous
empiricaltestingresults.Elsewhere,we havecataloguedthe
numberof testsusedto certify expertsystems.An oftenre-
peatedobservation is that a small numberof inputscanof-
tenreachsignificanterrorsin a program[3,16]. Levenson’s
work onsoftwarefault treessuggestthesameconclusionfor
conventionalsoftware[14]. Theseresultssupporttheobser-
vation of c a ¤ d reachabilitytreesin which much of the
programis reachableusinganot-largenumberof inputs.É Spacedoesnot permitusto show the30,000decisiontreenodesfound
in classsifierlearnt from the Some set. A heavily prunedversionof that
Some treeis shown in Figure5 (for a larger, andhencemoreaccurate,clas-
sifier, see[17]).
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N > 1,00,000

N= 10,000.. 1,000,000

N < 100

N= 100.. 10,000
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Figure 5: A classifier for predicting the number of random tests £ required for 99% probability of full reachability
(learnt from the Some set from Figure 3). For space reasons, this classifier is heavily pruned: see [17] for a more
accurate classifier.
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Figure 4: Results of the sensitivity analysis, built from
the subsets shown in Figure 3.

Rothermelet.al.[22] reportthat reducingtestsuitesizesig-
nificantlydecreasedthenumberof faultsdetected.Thesame
effect canbe seenin our simulationsoutputs. As the input
size is increasedfrom Figure2.A to Figure2.B, the nodes
reachedby 10,000testsincreasesfrom 10% to 50%. How-
ever, our resultssuggestthat theconclusionsof the Rother-
melet.al.studycanbegeneralized.They foundthattestsuite
sizewasonefactorin assessingtestability. Wefoundnumer-
ous interactionsbetween13 factorsof Figure 3, including
testsuitesize,thatinfluencetestability.

Numerousresearchersin mutationtestingreport that most

mutationsgiveriseto thesamenominalandoff-nominalbe-
haviours[1,4,20,24]. Thisis consistentwith mutatorsnotef-
fectingthegraspparameters(e.g.theand-nodefrequency).

Variousresearchershave notedthat the portionsof a pro-
gramusedin normaloperationareasmallsubsetof thetotal
program[2,6], andthattestcoveragesuitesoftendo not tar-
get the entire program[8, 13]. This is consistentwith the
hypothesisthat programsincludeeasilyreachableandvery
unreachablezones.Thesameeffectcanbeseenin oursimu-
lationoutputs.Recallthatthey-axisof Figure2 is alogarith-
mic scale:asourcurvesriseonthatscale,they areescalating
into veryunreachablezones.

Researchersin AI andrequirementsengineeringexplore in-
consistentand indeterminatetheories. A repeatedresult is
that committingto a randomlyselectedresolutionto a con-
flict reachesasmuchof a programascarefullyexploring all
resolutionsto all conflicts[7, 18,19,23] . This is consistent
with thesensitivity resultsshown in Figure4. Recallthatwe
couldignorethe

*O�
parametersin theSome setandstill build

anearlyoptimumclassifier. Thatis, theaddedcomplexity of
exploringaspaceof conflictingoptionsis notacrucialfactor
in determiningreachability.

6 CONCLUSION
Basedon a theoreticalmodel, we say that the reachability
grasp(reachability)of a programcanbecomputedfrom the
six parametersin theSame setof Figure3. Thesesix param-
etersaretheminimalsetweneedto detecthardreachability,
hencehardtestability, hencehardmaintainability. Of those
parameters,four canbe detectedvia a staticanalysiswhile
two (
N % �¯��{

and c ) must be computedfrom a running pro-
gram.
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Oneapplicationof this work is assessingthemaintainabilty
of COTS systems. SupposeeachCOSTSpackagehad an
API thatreturnedthatpackage’sgrasp. Analystscouldthen
use the graspto assessthe reachability, hencetestability,
hencemaintainability, of a COTSpackagewithout revealing
theinternalsecretsof avendor’ssystem.With knowledgeof
thegraspparameters,wecandetectif ourprogramis veering
over theclif fs of reachability. For example,Figure5 tells us
thatrherearethreewaysto show thatlessthan100testsare
requiredto reachmostpartsof a program.Thefrequency of
theand-nodesappearsin all threepathsis:ð Ð�Ú§Û+Ø »1ñ ä�ï ò7ò/ó�ô ð Ð�Ú§Û9Ø »õñ ä�ï ö/ó�ô ð Ð�Ú§Û+Ø »õñ ä�ï ÷/ó8ÒøÐ�Ú§Û9Ø »"ñ ä�ï ÷
That is, if

�K*ON)P.[
ever risesabove 0.6, thereis no way that

100 randomtestswill be enoughto testthatprogram. Fig-
ure 5 also tells us that thereis only oneway to show that
morethan1,000,000testsarerequiredto reachmostpartsof
a program.Theand-nodefrequenciesin thatpathare:ð Ð�Ú§Û+Ø »1ù ä�ï ÷	ósô ð Ð�Ú§Û9Ø »"ù ä�ï ÷/ú7ó�ÒûÐ�Ú¯Û9Ø »1ù ä�ï ÷/ú
That is, if

��*ON)P.[
rises from 0.6 to 0.67, then a system

with easyreachabilitycouldsuddenlytransforminto a sys-
temwith hardreachability, hencehardtestability, hencehard
maintainability.
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