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1 INTRODUCTION

How dowe assesthe maintainabliltyof our systems%Given

the infinity of parameterave could extract from our pro-

grams,whatis the leastwe mustcollectto tell us the most

aboutmaintainablilty? To answerthis question,we offer a

theoreticalmodel of maintenanceeffort. We will assume
that:

¢ Oneof themaincostof maintenancés continualretest-
ing. Testingwill be characterizedsthe construction
of pathwaysthat reac from inputsto someinterest-
ing zoneof a program. This zonecould be a bug or
adesiredfeature.In this readability view, the goal of
testingis to show thata testsetuncoversno bugswhile
reachingall desiredfeatures.

e A systemis hardto maintainif it is hardto test;i.e. if
thereachabilityoddsarelow. In thisview, easymainte-
nanceis impossiblewithout easytestingandeasytest-
ing is impossiblewithout easyreachability

After building andsimulatinga modelof systemreachabil-
ity, we will usea sensitvity analysisto find the graspof a

program;i.e. the key parametershat are the main drivers
thatchangesystenreachability In this article, we shav that
this reachabilitydistribution has steepcliffs and wide low

plains. Choicesmadeby the systemdesignercanchangea

programs graspanddrive the systemover the cliffs. Other
choicescan keepthe systemon the low plains wherethe
probability of detectingfaultsusingcheapblack-boxprobes
is very high.

The restof this article is structuredasfollows. §2 setsout
somegeneralbackgroundto this work. §3 describesour
reachabilitymodel. §4 shovstheoutputfrom thatmodeland
uncoversthe parametershat definea programs grasp §5
usesaliteraturereview to arguethatourreachabilitymodelis
producingsensibleesults.§6 discussethe useof themodel
to avoid thereachabilitycliffs.
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2 PREAMBLE

We begin by noting two limitations to this analysis. This
paperpresentsan average-casanalysisof reachability By
definition,suchanaveragecaseanalysissayslittle aboutex-
tremecaseof high criticality. Hence this approachs only
applicablein situationswhere cost-cuttingin software as-
sessmenis justified. Thatis, our analysisis not applicable
for safety-criticalsystems. Also, this analysisonly detects
whenmaintenancés hard. It is silenton whenmaintenance
is easy For example,a systemwith easyreachabilitymay
still be hardto maintainif, say the programmingeamkeeps
changing.

Ouranalysiof cost-efectivetestingassumesandontestin-
puts. Therestof this sectionexplainswhy we make thatas-
sumption.We startwith Equationl thatcompareghe start-
up costsrequiredfor differenttestingprocedure$l15].

Start up costs BB<WBKFM Q)
Black-box(BB) methodsarethe cheapestinput setscanbe
quickly built usingautomaticrandomselectionof data(pos-
sibly from an operationabprofile). White-box (WB) testing
costsmore than black-boxto define: analystsmust reflect
overtheinternalsof aprogramto inventtestinputsthatexer
cise K differentpartitionswithin a program. Formal meth-
ods(FM) areby far the mostexpensve since,afterthe pro-
gramor specificatioris understoodye mustwrite its repre-
sentation. This formal representatiorcontainsthe essential
featuresof the specification.lt is a formal model;i.e. all its
constructhave aprecisesemanticsvhich canberevealedby
automaticmethods.Building formal representatioiis time-
consumingand,in the caseof automatidormalmethoddik e
SPIN[12], requiresscarceandspecializedPh.D.-level skills.

Two methodsthat avoid this pessimismare automaticcode
generationACG) [5] and software fault trees(SFTs)[14].
The dreamof ACG is that systemswill never needtesting
sincetherewere generatedrom perfectcomponentsising
someperfectautomaticmethod.Researclin this areais ex-
citing but not widely applicablesincethe technologycur-
rently availablefor automaticgeneratioris not perfect. Fur-
ther, experiencestrongly suggestghat our COTS compo-
nentsarefar from perfect. SFTsassumea very simplelan-
guagefor theformal modelwhichis appliedto only partsof



a system.Levensons casestudies[14] suggesthata small
numberof heuristically guided probesinto a programus-
ing somerapidly generatedsearcheriteria (the SFTs)finds
asmary errorsin lesstime thantraditional rigorousformal
methods Notethatthis resultendorseseuristicapproaches
to testing,which is the themeof this paper

%5BB§WB<FM(2)

Detecting errors
Equation2 saysthat the more expensve test methodscan
detectmoreerrors.Formal methodscanfind the mosterrors
sincea singleformal first-orderqueryis equialentto mary
white-box or black-boxtestinputs. Also, white-box parti-
tioning canfind errorsfasterthan black-boxprobes. Parti-
tioning dividesthe input spaceinto K partitions. Eachpar
tition K; exercisesone desiredfeatureof a program. Once
the partitionsare createdjdeally, we needonly run onetest
in eachpartition. The bad news is that creatingsuchparti-
tions is a non-trivial taskandaddsmuchto the white-box
costsshavn in Equationl. Also, whenanalyzingsystenre-
liability, it is notgoodpracticeto only analyzethe situations
definedby theanalystd10, p670]. Randomizedelectionof
testinputsmayuncovererrorsthatcouldbe missedf testing
is biasedby the incorrectassumption®f the analystg[13].
Further a repeatednathematicalesultis that the odds of
detectinganerrorwith white-boxprobingis nearlythesame
aswith black-boxprobing[11]. Evenassumingertainspe-
cial casesthat favor white-box probes(e.g. all inputs are
equallylikely), white-boxusing K patrtitionsis only ever K
timesbetterthanblack-boxat finding errors[10].

Test item size BB~WB>FM 3)
Equation3 is anotherargumentfor favoring black-boxmeth-
ods. As detectionpower increasegEquation2), the compu-
tationalcostalsoincreases Exceptfor trivially simplepro-
grams,no testprocedurecanever be exhaustie. Testsexer-
cise pathwaysin programs. Gabav et.al. [9] shaved that
building pathways acrossprogramswith impossiblepairs
(e.g. somebooleanand its negation) is NP-completefor
all but the simplestprograms$. NP-completeasksmustbe
solved using incompleteheuristicssince the runtimesand
memory requirementf a completesolution can explode
exponentially As evidenceof this, in one casestudy at
NASA, it was found that invariantsfrom 30 JAVA classes
take onegigabyteof RAM to checkwith automaticformal
methods Consequentlyaswe increasahoroughnessf test-
ing, we mustrestrictthe size of the item beingtested.One
of the“black arts” in formal methodsds abstraction; i.e. the
summarizatiorof theessentiafeaturesnodelin aform suc-
cinctenoughto bethoroughlysearchedby automatidormal
methoddik e SPIN.In practice abstractiormaytake months

1A programis very simpleif it is very small,or it is a simpletree,or it
hasadependencnetworkswith out-dgree< 1.

of work, mustbe repeatedf the systemever changessig-
nificantly, andso cancontribute significantlyto the costsof
Equationl.

Localizing errors BB<WB<FM (4)

Equation4 is the main reasonfor avoiding black-boxtest-
ing, despiteEquation1 and Equation3. Once an analyst
detectsthe error, she/hemusttracebackwardsthroughthe
systemto localize the sourceof the error. By definition, a
black-boxtestgivesnoinsightinto theinternalstructureof a
system Hence theonly wayto localizebugswith black-box
methodss to recursvely disablehalf the program(pickedat

random)andseeif thebugstill persistdn theremainingpor-

tion. In the casewhereeachblack-boxtestis unlikely to find

anerror, thismaybealong andtedioustask.In contrastthe

othermethodsgive extensive supportfor localization. The

searchfor localizing bugs found using partition K; canbe

constrainedonly to thosepartsof a programexercisedby

K;. Also someautomaticformal methodsgenerateounter

examplesj.e. exacttracesshoving how someconstraintvas
violated. Given sucha counterexample,fault localization
canbeconstrainedo the programzonesfoundin thetrace.

In summarya choiceof testingstratgiesrequirestrade-ofs

betweerthesizeof theitembeingtestedtheresourcesvail-

ablefor testing,the power of a testto find errors,andthe
supportofferedfor faultlocalization.Considerthehardcase
of maintainingrapidly changingsystemsbuilt from COTS

packagesThetime-consumingonstructiorof formal mod-
els may beimpractical. Further giventhe black-boxnature
of COTS packageswe maynotknow enoughaboutthe sys-
temto build its formal model. Hence,in this hardcase we

mustchoosebetweerblack-boxandwhite-boxmethodsWe

arguebelow that, in certaincasesthe probability of black-
box probedinding errorsis high. In this casethedravbacks
notedin Equation2 andEquation4 would be removed,; i.e.

theextradetectiorpower of formal methodsvould benotbe
requiredandblack-boxfault localizationwould not be slow

or tedious. Without thosedrawbacks,then Equation1 and
Equation3 make a compellingcasefor black-boxtesting.

3 REACHABILITY THEORY
This sectionshaws how to calculatethe numberof testsre-
quiredto reachary partof theprogramgivenrandominputs.

We represenprogramsasdirectedgraphsindicatingdepen-
denciesbetweervariablesn a globalsymboltable;seeFig-

ure 1.B. Suchgraphshave V' nodeswhich aredivided into

andf% and-nodesind(or f = 1 — andf)% or-nodes.These
nodesare connectedoy yes-edgesyhich denotevalid in-

ferencesandno-edgeswhich denotenvalid inferencesFor

thesale of clarity, we only show theyes-edge@ Figurel.B.

To addthe no-edgesyve find every impossiblepair andcon-
nectthem; e.g. we link A=1 to A=2 with a no-edgesince
we cannotbelieve in two differentassignmentgor the same
variableatthesameime. We saythat,onaveragegachnode
is touchedby no,, no-edges.



byte a=1; byte b=1; bit f=1;

active  proctype  A({

do :: f==1 -> if 1a==1 -> a=2;
ra==2 -> a=3;
na==3 -> f=0; a=1;

active  proctype  B({
do :: f==0 -> if =b==1 -> b
tb==2 -> b
b==3 > f

:. 1; b=1;
fi od}

Figurel.A: Two procedual suboutinesfromthe SPINmodelcheder [12].
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Figure 1.B: And-or links foundin Figure 1.A. Proctype A and B are
shownin the boxeson the left-handside and right-hand side respectively
Theseproctypes communicatevia the shaed variablef . Dottedlines
representindeterminism;e.g. after proctype
goto anyotherstatemenin the proctype
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Figure 1.C: Examplereatability networkbuilt from Figure 1.B showing
howto violatepropertyalways not A=3 atheight; = 4.

Figure 1: From code samples (top) to and-or graph
(middle) to reachability network (bottom).

Wheninferencingacrossthesegraphs,variablescanbe as-
signed atmostT differentvalues;j.e. adifferentassignment
for eachtime tick T' in the execution(classicpropositional
systemassuméd’ = 1; simulationsystemsassume” > 1).
Nodesarereachedacrosghedependenggraphusinga net-
work of heightj wheretheinputsareat heightj = 0. For
example,Figure 1.C shavs a the network of heightj = 8
thatreachesd = 1 afterreaching4d = 1, thenA = 2, then
A = 3. Notethatsincefour valuesareassignedo A, then
timeT mustbe4.

In the reachabilitymodel, we say that the and-nodesand
or-nodes have the mean munber of parentsandp and
orp, respectiely. An or-node contradicts,on average,
no other or-nodes. andp,orp,no are random gamma
variables with meansandf,, andp,,, orp,,no,; “skews”
andpy, orps,nog; andrangel < v < oo. andf is aran-
dom betavariablewith meanandf, andrange0 < g < 1.
And-nodesarereachedat heightj via one parentat height
i = j — 1 andall othersat height

i = B(depth) * (j — 1), (6)

so0 < i < (j—1). Notethatasdepth decreasesnd-nodes
find their pre-conditionscloserandcloserto theinputs. The
probability P[j] .4 Of reachinganand-nodeat heightj > 0
is the probability thatoneof its parentds reachedat height
j — 1 andtherestarereachedat heightl..(j — 1); i.e.

andplj]

II P (6)

2

Pljlana = P[j — 1] *

Or-nodesare reachedat height j via one parentat height
i = j — 1. The probability P[j],, of reachingan or-node
at heightj > 0 is the probability of not missingary of its
parentsj.e.

orplj]

II a-PE)|

2

Pljlor =1-(1-P[j—1]) %

The probability P[j] of reachingarny nodeis hencethe sum
of P[j]or and P[j]ana Weightedby the frequencief and-
nodesandor-nodesj.e.

P[j] = andf[j] * P[jlana + or f[j] * P[jlor (8)

To computeP;j] for multiplesgoals,we add an small sub-
graphrepresentethe conjunctive normalform for thatcom-
binationof goals. This sub-graphwill addtwo morelayers
to theexisting programgraph;i.e. afterproving asinglegoal
atheightj, we canprove multiple goalsat heightj + 2.

Otherdetailsnotshovn above areloop andcontradictiorde-
tection.Seg[17] for thosedetails.

4 EXPERIMENTSWITH REACHABILITY
A simulation of the above systemof equationsrequires
around200 lines of Prolog. We canexecutethe simulation
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Figure 2: Outputs from the reachability model, re-
stricted to certain ranges. Y-axis comes from Equa-
tion 10; X-axis generated by sorting simulation outputs.

andreportthe P[j] figuresasthe numberof testsN required
to be 99% percentcertainof reachinga randomnodein a
dependeng graphusingrandomlyselectednputs. N ran-
domly selectednputshave certainty

C=099=1-((1-P})HN) (9)
of reachinganodein dependenggraph.Hence,
_ log(1-0.99) (10)

~ log(1 - P[])

The abore modelwassimulatedfor a wide rangeof the pa-
rametersg.g.,up to 108 nodesup to 1000inputs,up to 100
time ticks, wildly varying the frequeny and skew of and-
nodesor-nodesandno-edgesetc. Thefrequeng distribu-
tion of the calculatedN valuesfor variousvaluesof hight j
andthenumberof inputsin areshaovn in Figure2. Notethat
therearemary casesvheremuchof a programis reachable.
For example,asj increasesmore andmore of the system
is reachable By j = 90..100 (seeFigure2.D), nearly50%
of thethe programis reachableavith lessthan100randomly
selectedests;nearly75%is reachablevith lessthan10,000
randomlyselectednputs; and only 10% of the programis
out of reachof up to 1,000,000randomlygeneratednputs.
Note that theserandomtestscan be performedin parallel.
Giventhatthe standarddesktopmachineis now a 500MHz
box, thenwe are confidentthatin mary situations,organi-
zationscanexerciseenoughrandominputsto achieve up to
90%reachability

A machinelearner(C4.5[21]) wasusedto performa sensi-
tivity analysis.The simulationoutputswereclassifiedusing
Equationl0 asfollows:

Subsets
[ Variable | Description All | Some [ Least

time timeticks v v v

7| heignt VI vV |V

depth meanrelatve parentheight(5) v v v

orpy | ¥(orp) mean v v v

andp, | ~(andp) mean Vv Vv v

andf, meanandnodefrequeny (3) Vv Vv

andp, | v(andp) skew v
orpa__| y(orp) skew v
Noa ~(no) skew v
noy ~v(no) mean N
in numberof inputs v
v numberof nodes v
isTree? | 0,1 v

classes | 1...10% or102...10% or N N N

10%...10% or 10°. .. 00

Figure 3: Three subsets of the model parameters used
in the sensitivity analysis.

fast and cheap if N <10%

Class = fast and moderately expensive if N < 104,

- slow and expensive if N <108,
impossible otherwise.

Decisiontreesto predicttheseclassificationsverebuilt us-
ing threedifferentsubset®f the modelparametergseeFig-
ure 3). For eachsubset]earnersveregiven examplesetsof
differentsizes: 150 examples,1500 examples,and 150000
examples. A baselinefor classifieraccurag wasgenerated
by building a classifierusing All 13 model parameters.A
nearlysimilar classifiercould be built by ignoring the num-
berof inputs,thesizeof the program the skews in thedistri-
butions,andinformationabouttheno-edgegevidence:com-
paretheAll curveto the Some curvein Figure4)?. However,
if we blockedaccesdy themachindearnero andf, thethe
accurag of theclassifieffeel by 15-20%(evidence:compare
the Some curveto the L east curve in Figure4). Hence,we
saythatthe Some setrepresentthegraspof a programwell;
i.e. thisis the minimal setof parameterseededo compute
reachabilityin our model.

5 SUPPORTING EVIDENCE
The above theoreticalresultsare consistentwith numerous
empiricaltestingresults.Elsavhere,we have cataloguedhe
numberof testsusedto certify expertsystems.An oftenre-
peatedobsenationis that a small numberof inputscanof-
tenreachsignificanterrorsin a program[3, 16]. Levenson$
work on softwarefaulttreessuggesthe sameconclusiorfor
cornventionalsoftware[14]. Theseresultssupportthe obser
vation of j > 90 reachabilitytreesin which much of the
programis reachablaisinga not-lalge numberof inputs.
2Spacedoesnot permitusto shav the 30,000decisiontreenodesfound
in classsifiedearntfrom the Some set. A heaily prunedversionof that

Sometreeis shavn in Figure5 (for alarger andhencemoreaccurateclas-
sifier, see[17]).
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Figure 5: A classifier for predicting the number of random tests N required for 99% probability of full reachability
(learnt from the Some set from Figure 3). For space reasons, this classifier is heavily pruned: see [17] for a more

accurate classifier.
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Figure 4: Results of the sensitivity analysis, built from
the subsets shown in Figure 3.

Rothermelet.al.[22] reportthatreducingtestsuite size sig-

nificantly decreasethenumberof faultsdetectedThesame
effect canbe seenin our simulationsoutputs. As the input
sizeis increasedrom Figure 2.A to Figure 2.B, the nodes
reachedby 10,000testsincreasesrom 10%to 50%. How-

ever, our resultssuggesthat the conclusionsof the Rother

melet.al.studycanbegeneralizedThey foundthattestsuite
sizewasonefactorin assessinggstability We foundnumer

ous interactionsbetweenl3 factorsof Figure 3, including
testsuitesize,thatinfluencetestability

Numerousresearcherin mutationtestingreportthat most

mutationggive riseto the samenominalandoff-nominalbe-
haviours[1,4,20,24]. Thisis consistentith mutatorsotef-
fectingthegraspparameterge.g.theand-noddrequeng).

Variousresearcherfiave notedthat the portionsof a pro-

gramusedin normaloperationarea smallsubsebf thetotal

program[2, 6], andthattestcoveragesuitesoftendo nottar

get the entire program([8, 13]. This is consistentwith the

hypothesighat programsinclude easilyreachableand very

unreachableones.The sameeffectcanbeseenin our simu-

lation outputs.Recallthatthey-axisof Figure2 is alogarith-

mic scale:asourcurvesriseonthatscale they areescalating
into very unreachableones.

Researcherm Al andrequirement&ngineeringxplorein-
consistentand indeterminateheories. A repeatedesultis
thatcommittingto a randomlyselectedesolutionto a con-
flict reachesasmuchof a programascarefully exploring all
resolutiongo all conflicts[7,18,19,23] . Thisis consistent
with the sensitvity resultsshovn in Figure4. Recallthatwe
couldignoretheno parameter the Some setandstill build
anearlyoptimumclassifier Thatis, theaddedcompleity of
exploring aspaceof conflictingoptionsis notacrucialfactor
in determiningreachability

6 CONCLUSION

Basedon a theoreticalmodel, we say that the reachability
grasp(reachability)of a programcanbe computedrom the
six parameterf the Same setof Figure3. Thesesix param-
etersaretheminimal setwe needto detecthardreachability
hencehardtestability hencehard maintainability Of those
parametersfour canbe detectedvia a staticanalysiswhile
two (depth and j) mustbe computedfrom a running pro-
gram.



Oneapplicationof this work is assessinghe maintainabilty
of COTS systems. SupposeeachCOSTSpackagehad an
API thatreturnedthat packages grasp Analystscouldthen
use the graspto assesghe reachability hencetestability
hencemaintainability of a COT S packagewithoutrevealing
theinternalsecret®of avendors system.With knowledgeof
thegraspparametersye candetectif ourprogramis veering
overthecliffs of reachability For example,Figure5 tellsus
thatrherearethreewaysto shav thatlessthan100testsare
requiredto reachmostpartsof a program.The frequeng of
theand-nodesppearsn all threepathsis:

(andf, < 0.33)A(andf, < 0.4)A(andf, < 0.6) = andf, < 0.6

Thatis, if andf,, everrisesabove 0.6, thereis no way that
100 randomtestswill be enoughto testthat program. Fig-
ure 5 alsotells us that thereis only one way to show that
morethan1,000,00Qestsarerequiredto reachmostpartsof
aprogram.Theand-noddrequenciesn thatpathare:

(andf, > 0.6) A (andf, > 0.67) = andf, > 0.67

That is, if andf, risesfrom 0.6 to 0.67, then a system
with easyreachabilitycould suddenlytransforminto a sys-
temwith hardreachabilityhencehardtestability hencehard
maintainability
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