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Abstract

Early testingof requirrmentscan decieasethe cost of
remaing errors in softwae projects.Howerer, unlessdone
carefully, that testingprocesscan significantlyadd to the
costof requirrmentsanalysis. We showhere that require-
mentsexpressedas topoi diagramscan be built and tested
cheaply— using our SP2algorithm, the formal tempoal
propertiesof a large class of topoi can be proven very
quidkly, in time nearly linear in the numberof nodesand
edges in the diagram. Thele are two limitations to our
appmoad. Firstly, topoi diagrams cannotexpresscertain
comple conceptssuc as iteration and sub-ioutine calls.
Hence our appmoach is more usefulfor requirrmentsengi-
neeringthanfor traditional modelchedking domains.Sec-
ondly, our approad is betterfor exploring thetempoal oc-
currenceof propertiesthanthetempoal orderingof proper
ties. Within theserestrictionswe canexpressa usefulrange
of conceptgurrentlyseenn requirrment&ngineeringand
awiderange of interestingtempoal properties.

1. Intr oduction

The casefor more formality in requirementengineer
ing is overwhelming.Many errorsin softwarecanbetraced
backto errorsin therequirement$21]. Often,the concep-
tion of asystemis improvedasadirectresultof thediscov-
ery of inadequaciedn the currentconception. The earlier
suchinadequaciesre found, the better sincethe cost of
removing errorsat the requirementstagecanbe ordersof
magnitudecheapethanthe costof removing errorsin the
final system[22].

Thebenefitof formally checkinga systemis thatformal
proofscanfind moreerrorsthanstandardesting. A single
formal first-orderqueryis equivalentto mary white-boxor
black-boxtestinputs.
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The costof rigorousrequirementsngineeringmay be
impracticallyhigh. Thesecostsincludethe modelingcost
the executioncost the personnelcost andthe development
brake. Themodelingcostis incurredwhenanalystscreate
thesystemsnode] andthepropertiesmodelneededor for-
mal analysis. Both modelsarein somemachine-readable
form. The propertiesmodelis oftenmuchsmallerthanthe
systemsmodel and containsa formal temporallogic! de-
scriptionof theinvariantghatmustbeprovedin thesystems
model.

A rigorousanalysisof formal propertieshasa high exe-
cution cost sinceit implies a full-scale searchthroughthe
systemanodel. For example,if a givensystemanodelhas
n variables,eachof which may take on a finite numberof
uniquevaluesm, thenthe size of the statespaceassoci-
atedwith thatmodelis m™. This spacecanbetoo largeto
explore, evenon today's fastmachines.Despiteextensve
researchinto speedingip this search(seeour Related\ork
section),analystsoften mustpainstakinglyrework the sys-
temsandpropertieamodelsinto moreabstracandsuccinct
formsthataresmallenoughto permitformal analysis.

Analystsskilled in formal methodsmustbe recruitedor
trained. Sincesuchanalystsare generallyhardto find and
retain,formal methodshave a high personnelcost

The above costscan be so high that the requirements
mustbefrozenfor sometime while oneperformstheformal
analysis.Hence,oneof the costsof formal analysisis de-
velopmenbrake thatslows down therequirementgrocess.
Slowing down therequirement@rocesss unacceptabléor
fastmoving software companiessuchas the start-updot-
coms.

Ideally, amethodfor reducingthecostof testingrequire-

1Temporal logic is classicallogic augmentedwith some temporal
operatorssuchas 0X (always X is true), 0 X (eventually X is true),
OX (X istrueatthenext time point), X | J Y: (X istrueuntil Y istrue).

iDr. Houle is on leave from the BasserDepartmentof Computer
ScienceTheUniversity of Sydne,Sydng, NSW, 2006,Australia.



Capabilities[driver] <————— Age[driver]

Physical-handicap[driver]
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Figure 1. An example topoi from [5]. The formal semantics for topoi is described below. Informally,
we say that + indicates “encoura ges” while — indicates “discoura ges”.

mentswould eliminate the execution cost and reducethe
costand skill involved in building the propertiesand sys-
temsmodels. If achiezable,sucha methodwould alsore-
ducethe personnelcost, sinceit would not require such
highly-skilled analysts. Having reducedthe personnel,
modeling, and execution costs, this hypotheticalmethod
wouldinevitably decreas¢he developmentrale.

Someprogresshasalreadybeenmadein reducingthe
costof propertiesmodelingusingtempoal logic patterns
Dwyeret.al.[7,8] haveidentifiedpatternsvithin thetempo-
ral logic formula seenin mary real-world propertiesmod-
els. For eachpattern they have definedan expansionfrom
theintuitive pseudo-Englisifiorm of the patternto a formal
temporallogic formula. In this way, analystsare shielded
fromthecompleity of formallogics. For example thesim-
ple pseudo-Englislstatement

always(brake = on) between(danger = seen) and(car = stop)

canbeautomaticallyexpandednto the morearcangormal
statement:

O((danger = seen A (car = stop) A (car = stop))

— (brake = on U (car = stop)))

Onedrawbackwith temporallogic patternss thatwhile
comple temporalformula canbe automaticallygenerated
from intuitive pseudo-Englishthe executioncostremains.
Thatis, even thoughwe can quickly build the properties
model,we maynotbeableto exploreall of thatmodel.

In this article, we arguethat we cangreatly reducethe
executioncostfor a classof systemanodelsseenin there-
guirementsstage,and for a large classof temporallogic
properties.In our approachye usetemporallogic patterns
to reducethe cost of propertiesmodeling, and optimiza-
tion to reducethe executioncost. The key to this reduction

is SP2,a new algorithmfor testingtemporalpropertiesof

topoi, which are statement®f gradualinfluencesbetween
variables[5]. Topoi canrepresentedraphicallyby topoi

diagrams anexampleof whichis showvnin Figurel. Topoi

arequick to sketch,andso (for requirementshataretopoi-

compatible)our approachalsoreduceghe systemanodel-
ing cost.

Thesecost-reductiorbenefitscanonly berealizedif we
acceptcertainrestrictions. Firstly, our approacHimits the
kinds of propertiesthat can be tested. Secondly the sys-
tems model must be expressedas topoi diagrams. Topoi
are not very expressve, and exclude statementssuch as
first-orderassertionsjterations,sub-routinecalls, and as-
signmentsDueto thesdanguagdimitations,our approach
is not suitedto domainsthat needthe excludedstatements,
suchascomplex protocolsseenin concurrenprocesses.

Theserestrictionsarenot fatal to the modelingprocess,
at leastat the requirementstage.We will describehow to
quickly recognizeinadmissiblepropertiesstatementsFur-
ther, wewill usetheDwyer et.al. survey to shav thatwithin
the limits to the propertieslanguage we can representa
wide rangeof usefultemporallogic properties. Also, we
will show thattopoidiagramsaresufiicientto representlia-
gramsseenin certainapproacheto requirementengineer
ing andrecordingdesignrationales. Hence,whenwe say
that this approachis practicaland useful, we really mean
practical and usefulfor early life cycle requirrmentsdis-
cussionnly.

This work is basedon Feldman& Comptons study of
the validation of topoi [9] (which they called qualitative
compartmentainodels).Menziestried to optimizethatval-
idation processandofferedanimplementatiorthatwasor-
dersof magnitudefasterthanthe validationenginebuilt by
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Feldmam& Compton.However, hecouldnotreducetheex-
ponentialupperboundon the runtimes[14—16]. Assuming
a certainrestrictionon topoi edgetypes, Cohen,Menzies,
Waugh and Gossshaved that the cost of checkingtem-
poral propertiesof topoi-basedsimulationis a function of
the numberof time-ticksin the query[17]. This paperim-
provessignificantlyonthe Menzieset.al.result. We assume
the samerestrictionas Menzieset.al. and introduceSP2,
a nearly lineartime algorithm for checkinga large class
of interestingtemporalproperties(for spacereasonswe
describethe full detailsof that algorithm elsavhere[18]).
Also, we describean implementationof SP2which, in at
leastone domain,out-performsa state-of-the-artemporal
logic modelchecler (SPIN[11]).

2. About Topoi

Ourapproactassumethatrequirementsystemsnodels
areexpressedn theform of topoi; i.e. statementsf gradual
statementsuchas(i) themoreX, themoreY; (ii) theless
X thelessY; (iii) themoreX, thelessY; or (iv) thelessX
thelessY. Dienget.al. offer mary examplesof topoi from
numerousexamplesfrom their recordsof interviews with
expertg[5]. Forexample:themorethereis waterinfiltration
in the roadwaybody, the worsethe foundationrisks to be
andif there is a punctualundressingand if the roadwayis
betweerfive andfifteenyears old, thenthe causestoo old
coating'’is all themore certainsincetheroadwayis older.

Our experiencehasalwaysbeenthatthe systemsnodel-
ing costwith topoiis verylow. Topoigraphscanbe quickly
generatedn the requirementsstage. Two feuding stale-
holderswith two marker pensandonewhiteboardcangen-
eratemary, mary topoiin justafew hours.

Topoi graphscanbe found in mary domains. Figure 1
shavedatopoifrom aninsurancedomainusingthegraphi-
cal notationof Dieng’s 3DKAT tool.

Figure 2.i shov some Mylopoulos-style soft-goal
graphg19]. Soft-goalgraphsrepresengradualknowledge
aboutnon-functionakrequirementsin Figure2.i, anexpert
describeshow to increasebusinessflexibility . Figure 2.ii
shavs a “questions-options-criteriaglQOC) graphfrom the
designrationale community [23]. In such QOC graphs,
guestionssuggesbptionsanddecidingon a certainoption
canraiseotherquestions.Optionsshown in a box denote
selectedbptions.Optionsareassesselly criteriaandcrite-
ria aregradualknowledge;i.e. they tendto supportor tend
to rejectoptions. QOCscansuccinctlysummarizdengthy
debatese.g.480sentencestteredin a debatebetweertwo
analystson interface options can be displayedin a QOC
graphon a single page[13]. Figure2.iii shavs topoi gen-
eratedfrom the requirement®f a rule-basedegal system,
shawn in Figure 3. This translationassumeshat proposi-
tionsin the rule baseare modeledas a belief/strengthpair
suchasinfant/X, where X is somecontinuouswumber

Topoiseenmuitesimple,but oftendefy manualanalysis.
For example , Menzies'topoitheorenprover[14] foundbe-
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Figure 3. Rule-based requirements from a le-
gal system.

haviors in very smalltopoi (Figure 2.iv) that had not seen
after daysof manualanalysis. The difficulty in generating
possibletopoi behaior getsworseasthe topoi getsmore
complicated. When collectedfrom multiple staleholders,
gradualstatement&an be quite comple, quite large, and
containfeedbackloops. Smytheextracteda list of grad-
ual influencesfrom a setof articlesfrom differentauthors
relating to humaninternal physiology The resulting net-

work containsloops (e.g. Figure 2.iv). The experiments
describedaterin the paperare basedon the large topoi of

Figure4.

A pre-perimentakoncernis thatinformal topoi areso
underdefinedhatwe couldusethemto infer any properties
atall. However, topoi structurescansupportcertaininfer-
encesRecallFigure2.i andthefragment:

usability — flexibility < performance

Note that there is no way to explain the output of in-

creasedflexibility (denoted {flexibility 1}) from the in-

put of increased usability and performance (denoted
{usability 1, performancet}). Thatis, while topoiareover

generalizedthey may still berestrictve enoughto demon-
stratewhat cannotbe proved. We describebelon exper

imentswhich shawv that large real-world topoi can be re-

strictive enoughto block aninterestingnumberof temporal
properties.

2.1 Topoi: Formal Semantics

Formally, we say that a topoi is a directed, possibly
cyclic graphG containingverticesandedges< V, E >. E

Figure 4. A large topoi with many loops.

aretheconnectorbetweervariablesandareoneof a setof
pre—definedypes;e.g.i> or —. Thatis:

E; =
G =

VihVior Vi 5V
<V,E>

The verticesof a topoi canbe assigned finite number
of values;e.g. up, downor steady Thesevaluesmodelthe
sign of the first derivative of thesevariables(i.e. the rate

of changein eachvalue). X % Y denoteghat Y beingup



or downcould be explainedby X beingup or downrespec-
tively. Thatis:

-+ Vi1t implies V; 1
VimV; = {1/,¢ implies V; | (1)

(wheret and] denoteup anddown respectiely.)

X — Y denotesthat Y being up or down could be ex-
plainedby X beingdownor up respectiely. Thatis:

- _ Vit implies V; |
VioVy = {V;¢ implies  V; 1 (2)

Tacit in our topoi diagramsare conjunctionsof influ-
ences. We canview topoi as influencessplashingaround
pipesthat connecttubs. Pairs of competinginfluencescan
cancelout. Thatis, we canexplain the level of waterin
a tub remainingsteadyvia conjunctionof competingup-
streaminfluencesg.g.

(Vi t impliesV; 1) Vit AVR )
and implies| implies
(Vi 4 impliesV; |) (V; = steady

This formal semanticgs sufficient to guidethe transla-
tion of topoifor aformalmodelchecler suchasSPIN.Fig-
ure 5 shaws the resultsof sucha translationof Figure2.iv.
In thisfigure,all thenodeshave thevaluesup, down steady
andunknown(which is a placeholdeffor the initial condi-
tions). Also, for corvenienceall systemanodelinputs X
aredeclaredo be Xchg variableswith valuesarrived, left
denotingthe differencesbetweenthesevariablesin differ-
entexperiments.For example,if we increaseheinjections
of dex, thenwe alsosaythatde<chg = arrived.

2.2 Proving Formal Propertiesin Topoi

We cantesttopoi usinglibraries of expectedor desired
behaior. Suchlibrariescanbe quickly built via interviews
with users. We have found it usefulto structurethesein-
terviews in an OO framework. After generatingusecases
and particular scenarioswe ask our usersto clarify ex-
actly what are the expectedinputs and required outputs
for eachscenario. This generatedwo artifacts. Firstly, it
leadsto a topoi graphdescribinghow they think influences
should propagatearounda systemsmodel. Secondly it
leadsto the formulationof propertiesmodelsof the form:
Whenl dothis, | expectto seethat or, in the languageof
temporallogic usedin (e.g.) SPIN:

O (Inputs — O Outputs) 4)

i.e. alwaystheinputslead,eventually to the outputs
We encountemproblemsif we useEquation4 to check
large topoi using standardmodel checlers. While SPIN

#define DOMW 0
#define STEADY 1
#define UP 2
#define UNDEF 3
#define ARRIVED O
#define LEFT 1

byte chg_col d_swi m = UNDEF
byte chg_dex = UNDEF

byte col d_swi m = UNDEF
byte dex = UNDEF

byte temp = UNDEF

byte nna = UNDEF

byte acth = UNDEF

byte cortico = UNDEF

/* chg_col d_swi m = { ARRI VED, LEFT} *
I* chg_dex = {ARRI VED, SW M *
/* col d_swi m = { DOAN, STEADY, UP}
/* dex = { DO, STEADY, UP}

/* temp = { DO, STEADY, UP}

/* nna = { DOAN, STEADY, UP}

/* acth = { DO, STEADY, UP}

/* cortico = { DOMN, STEADY, UP}

ok 2 % o+ %

active proctype snythe() {
if

::dex == UNDEF -> dex = DOMN
::dex == UNDEF -> dex = STEADY
::dex == UNDEF -> dex = UP
fi;
if
::cold_swi m == UNDEF -> col d_swi m = DOMN
::col d_swi m == UNDEF -> col d_swi m = STEADY
::cold_swim== UNDEF -> col d_swim= UP
fi;
if
::chg_dex == UNDEF -> chg_dex = ARRI VED
::chg_dex == UNDEF -> chg_dex = LEFT
fi;
if
::chg_col d_swi m == UNDEF -> chg_col d_swi m = ARRI VED
::chg_col d_swi m == UNDEF -> chg_col d_swi m = LEFT
fi;
if
::chg_dex == ARRIVED -> tenp = UP
::chg_dex == LEFT -> tenp = DOMN
fi;
if
::chg_cold_swim == ARRI VED -> nna = UP
::chg_col d_swi m == LEFT -> nna = DOMN
fi;
do
::(chg_col d_swi m == ARRI VED && tenp == UP) -> nna = STEADY
::(chg_col d_swim == LEFT && tenp == DOWN) -> nna = STEADY
::temp == DOWN -> nna = UP
::temp == UP -> nna = DOMN
:itenp == DOM -> acth = UP
citemp == UP -> acth = DOWN
c:nna == UP -> acth = UP
::nna == DOM -> acth = DOMN
cracth == UP -> cortico = UP
:racth == DOW -> cortico = DOWN
cicortico == UP -> tenp = UP
::(cortico == UP && chg_dex == LEFT) -> tenp = STEADY
cicortico == DOM -> tenp = DO
::(cortico == DOM && chg_dex == ARRIVED) -> tenp = STEADY
c:(tenp == UP & nna == UP) -> acth = STEADY
::(tenp == DOM && nna == DOMN) -> acth = STEADY
od;

Figure 5. Figure 2.iv expressed in the
PROMELA language used in SPIN model
checker [11].

checksthat Equation4 holds over Figure 5 in lessthan
a second,it canfail to terminatefor larger systemsmod-

els. In one study we offered 40 propertiesof the form

of Equation4 to SPIN along with Figure 4 expressedn

the sameformat as Figure5. Given 100MB of maximum
RAM, SPINranout of memoryfor mostof the properties.
We suspectedhat the searchspacewastoo big. Figure4

contains80 variables.eachof which hasat leastthe values
up, down, steady, unde f; i.e. total spaceof optionsatleast
of size(4%° ~ 10%8). In asecondstudy we reducedhesize
of the systemby removing the steady values. This shrank
the optionsto (3%° ~ 10%®). However, evenin this reduced
system,SPIN ran out of memoryandfailedto prove ary-

thing for 29 of the 40 propertieq20].

In summarywhile theoreticallywe canasses$opoi us-



ing standardmodelcheclers,in practice,this may not be
feasible.

3. SP2: A Model Checker for Topoi

While general topoi defeat general-purposemodel
checlers,specializednodelcheclerscanquickly checkthe
temporalpropertiesof a restrictedclassof topoi. Consider
atopoi containingtwo-valuednodesconnectedy the“ +”
and“—" edgedefinedin Equationl andEquation2. Such
atopoi hassymmetricedges i.e. eachedgecommentona
connectionof every upstrearmodes valueto every down-
streamnodes value. Menzieset.al. shaved thatwhenev-
ery edgeof a symmetrictopoi commenton all the values
of its downstreamvertices thenthe statespacerapidly sat-
urates[17]. Thatis, thegranularityof thetime axisreduces
to the numberof valuespervariablein thattheory For ex-
ample,in a systemsnodelwhereevery variablehasonly
two values,everythingthatis reachablecanbe reachedn
two timeticks.

Using the result of Cohenet.al we have definedSP2,
a specializedmodel checler for symmetrictopoi [18, 20].
SP2is a variant of Dijkstra’s shortestpath algorithm [6].
The algorithm inputs a symmetrictopoi with edgeset E,
nodesetV’, andaninitial setS C V. S containssomevalue
assignments somenodesandrepresentsheinitial condi-
tions of the system. The algorithm outputsa setof edges
Z with the following properties. Z is a collectionof trees
spanningall the nodesreachabldérom the inputs. For ary
reachablenodez, Z containsthe shortesttopoi pathfrom
the inputsto z. The nodesof V' spannediy Z are parti-
tionedinto two setsS’ andT”, whereno edgeof Z passes
from T" to S’ andeachsetis consistentj.e., will notcon-
tainbothz 1 andz |. In termsof temporallogic, S’ means
now andT' meansnext.

Elsevhere, we have proved that SP2generatesS’ and
T' correctly andrunsin O(|V| + |E|log|V]) timein the
worst case[18]. SP2is efficient dueto its exploitation of
saturationWhile spreadingout over thetopoi, it maintains
two setsof nodes:the now set(S’) andthe later set(T").
If the algorithmreachesa nodethat contradictssomething
elsein thenow, it movesthenew nodeinto thelater set. The
repeatedapplicationof this rule on a 2-spacedsymmetric
topoi resultsin a fastdivision of the nodesreachabldrom
theinitial conditionsinto thetwo setsS’ andT".

Using SP2,we canvery quickly explore temporalprop-
ertiesthatcanbe provedin two time ticks. A largerangeof
interestingqueriescanbeexecutedn two timeticks (butsee
below for a discussioron the propertiesthat requiremore
thantwo time ticks). OnceS’ andT” aregeneratedywe can
convertourtemporalpropertiesnto setmembershipestsof
thesesets.Figure6 andFigure?7 shav corversionrulesfor
commontemporalproperties.

exp — Oexp /lalways
| Oexp /leventualy
| OQexp /Inext
| expWexp /I weakuntil
| explexp [luntil
| exp A exp /lconjunction
| expV exp /ldisjunction
| exp—exp /limplication
| lexp /Inegation
| x /lproposition
expr Wexpz  — (expr U exp2) V (0 expy)
Ox — (X € now) A (x € later)
O X — (x € now) \/ (x € later)
O x — (x € later)
xUy — (y € now) V ((x € now) A (y € later))
XAy — (x € now) A (y € now)
xVy — (x € now) \/ (Y € now)
X—y — (y € now) V ((x € now) A (v & now))
Ix — (X & time)
X — (X € time)
time — now | later
now —S’
later -t

Figure 6. Rewrite rules for converting linear
temporal logic expressions into set member -
ship tests of SP2's S/, T".

SP2 offers two major other advantagesover standard
temporalreasoning.Firstly, it runs,terminatesyeturnsZz,
and then we perform set membershipof Z to prove our
properties. Thatis, we do not testfor propertiestill after
SP2terminates.Hence theinferencetime is not muchaf-
fectedby the complexity of the propertiesdo betested.Sec-
ondly, SP2usesashortest-pathseeto build its proofs. That
is, whenexplaining how propertiesverereached SP2will
generatéhe shortesexplanationpossible Hence a userof
SP2neednotwadethroughmountainf tracefilesin order
to understandhow the propertieswvereproved.

3.1 Experiments with SP2

Figure8 shavsacomparisorof SPINvs SP2usingprop-
ertiesof the form of Equation4 andthe systemanodel of
Figure4. Of the40 propertiesvhich wereanalyzedy both
SPINandSP2,SPINwasableto returna verificationresult
in only 11 out of 40 cases(27.5%) beforerunning out of
memory In every casewhereSPINdid returnaverification
result,SP25 resultwasin agreement.

RegardingcomputerresourcesSP2usedessthan1% of
theRAM requiredby SPIN.Also, in thecaseof theunprov-
ableproperties, SP2terminatedn lessthana secondCPU
time while SPINtook muchlonger

We mentioneckarlierthatonepre-eperimentakoncern
with informaltopoiis thatthey aresounderdefinedthatwe



Figure 7.A: Absencepropertiesyp is false

Property LTL SP2
Globally O('p) pZS' ApgT’
BeforeR OR—('PUR) ReS'VRZT VpgS’
AfterQ 0@~ O(p) QES'V(PZS' APZT) A (QET VpeT)
BetweenQ andR | O((Q AIRA 0 R)~(1PUR)) (QZT VpZT) A\ (QZS'VRESVRET \VpgS)
After Q until R 0@ AIR—(IpWR)) (Q¢T'VReT) A(QZS'VReS'V (pgS' ARET))
Figure 7.B: Existencepropertiesp becomedrue
Globally O(p) peS'\VpeT
BeforeR IR W(pA'R) (PeES ARZSVpeT)V (RESApeT ARET)
After Q O0QV 9(QA o)) PET V((QZS'VPES)AQET)
BetweenQ andR | T(Q A'R—('IRW(pA'R))) QES'AQET ApeT' A (RES'VpeS'VRLT)
After Q until R 0@ AIR—=(RU(PA!R)) QeS’AQeT' A (ReET'VpeT) A (ReES'VpeS'V(peT ARZT))
Figure 7.C: Universality: p alwaystrue
Globally O(p) peS'APeT
BeforeR OR—(PUR) ReS'V(RET ApeS)
AfterQ 0@~ U() QZS'V(PES'APET) A QZT VpeT)
BetweenQandR | (QA'RA OR)—(pUR)) QeS'VReS'\VRLT' \/peS’
After Q until R O(QAR—(pWR)) QeS'AQeT A(RES'VpPeSHA (RET \/PeT)
Figure 7.D: PrecedenceS$ precede®
Globally IpWS SZS'V(PES'A(pLT VSET))
BeforeR OR—('pU(SVR)) SeS'VReS'VVRZT \VpgS'’
AfterQ OQV 6(QA(PWS)) QZS'AQET)V (QES'AEESV (PZSAPZT VSET))
V(QeT' VT VSETY)
BetweenQ andR | ((QAIRA OR)— ('plU(SVR))) | Inexpressible needs> 2 timeticks
After Q until R O(QA'R—('pW(SVRY))) (SeES'VReS'V(pZS'ApPET)V (PES’A(SET VRET)) A (SET' VReT \/pgT)
Figure 7.E: ResponseS respondso p
Globally O(p— 0S) SeT' V(€T A(pgS'VSES)))
BeforeR OR—(p— Inexpressible needs> 2 timeticks
(RUGAR)UR
AfterQ 0Q— U(p— 09)) SETV(QZSVET APZSVSESMA QFT VpZT)
BetweenQ andR | O((QA!RA OR)— Inexpressible needs> 2 time ticks
(P~ (RU(SAIRDUR)
After Q until R OQA'R—
(= (RUSAIR)WR)) QES'AQET A (RET'VSET VpgT)

Figure 7. Common temporal logic queries converted into set member ship tests of SP2's S’,T". This
table was generated by applying the re-write rules of Figure 6 to a survey of common temporal logic
queries [7,8]. From [20].

SPIN SP2 Numberof Cases
?? proved 21
?? unproved 8
proved proved 11
unproved | unproed 0
proved unproved 0
unproved proved 0
| RAM used(max) | 100MB < 1IMB

Figure 8. Proving properties of Figure 4 in
SPIN and SP2. “??" denotes that SPIN did
not terminate in 100MB of RAM.

couldusethemto infer ary setof propertiesatall. Figure8
shaws that this is not alwaystrue. In the caseof 8 of the
40 properties,SP2 could not prove them acrossthe large
underdefinedtopoi of Figure4.

3.2 Limits to SP2

Whatarethepracticalimplicationsof SP25restrictions?
We discussbelov two importantimplications: restrictions
of thepropertieghatcanbeprovedandthe needfor special
toolsto handleconjunctions.

InadmissibleProperties: Figure 9 shovs Dwyer et.al's
classificationof over five hundredlinear temporallogic
(LTL) propertieq[7,8]. Thosepropertiesdivide into eight
groupsand eachgroup containsthe five temporalscopes
seenin Figure7; i.e. globally; beforeevent R; after event
Q; betweerevents@ and R; andafterevent@ until event
R. % of thesescopesareexpressiblein termsof two time
ticks [20]. The inexpressiblescopesall require proving
someorderingof > 2 events.By definition, suchanorder
ing cannotbeexpressedisingmerelythetwo time intervals
of S’ andT' generatedhy SP2.



Absence(2)
Universality (2)
Existence(Z)
BoundecExistence( 2)

Occurrence (3+54340=15)

Precedence(3)
Response( 2
ChainResponsg(2)
ChainPrecedence(2)

Order (4+3£0+0=T)

Figure 9. Coverage of the Dwyer corpus of
temporal properties by SP2. Each right-hand-
side group of properties contains five scopes.
Fractions denote how many of those scopes
can be handled by SP2, as seen in Figure 7.
Adapted from [20].

Figure9 shaws usthat SP2-styleinferenceon symmet-
ric topoi can say more aboutthe occurrenceof a given
event/stateluring systemexecutionthanaboutthe ordering
in which multiple events/statesccur It is a simplematter
to detectthe temporalpropertiesthat are inadmissiblefor
SP2.All suchpropertierequiremorethantwo time ticks;
e.g. until operatormestedo a depthgreaterthantwo such
as:.

(dayz sunday J (day: monday,_J day= tuesdag)

Handling Conjunctions: Another problemis that sym-
metrictopoi have no specialknowledgeof and-nodesThis
canleadto someless-than-desirablesults. Considerthe
following topoi:

usability — flexibility «+ performance

Equation3 saysthattheconjunctionof competingupstream
influencecanresultin a steadyvaluein a downstreanvari-
able;i.e.

usabilityt — andd01
performance, — andi01
and)01 — flexibility = steady (5)

where and)01 is an and-nodeespeciallycreatedfor this
conjunction. A reasonabléemporalinterpretationof and-
nodesis thatall pre-conditionsnustappeabeforeor atthe
samdime asthepost-conditionsSupposeave seekto prove
flexibility = steadye S’, but SP2 computesa node parti-
tion in which usability} € T andperformancé € T". We
would like to be ableto coaxthesepre-conditionsbackin
time to S’ suchthatthey do not occurat atime thatis later
thanflexibility = steadye S'.

Anothercasewherewe wantto coaxedgeweightsis the
bad-andsituation.Therulesof symmetrictopoirequirethat
if we createthe edgesshowvn in Equation5, thenwe must
alsocreatethefollowing complementaryules:

usability] — andi01
performancet — andd01
and)01 — flexibility = steady (6)

where X is an inventednode representingall the other
valuesof X”. The addition of the nodesand)01 and
flexibility = steadyis requiredto ensurghesymmetryprop-
ertiesuponwhich SP2is dependentHowever, they arejust
nonsenssymbolsthatshouldnever appeaiin ary explana-
tion of how certaininputsleadto certainproperties. That
is, pathwaysfrom inputsto propertiesshouldneverinclude
thesenonsensaymbols.Hence,if possible SP2shouldbe
‘coaxed’ into producingshortestpathtreesin which these
spuriousnodesappeamttheleaves.

SP2containsa mechanisnto implementsuchcoaxing:
eachedgein the topoi is augmentedvith an edgeweight,
which SP2usesto computeshortestpaths— the length of
a pathis simply the sumof the weightsof the edgesalong
the path. At the core of SP2is a priority queue. At run-
time, the next edgeto be exploredis oneof the edgeswith
lowestweightwithin the queue.This meanghatby adjust-
ing weightsandre-runningthe algorithm,we canchooseo
explore edgesat someearliertime or latertime. Hence,to
coaxusabilityt andperformanceg into S’, we canadjustthe
weightsupstreanof thosenodes. In coaxing,the weights
canbe adjustedarbitrarily, provided that the any symmet-
ric pair of edgesrecevesthe sameweightfor both edges.
Elsavhere[18] we definea setof minimal automaticedge
adjustmenteuristicswhich input SP25 shortestpathtree
Z, thecutsetC containingthe edgeshatconnectS’ to 7"
andwhich outputschangedo theedgeweights.

A major pre-experimentalconcernwas that the nearly
lineartime processingdf SP2could be followed by anin-
definitely long coaxingprocess.After much experimenta-
tion, we canreportthatwe have never seenthis worst-case
behaior in practice.In thoseexperimentswve usedSP2to
explorerandomlygenerategropertiesof theform of Equa-
tion 4 over dozensof randomlygeneratedopoi graphs.We
varied topoi fanout (2 to 6 edgesper node) and the fre-
queny of and-nodegfrom 5% to 75%). Initially, each
experimentwas terminatedwhen the percentof provable
propertiegeachedsomeplateau.In all the experimentsthe
plateauwas reachedafter < 5 iterationsof SP2+coaxing.
Next, we comparedhe plateaureachedifter 10 coaxesand
the plateaureachedhfter 100 coaves. No significantdiffer-
encesvereobsenedin ourexperimentsFurther SP2never
usedmorethan1MB of memoryor oneminuteof runtime.
Our conclusionfrom theseexperimentds thatthe needfor




heuristiccoaxingdoesnot diminishthetime andspaceeffi-
cieng/ of SP2.

4. RelatedWork

We arehardlythefirst to exploreformal methoddor re-
guirementsengineering. For example,in the KAOS sys-
tem[25], analystgenerate propertieanodelby incremen-
tally augmentingobject-orientedscenariodiagramswith
temporalogic statementsPotentially thisresearcheduces
the costsof formal requirementsanalysisby integratingthe
generatiorof the propertiesmodelinto the restof the sys-
tem development. Our readingof the KAOS work is that
while the resultingmodelmay be moreformal, the level of
skill requiredto write the temporallogic can significantly
increasehepersonnetost. Further theextratime required
for theaugmentatiorrouldincreasehe effect of the devel-
opmentbrake. In otherwork, Schneideet.al.[22] explored
reducingthe manualmodelingcostsusinglightweightfor-
mal methods In the lightweightapproachpnly partial de-
scriptionsof the systemsand propertiesmodelswere con-
structedusingthe SPIN formal analysistool [11]. Despite
their incompletenature,Schneideret.al. found that such
partial modelscould still detectsignificantsystemserrors.
While exciting researchthis approachstill incursthe per
sonnelcostsincescarcesxpertiseis requiredto drive tools
like SPIN.

Nor arewe thefirst to explore optimizingtemporallogic
modelchecking.Elaboratgechnique$ave beendeveloped
to tamethe statespaceexplosion problem. A sampleof
thesdechniguesiredescribedelown. Abstiactionor partial
ordering: only usethe partof the spacerequiredfor a par
ticularproof. Implementationsxploiting thistechniquecan
restrairhow thespacas traversed10], or constructedn the
first place[22]. Clustering: divide the systemanodelinto
sub-systemsvhich can be reasonedabout separately2].
Meta-knowledg: avoid studyingthe entirespace.Instead,
studyonly succinctmeta-knavledgeof the space.Oneex-
ampleusedan eigervectoranalysisof the long-termprop-
ertiesof the systemanodelunderstudy[12]. Exploit sym-
metry: Prove propertiesn somepartof the systemsnodel,
thenreusethoseproofsif ever thosepartsarefound else-
wherein the systemsmodel[1]. Semanticminimization:
Replacethe spacewith somesmaller equivalentspace For
example,the BANDERA system[4] reducesoth the sys-
temsmodelingcostandtheexecutioncostvia automatically
extracting (slicing) the minimum portionsof a JAVA pro-
gramsbytecodesvhich arerelevantto particularproperties
models.

While the above techniqueshave all proved useful in
their testdomainsthey may not be universallyapplicable.
Certain optimizations require expensve pre-processing,
suchas[12]. Also, thesemethodsmayrely on certaintopo-

logical featuresof the systembeing studied. Exploiting
symmetryis only usefulif the systemunderstudyis highly
symmetric. Clusteringgenerallyfails for tightly connected
models.Further for requirementgngineeringsystemdik e
BANDERA arenotsuitable. BANDERA only worksonim-
plementedsystemsthatis, not until long afterthe require-
mentsphasehasended.

Hence,in the generalcase,only small modelscan be
tested. Further thesemodelsmustbe preciselyspecified.
In contrastthiswork describesnethodgor quickly proving
propertiesn largemodelsthathave beenhastily sketched.

Anotherclassof toolsfor optimizingsearchinghespace
of a programare the tools basedon integer programming
(for a good introductionand comparisonnoteson integer
programming,see[3]). Preliminaryexperimentswith in-
teger programmingin this domainare undervay, with no
clearresultsatthistime.

5. Conclusion

We needbetterformal testingfor our requirementsAp-
plying formal methodscanleadto an unacceptabldérake
on the developmentprocess. Cost-efective formal meth-
odshave to reducethe costandskill involvedin modeling
systemsandtheir properties. The costof propertiesmod-
eling canbereducedvia temporallogic patterns.However,
the executioncostof theresultingpropertiesnodelmayre-
quireexpensverework of the propertieggeneratedrom the
patterns.

In the specificcaseof requirementshatcanbe mapped
into symmetric topoi, we have shovn that the systems
modelingcostis reduced(sincethe topoi canbe sketched
quickly). For suchsymmetrictopoi, we canreducethe ex-
ecution costfor proving formal propertiesto time that is
nearlylinearonthenumberof edgesandnodesn thetopoi.

The combinationof easyspecificationof propertiesand
systemsmodels implies that the personnelcost of for-
mal modelingis reduced. This cost-reductioncan only
be achieved in domainswherethe systemsmodel can be
expressedas topoi and the propertiesmodel refers more
to temporaloccurrencepropertiesthan temporalordering
properties.We have arguedthat requirementsengineering
is onesuchdomain.

Having built the SP2engine,our next goalis the con-
structionof a shell that exploits this engine. Our current
researchgoal is the constructionof the RAPTURE shell.
RAPTURE exploits SP2to enablethe fastformal analysis
of topoi-compliantdescription®f softwaresystems.
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