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Abstract

Early testingof requirementscan decreasethe cost of
removingerrors in softwareprojects.However, unlessdone
carefully, that testingprocesscan significantlyadd to the
costof requirementsanalysis. We showhere that require-
mentsexpressedas topoi diagramscan be built and tested
cheaply– using our SP2algorithm, the formal temporal
propertiesof a large class of topoi can be proven very
quickly, in time nearly linear in the numberof nodesand
edges in the diagram. There are two limitations to our
approach. Firstly, topoi diagramscannotexpresscertain
complex conceptssuch as iteration and sub-routine calls.
Hence, our approach is more usefulfor requirementsengi-
neeringthanfor traditional modelchecking domains.Sec-
ondly, our approach is betterfor exploringthetemporal oc-
currenceof propertiesthanthetemporal orderingof proper-
ties.Within theserestrictions,wecanexpressa usefulrange
of conceptscurrentlyseenin requirementsengineering, and
a widerangeof interestingtemporal properties.

1. Intr oduction

The casefor more formality in requirementsengineer-
ing is overwhelming.Many errorsin softwarecanbetraced
backto errorsin therequirements[21]. Often,theconcep-
tion of asystemis improvedasadirectresultof thediscov-
ery of inadequaciesin the currentconception.The earlier
suchinadequaciesare found, the better, sincethe cost of
removing errorsat the requirementsstagecanbeordersof
magnitudecheaperthanthe costof removing errorsin the
final system[22].

Thebenefitof formally checkinga systemis thatformal
proofscanfind moreerrorsthanstandardtesting.A single
formal first-orderqueryis equivalentto many white-boxor
black-boxtestinputs.

The cost of rigorousrequirementsengineeringmay be
impracticallyhigh. Thesecostsincludethemodelingcost,
theexecutioncost, thepersonnelcost, andthedevelopment
brake. Themodelingcost is incurredwhenanalystscreate
thesystemsmodel, andthepropertiesmodelneededfor for-
mal analysis. Both modelsare in somemachine-readable
form. Thepropertiesmodelis oftenmuchsmallerthanthe
systemsmodel andcontainsa formal temporallogic1 de-
scriptionof theinvariantsthatmustbeprovedin thesystems
model.

A rigorousanalysisof formal propertieshasa high exe-
cutioncost, sinceit impliesa full-scalesearchthroughthe
systemsmodel.For example,if a givensystemsmodelhas� variables,eachof which may take on a finite numberof
uniquevalues � , then the size of the statespaceassoci-
atedwith thatmodelis ��� . This spacecanbetoo largeto
explore, even on today’s fastmachines.Despiteextensive
researchinto speedingup thissearch(seeourRelatedWork
section),analystsoftenmustpainstakinglyrework thesys-
temsandpropertiesmodelsinto moreabstractandsuccinct
formsthataresmallenoughto permitformalanalysis.

Analystsskilled in formal methodsmustberecruitedor
trained. Sincesuchanalystsaregenerallyhardto find and
retain,formalmethodshavea highpersonnelcost.

The above costscan be so high that the requirements
mustbefrozenfor sometimewhile oneperformstheformal
analysis.Hence,oneof the costsof formal analysisis de-
velopmentbrake thatslowsdown therequirementsprocess.
Slowing down therequirementsprocessis unacceptablefor
fastmoving softwarecompanies,suchas the start-updot-
coms.

Ideally, amethodfor reducingthecostof testingrequire-

1Temporal logic is classical logic augmentedwith some temporal
operatorssuchas ��� (always � is true), �	� (eventually � is true),
 � ( � is trueat thenext timepoint), ����
 : ( � is trueuntil 
 is true).�
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Capabilities[driver] Driving-period[driver]

Complexity[situation]

Age[driver]

Physical-handicap[driver] Experience[driver]

Available-reaction-time[driver] Risk-of-accident[driver]

Slacker[period]

Power[vehicle]

Comfort[vehicle]

Avoidance-action-quality[driver]

Speed[vehicle] State-quality[vehicle]

Visibility[roadsign]
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Age[vehicle]-

Kinetic-energy[vehicle] Importance[deformation]

Violence[crash]
++

-
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Figure 1. An example topoi from [5]. The formal semantics for topoi is described belo w. Informall y,
we say that � indicates “encoura ges” while � indicates “discoura ges”.

mentswould eliminatethe executioncost and reducethe
costandskill involved in building the propertiesandsys-
temsmodels. If achievable,sucha methodwould alsore-
duce the personnelcost, since it would not require such
highly-skilled analysts. Having reducedthe personnel,
modeling, and execution costs, this hypotheticalmethod
would inevitably decreasethedevelopmentbrake.

Someprogresshasalreadybeenmadein reducingthe
costof propertiesmodelingusing temporal logic patterns.
Dwyeret.al.[7,8] haveidentifiedpatternswithin thetempo-
ral logic formula seenin many real-world propertiesmod-
els. For eachpattern,they have definedanexpansionfrom
theintuitivepseudo-Englishform of thepatternto a formal
temporallogic formula. In this way, analystsareshielded
from thecomplexity of formal logics.For example,thesim-
plepseudo-Englishstatement��������������� �!��"�#%$'&!(*)+�,#,-.�/#0#0(1��2���(43�#5�6$7�5#0#5(8)8��(	24��9:���;$<�:-=& >	)
canbeautomaticallyexpandedinto themorearcaneformal
statement:? �@��2���(43�#5�6$<�5#0#5(BADCE��9:���F$7�:-.&G>	)BAIH���9 ���F$7�:-.&G>	)@)J ���:�K��"�#�$'&!(MLN��9 ���F$7�:-.&G>	)@)@)

Onedrawbackwith temporallogic patternsis thatwhile
complex temporalformula canbe automaticallygenerated
from intuitive pseudo-English,the executioncostremains.
That is, even thoughwe can quickly build the properties
model,wemaynot beableto exploreall of thatmodel.

In this article, we arguethat we cangreatly reducethe
executioncostfor a classof systemsmodelsseenin there-
quirementsstage,and for a large classof temporallogic
properties.In our approach,we usetemporallogic patterns
to reducethe cost of propertiesmodeling,and optimiza-
tion to reducetheexecutioncost.Thekey to this reduction

is SP2,a new algorithmfor testingtemporalpropertiesof
topoi, which arestatementsof gradualinfluencesbetween
variables[5]. Topoi can representedgraphicallyby topoi
diagrams, anexampleof which is shown in Figure1. Topoi
arequick to sketch,andso(for requirementsthataretopoi-
compatible)our approachalsoreducesthesystemsmodel-
ing cost.

Thesecost-reductionbenefitscanonly berealizedif we
acceptcertainrestrictions.Firstly, our approachlimits the
kinds of propertiesthat can be tested. Secondly, the sys-
temsmodel must be expressedas topoi diagrams. Topoi
are not very expressive, and exclude statementssuch as
first-orderassertions,iterations,sub-routinecalls, and as-
signments.Dueto theselanguagelimitations,ourapproach
is not suitedto domainsthatneedtheexcludedstatements,
suchascomplex protocolsseenin concurrentprocesses.

Theserestrictionsarenot fatal to themodelingprocess,
at leastat therequirementsstage.We will describehow to
quickly recognizeinadmissiblepropertiesstatements.Fur-
ther, wewill usetheDwyeret.al.survey to show thatwithin
the limits to the propertieslanguage,we can representa
wide rangeof useful temporallogic properties. Also, we
will show thattopoidiagramsaresufficientto representdia-
gramsseenin certainapproachesto requirementsengineer-
ing andrecordingdesignrationales.Hence,whenwe say
that this approachis practicalanduseful,we really mean
practical and usefulfor early life cycle requirementsdis-
cussionsonly.

This work is basedon Feldman& Compton’s studyof
the validation of topoi [9] (which they called qualitative
compartmentalmodels).Menziestriedto optimizethatval-
idationprocessandofferedanimplementationthatwasor-
dersof magnitudefasterthanthevalidationenginebuilt by
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Figure 2.i: A soft-goal
graph: the andnodede-
notes that both sharing
of information and task
switchingareenabledby
flexible work patterns.

Figure 2.ii: A questions-
options-criteriagraph;
from[23].

Figure 2.iii: Topoi from Fig-
ure3.

Figure2.iv: TheSmythe
’87 theory. From [24].
The diagram shows
statements of gradual
knowledge relating to
laboratory experiments
onmammals.

Figure 2. Four sample topoi diagrams.

Feldman& Compton.However, hecouldnotreducetheex-
ponentialupper-boundon theruntimes[14–16]. Assuming
a certainrestrictionon topoi edgetypes,Cohen,Menzies,
Waugh and Gossshowed that the cost of checkingtem-
poral propertiesof topoi-basedsimulationis a function of
thenumberof time-ticksin thequery[17]. This paperim-
provessignificantlyontheMenzieset.al.result.Weassume
the samerestrictionasMenzieset.al. and introduceSP2,
a nearly linear-time algorithm for checkinga large class
of interestingtemporalproperties(for spacereasons,we
describethe full detailsof that algorithmelsewhere[18]).
Also, we describean implementationof SP2which, in at
leastonedomain,out-performsa state-of-the-arttemporal
logic modelchecker (SPIN[11]).

2. About Topoi

Ourapproachassumesthatrequirementssystemsmodels
areexpressedin theform of topoi; i.e. statementsof gradual
statementssuchas(i) themoreX, themoreY; (ii) the less
X the lessY; (iii) themoreX, the lessY; or (iv) the lessX
the lessY. Dienget.al. offer many examplesof topoi from
numerousexamplesfrom their recordsof interviews with
experts[5]. Forexample:themorethereiswaterinfiltration
in the roadwaybody, the worsethe foundationrisks to be;
andif there is a punctualundressingand if the roadwayis
betweenfiveandfifteenyears old, thenthecauses’too old
coating’ is all themorecertainsincetheroadwayis older.

Our experiencehasalwaysbeenthatthesystemsmodel-
ing costwith topoi is very low. Topoigraphscanbequickly
generatedin the requirementsstage. Two feuding stake-
holderswith two markerpensandonewhiteboardcangen-
eratemany, many topoi in just a few hours.

Topoi graphscanbe found in many domains.Figure1
showeda topoi from aninsurancedomainusingthegraphi-
calnotationof Dieng’s3DKAT tool.

Figure 2.i show some Mylopoulos-style soft-goal
graphs[19]. Soft-goalgraphsrepresentgradualknowledge
aboutnon-functionalrequirements.In Figure2.i, anexpert
describeshow to increasebusinessflexibility . Figure 2.ii
showsa“questions-options-criteria”(QOC)graphfrom the
designrationalecommunity [23]. In such QOC graphs,
questionssuggestoptionsanddecidingon a certainoption
canraiseotherquestions.Optionsshown in a box denote
selectedoptions.Optionsareassessedby criteriaandcrite-
ria aregradualknowledge;i.e. they tendto supportor tend
to rejectoptions.QOCscansuccinctlysummarizelengthy
debates;e.g.480sentencesutteredin adebatebetweentwo
analystson interfaceoptionscan be displayedin a QOC
graphon a singlepage[13]. Figure2.iii shows topoi gen-
eratedfrom the requirementsof a rule-basedlegal system,
shown in Figure3. This translationassumesthat proposi-
tions in the rule basearemodeledasa belief/strengthpair
suchasinfant/O , whereO is somecontinuousnumber.

Topoiseemquitesimple,but oftendefymanualanalysis.
For example,Menzies’topoi theoremprover[14] foundbe-



if infant or moron
then not legally_responsible.

if guilty
then jail.

if age < 7
then infant.

if legally_responsible and guilty
then jail.

if motive and means and
opportunity and witnesses

then guilty.

if guilty and not legally_responsible
then not jail.

Figure 3. Rule-based requirements from a le-
gal system.

haviors in very small topoi (Figure2.iv) that hadnot seen
afterdaysof manualanalysis.Thedifficulty in generating
possibletopoi behavior getsworseas the topoi getsmore
complicated. Whencollectedfrom multiple stakeholders,
gradualstatementscanbe quite complex, quite large, and
containfeedbackloops. Smytheextracteda list of grad-
ual influencesfrom a setof articlesfrom differentauthors
relating to humaninternal physiology. The resultingnet-
work containsloops (e.g. Figure 2.iv). The experiments
describedlater in the paperarebasedon the large topoi of
Figure4.

A pre-experimentalconcernis thatinformal topoi areso
under-definedthatwecouldusethemto infer any properties
at all. However, topoi structurescansupportcertaininfer-
ences.RecallFigure2.i andthefragment:

usability PQ flexibility PR performance

Note that there is no way to explain the output of in-
creasedflexibility (denoted S flexibility T4U ) from the in-
put of increased usability and performance (denotedS usability TWV performanceT4U ). Thatis,while topoiareover-
generalized,they maystill berestrictive enoughto demon-
stratewhat cannotbe proved. We describebelow exper-
imentswhich show that large real-world topoi can be re-
strictiveenoughto blockaninterestingnumberof temporal
properties.

2.1. Topoi: Formal Semantics

Formally, we say that a topoi is a directed, possibly
cyclic graph X containingverticesandedgesY[Z�V \N] . \
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Figure 4. A large topoi with many loops.

aretheconnectorsbetweenvariablesandareoneof asetof
pre-definedtypes;e.g. ^Q or PQ . Thatis:

\`_ba Z*_c^Q Z4dfehgiZ*_ PQ Z4dX a YjZ%V:\N]
The verticesof a topoi canbe assigneda finite number

of values;e.g. up, downor steady. Thesevaluesmodelthe
sign of the first derivative of thesevariables(i.e. the rate

of changein eachvalue). X ^Q Y denotesthat Y beingup



or downcouldbeexplainedby X beingup or downrespec-
tively. Thatis:

Z _ ^Q Z dlk m Z _ T implies Z d TZ _1n implies Z dFn (1)

(whereT and n denoteup anddown respectively.)

X PQ Y denotesthat Y being up or down could be ex-
plainedby X beingdownor up respectively. Thatis:

Z _oPQ Z dpk m Z*_1T implies Z4d nZ*_ n implies Z4dFT (2)

Tacit in our topoi diagramsare conjunctionsof influ-
ences. We canview topoi as influencessplashingaround
pipesthat connecttubs. Pairsof competinginfluencescan
cancelout. That is, we can explain the level of water in
a tub remainingsteadyvia conjunctionof competingup-
streaminfluences;e.g.qrts Z*_+T implies Z4d;Tvu

ands Z*w n implies Z4d n u
xy

implies

qrzs ZW_{T}|~Z*w n u
impliess Zvd�a steadyu

xy
(3)

This formal semanticsis sufficient to guidethe transla-
tion of topoi for a formalmodelcheckersuchasSPIN.Fig-
ure5 shows theresultsof sucha translationof Figure2.iv.
In thisfigure,all thenodeshavethevaluesup, down, steady
andunknown(which is a placeholderfor the initial condi-
tions). Also, for convenience,all systemsmodelinputs O
aredeclaredto be O chg variableswith valuesarrived, left
denotingthe differencesbetweenthesevariablesin differ-
entexperiments.For example,if we increasetheinjections
of dex, thenwe alsosaythatdexchg a arrived.

2.2. Proving Formal Propertiesin Topoi

We cantesttopoi usinglibrariesof expectedor desired
behavior. Suchlibrariescanbequickly built via interviews
with users. We have found it useful to structurethesein-
terviews in an OO framework. After generatingusecases
and particular scenarios,we ask our usersto clarify ex-
actly what are the expectedinputs and requiredoutputs
for eachscenario.This generatestwo artifacts. Firstly, it
leadsto a topoi graphdescribinghow they think influences
should propagatearounda systemsmodel. Secondly, it
leadsto the formulationof propertiesmodelsof the form:
WhenI do this, I expectto seethat or, in the languageof
temporallogic usedin (e.g.)SPIN:� s�� �4�W�8�G� Q��'� �8���W�8�G� u (4)

i.e. alwaysthe inputslead,eventually, to theoutputs.
We encounterproblemsif we useEquation4 to check

large topoi using standardmodel checkers. While SPIN

#define DOWN 0
#define STEADY 1
#define UP 2
#define UNDEF 3
#define ARRIVED 0
#define LEFT 1

byte chg_cold_swim = UNDEF /* chg_cold_swim = {ARRIVED,LEFT} */
byte chg_dex = UNDEF /* chg_dex = {ARRIVED,SWIM} */
byte cold_swim = UNDEF /* cold_swim = {DOWN,STEADY,UP} */
byte dex = UNDEF /* dex = {DOWN,STEADY,UP} */
byte temp = UNDEF /* temp = {DOWN,STEADY,UP} */
byte nna = UNDEF /* nna = {DOWN,STEADY,UP} */
byte acth = UNDEF /* acth = {DOWN,STEADY,UP} */
byte cortico = UNDEF /* cortico = {DOWN,STEADY,UP} */

active proctype smythe() {
if

::dex == UNDEF -> dex = DOWN
::dex == UNDEF -> dex = STEADY
::dex == UNDEF -> dex = UP

fi;
if

::cold_swim == UNDEF -> cold_swim = DOWN
::cold_swim == UNDEF -> cold_swim = STEADY
::cold_swim == UNDEF -> cold_swim = UP

fi;
if

::chg_dex == UNDEF -> chg_dex = ARRIVED
::chg_dex == UNDEF -> chg_dex = LEFT

fi;
if

::chg_cold_swim == UNDEF -> chg_cold_swim = ARRIVED
::chg_cold_swim == UNDEF -> chg_cold_swim = LEFT

fi;
if

::chg_dex == ARRIVED -> temp = UP
::chg_dex == LEFT -> temp = DOWN

fi;
if

::chg_cold_swim == ARRIVED -> nna = UP
::chg_cold_swim == LEFT -> nna = DOWN

fi;
do

::(chg_cold_swim == ARRIVED && temp == UP) -> nna = STEADY
::(chg_cold_swim == LEFT && temp == DOWN) -> nna = STEADY
::temp == DOWN -> nna = UP
::temp == UP -> nna = DOWN
::temp == DOWN -> acth = UP
::temp == UP -> acth = DOWN
::nna == UP -> acth = UP
::nna == DOWN -> acth = DOWN
::acth == UP -> cortico = UP
::acth == DOWN -> cortico = DOWN
::cortico == UP -> temp = UP
::(cortico == UP && chg_dex == LEFT) -> temp = STEADY
::cortico == DOWN -> temp = DOWN
::(cortico == DOWN && chg_dex == ARRIVED) -> temp = STEADY
::(temp == UP && nna == UP) -> acth = STEADY
::(temp == DOWN && nna == DOWN) -> acth = STEADY

od;
}

Figure 5. Figure 2.iv expressed in the
PROMELA langua ge used in SPIN model
checker [11].

checksthat Equation4 holds over Figure 5 in less than
a second,it can fail to terminatefor larger systemsmod-
els. In one study, we offered 40 propertiesof the form
of Equation4 to SPIN along with Figure 4 expressedin
the sameformat asFigure5. Given 100MB of maximum
RAM, SPINranout of memoryfor mostof theproperties.
We suspectedthat the searchspacewastoo big. Figure4
contains80 variables,eachof which hasat leastthevalues��� V ��eh� � V �!���h� ����V �*� � ��� ; i.e. totalspaceof optionsatleast
of size( ���G�����!���:��u . In asecondstudy, wereducedthesize
of thesystemby removing the �!���h� ��� values.This shrank
theoptionsto ( ��� �����!���:�!u . However, evenin this reduced
system,SPIN ran out of memoryandfailed to prove any-
thing for 29 of the40 properties[20].

In summary, while theoreticallywe canassesstopoi us-



ing standardmodelcheckers, in practice,this may not be
feasible.

3. SP2: A Model Checker for Topoi

While general topoi defeat general-purposemodel
checkers,specializedmodelcheckerscanquickly checkthe
temporalpropertiesof a restrictedclassof topoi. Consider
a topoi containingtwo-valuednodesconnectedby the“ � ”
and“ � ” edgesdefinedin Equation1 andEquation2. Such
a topoi hassymmetricedges; i.e. eachedgecommentson a
connectionof every upstreamnode’s valueto every down-
streamnode’s value. Menzieset.al. showed thatwhenev-
ery edgeof a symmetrictopoi commentson all the values
of its downstreamvertices,thenthestatespacerapidly sat-
urates[17]. Thatis, thegranularityof thetimeaxisreduces
to thenumberof valuespervariablein that theory. For ex-
ample,in a systemsmodelwhereevery variablehasonly
two values,everythingthat is reachablecanbe reachedin
two time ticks.

Using the result of Cohenet.al we have definedSP2,
a specializedmodelchecker for symmetrictopoi [18,20].
SP2is a variant of Dijkstra’s shortestpath algorithm [6].
The algorithm inputsa symmetrictopoi with edgeset \ ,
nodeset Z , andaninitial set  7¡jZ .   containssomevalue
assignmentsto somenodesandrepresentstheinitial condi-
tions of the system. The algorithmoutputsa setof edges¢

with the following properties.
¢

is a collectionof trees
spanningall the nodesreachablefrom the inputs. For any
reachablenode £ ,

¢
containsthe shortesttopoi path from

the inputs to £ . The nodesof Z spannedby
¢

are parti-
tionedinto two sets  ~¤ and ¥`¤ , whereno edgeof

¢
passes

from ¥`¤ to  ~¤ andeachsetis consistent;i.e., will not con-
tainboth ¦�T and ¦ n . In termsof temporallogic,  ~¤ means� eh� and ¥`¤ means�1� ¦ � .

Elsewhere,we have proved that SP2generates ~¤ and¥`¤ correctly, andrunsin � s:§ Z § � § \ §@¨�©�ª�§ Z § u time in the
worst case[18]. SP2is efficient dueto its exploitation of
saturation.While spreadingout over thetopoi, it maintains
two setsof nodes:the now set(   ¤ ) andthe later set ( ¥ ¤ ).
If the algorithmreachesa nodethat contradictssomething
elsein thenow, it movesthenew nodeinto thelater set.The
repeatedapplicationof this rule on a 2-spacedsymmetric
topoi resultsin a fastdivision of the nodesreachablefrom
theinitial conditionsinto thetwo sets ~¤ and ¥`¤ .

UsingSP2,we canvery quickly exploretemporalprop-
ertiesthatcanbeprovedin two time ticks. A largerangeof
interestingqueriescanbeexecutedin two timeticks(butsee
below for a discussionon the propertiesthat requiremore
thantwo time ticks). Once  %¤ and ¥`¤ aregenerated,we can
convertourtemporalpropertiesinto setmembershiptestsof
thesesets.Figure6 andFigure7 show conversionrulesfor
commontemporalproperties.

exp «¬� exp //always­ � exp //eventualy­ 

exp //next­

exp W exp // weakuntil­
exp � exp //until­
exp ® exp //conjunction­
exp ¯ exp //disjunction­
exp « exp //implication­±°
exp //negation­

x //proposition
exp ² W exp³´« (exp ² � exp³ ) ¯ ( � exp ² )� x « (x µ now) ® (x µ later)� x « (x µ now) ¯ (x µ later)


x « (x µ later)
x � y « (y µ now) ¯ ((x µ now) ® (y µ later))
x ® y « (x µ now) ® (y µ now)
x ¯ y « (x µ now) ¯ (y µ now)
x « y « (y µ now) ¯ ((x ¶µ now) ® (y ¶µ now))°
x « (x ¶µ time)

x « (x µ time)
time « now

­
later

now « s’
later « t’

Figure 6. Rewrite rules for conver ting linear
temporal logic expressions into set member -
ship tests of SP2’s  ~¤·VG¥`¤ .
SP2 offers two major other advantagesover standard

temporalreasoning.Firstly, it runs,terminates,returns
¢

,
and then we perform set membershipof

¢
to prove our

properties.That is, we do not test for propertiestill after
SP2terminates.Hence,the inferencetime is not muchaf-
fectedby thecomplexity of thepropertiesto betested.Sec-
ondly, SP2usesashortest-pathstreetobuild itsproofs.That
is, whenexplaininghow propertieswerereached,SP2will
generatetheshortestexplanationpossible.Hence,auserof
SP2neednotwadethroughmountainsof tracefiles in order
to understandhow thepropertieswereproved.

3.1. Experimentswith SP2

Figure8 showsacomparisonof SPINvsSP2usingprop-
ertiesof the form of Equation4 andthe systemsmodelof
Figure4. Of the40propertieswhichwereanalyzedby both
SPINandSP2,SPINwasableto returna verificationresult
in only 11 out of 40 cases( ¸�¹vº¼»�½ ) beforerunningout of
memory. In everycasewhereSPINdid returnaverification
result,SP2’s resultwasin agreement.

Regardingcomputerresources,SP2usedlessthan1%of
theRAM requiredby SPIN.Also, in thecaseof theunprov-
ableproperties,SP2terminatedin lessthana secondCPU
timewhile SPINtookmuchlonger.

We mentionedearlierthatonepre-experimentalconcern
with informal topoi is thatthey aresounder-definedthatwe



Figure7.A: Absenceproperties:¾ is false
Property LTL SP2
Globally � (!p) p ¶µ S’ ® p ¶µ T’
BeforeR � R« (!p � R) R µ S’ ¯ R ¶µ T’ ¯ p ¶µ S’
After Q � (Q«�� (!p)) (Q µ S’ ¯ (p ¶µ S’ ® p ¶µ T’)) ® (Q µ T’ ¯ p ¶µ T’)
BetweenQ andR � ((Q ® !R ®o� R)« (!p � R)) (Q ¶µ T’ ¯ p ¶µ T’) ® (Q ¶µ S’ ¯ R µ S’ ¯ R ¶µ T’ ¯ p ¶µ S’)
After Q until R � (Q ® !R « (!pWR)) (Q ¶µ T’ ¯ R µ T’) ® (Q ¶µ S’ ¯ R µ S’ ¯ (p ¶µ S’ ® R µ T’))
Figure7.B: Existenceproperties:¾ becomestrue
Globally � (p) p µ S’ ¯ p µ T’
BeforeR !R W(p® !R) (p µ S’ ® (R ¶µ S’ ¯ p µ T’)) ¯ (R ¶µ S’ ® p µ T’ ® R µ T’)
After Q � (!Q ¯ � (Q®o� p)) p µ T’ ¯ ((Q ¶µ S’ ¯ p µ S’) ® Q ¶µ T’)
BetweenQ andR � (Q ® !R « (!RW(p® !R))) Q µ S’ ® Q µ T’ ® p µ T’ ® (R µ S’ ¯ p µ S’ ¯ R ¶µ T’)
After Q until R � (Q ® !R « (!R � (p® !R)) Q µ S’ ® Q µ T’ ® (R µ T’ ¯ p µ T’) ® (R µ S’ ¯ p µ S’ ¯ (p µ T’ ® R ¶µ T’))
Figure7.C: Universality: ¾ alwaystrue
Globally � (p) p µ S’ ® p µ T’
BeforeR � R« (p� R) R µ S’ ¯ (R µ T’ ® p µ S’)
After Q � (Q«�� (p)) (Q ¶µ S’ ¯ (p µ S’ ® p µ T’)) ® Q ¶µ T’ ¯ p µ T’)
BetweenQ andR � ((Q® !R ® � R)« (p� R)) Q µ S’ ¯ R µ S’ ¯ R ¶µ T’ ¯ p µ S’
After Q until R � (Q® !R « (pWR)) Q µ S’ ® Q µ T’ ® (R µ S’ ¯ p µ S’) ® (R µ T’ ¯ p µ T’)
Figure7.D: Precedence:¿ precedes¾
Globally !pWS S ¶µ S’ ¯ (p µ S’ ® (p ¶µ T’ ¯ Sµ T’))
BeforeR � R« (!p � (S̄ R)) Sµ S’ ¯ R µ S’ ¯ R ¶µ T’ ¯ p ¶µ S’
After Q � !Q ¯�� (Q® (!pWS)) (Q ¶µ S’ ® Q ¶µ T’) ¯ (Q µ S’ ® (Sµ S’ ¯ (p ¶µ S’ ® (p ¶µ T’ ¯ Sµ T’)))¯ (Q µ T’ ¯ p ¶µ T’ ¯ Sµ T’)))
BetweenQ andR � ((Q® !R ® � R)« (!p � (S̄ R))) Inexpressible: needsÀoÁ time ticks
After Q until R � (Q® !R « (!pW(S̄ R))) (Sµ S’ ¯ R µ S’ ¯ (p ¶µ S’ ® p ¶µ T’) ¯ (p µ S’ ® (Sµ T’ ¯ R µ T’))) ® (Sµ T’ ¯ R µ T’ ¯ p ¶µ T’)
Figure7.E: Response:¿ respondsto ¾
Globally � (p«�� S) Sµ T’ ¯ (p ¶µ T’ ® (p ¶µ S’ ¯ Sµ S’))
BeforeR � R« (p« Inexpressible: needsÀoÁ time ticks

(!R � (S® !R))) � R
After Q � (Q«�� (p«�� S)) Sµ T’ ¯ ((Q ¶µ S’ ¯ (p ¶µ T’ ® (p ¶µ S’ ¯ Sµ S’))) ® (Q ¶µ T’ ¯ p ¶µ T’))
BetweenQ andR � ((Q® !R ® � R)« Inexpressible: needsÀoÁ time ticks

(p« (!R � (S® !R))) � R)
After Q until R � (Q® !R «

((p« (!R � (S® !R)))WR)) Q µ S’ ® Q µ T’ ® (R µ T’ ¯ Sµ T’ ¯ p ¶µ T’)

Figure 7. Common temporal logic queries conver ted into set member ship tests of SP2’s  ~¤ÂV ¥`¤ . This
table was generated by appl ying the re-write rules of Figure 6 to a sur vey of common temporal logic
queries [7, 8]. From [20].

SPIN SP2 Numberof Cases
?? proved 21
?? unproved 8

proved proved 11
unproved unproved 0
proved unproved 0

unproved proved 0
RAM used(max) 100MB Ã�Ä MB

Figure 8. Proving proper ties of Figure 4 in
SPIN and SP2. “??” denotes that SPIN did
not terminate in 100MB of RAM.

couldusethemto infer any setof propertiesat all. Figure8
shows that this is not alwaystrue. In the caseof 8 of the
40 properties,SP2could not prove them acrossthe large
under-definedtopoiof Figure4.

3.2. Limits to SP2

Whatarethepracticalimplicationsof SP2’srestrictions?
We discussbelow two importantimplications: restrictions
of thepropertiesthatcanbeprovedandtheneedfor special
toolsto handleconjunctions.

InadmissibleProperties: Figure9 shows Dwyer et.al.’s
classificationof over five hundredlinear temporal logic
(LTL) properties[7, 8]. Thosepropertiesdivide into eight
groupsand eachgroup containsthe five temporalscopes
seenin Figure7; i.e. globally; beforeevent Å ; aftereventÆ

; betweenevents
Æ

and Å ; andafterevent
Æ

until eventÅ . Ç Ç� � of thesescopesareexpressiblein termsof two time
ticks [20]. The inexpressiblescopesall require proving
someorderingof ]¬¸ events.By definition,suchanorder-
ing cannotbeexpressedusingmerelythetwo time intervals
of  ~¤ and ¥`¤ generatedby SP2.



Occurrence È�É@ÊWÉ@Ê*É@Ê	Ë�Ì ² É³ Ë Í
ÎÏÏÐ ÏÏÑ Absence È!ÉÉ ÍUniversality È ÉÉ ÍExistence È!ÉÉ�ÍBoundedExistence ÈKËÉ Í

Order ÈKÒ�Ê	Ó�ÊWË�Ê	Ë�Ì*Ô³ Ë Í
ÎÏÏÐ ÏÏÑ PrecedenceÈ!ÒÉ ÍResponseÈKÓÉhÍChainResponseÈ Ë É ÍChainPrecedenceÈKËÉ Í

Figure 9. Coverage of the Dwyer corpus of
temporal proper ties by SP2. Each right-hand-
side group of proper ties contains five scopes.
Fractions denote how many of those scopes
can be handled by SP2, as seen in Figure 7.
Adapted from [20].

Figure9 shows us thatSP2-styleinferenceon symmet-
ric topoi can say more about the occurrenceof a given
event/stateduringsystemexecutionthanabouttheordering
in which multiple events/statesoccur. It is a simplematter
to detectthe temporalpropertiesthat are inadmissiblefor
SP2.All suchpropertiesrequiremorethantwo time ticks;
e.g. until operatorsnestedto a depthgreaterthantwo such
as:.Õ

day a sundayÖ Õ
day a mondayÖ day a tuesday×�×

Handling Conjunctions:Anotherproblemis that sym-
metrictopoi haveno specialknowledgeof and-nodes.This
canleadto someless-than-desirableresults. Considerthe
following topoi:

usability PQ flexibility PR performance

Equation3 saysthattheconjunctionof competingupstream
influencecanresultin a steadyvaluein a downstreamvari-
able;i.e.

usability T Q and���	�
performancen Q and���	�

and���	� Q flexibility a steady (5)

where and���	� is an and-nodeespeciallycreatedfor this
conjunction. A reasonabletemporalinterpretationof and-
nodesis thatall pre-conditionsmustappearbeforeor at the
sametimeasthepost-conditions.Supposeweseekto prove
flexibility a steadyØÙ ~¤ , but SP2computesa nodeparti-
tion in which usabilityTÚØÛ¥`¤ andperformancen Ø�¥�¤ . We
would like to be ableto coaxthesepre-conditionsbackin
time to  ~¤ suchthat they do not occurat a time that is later
thanflexibility a steadyØÙ ~¤ .

Anothercasewherewewantto coaxedgeweightsis the
bad-andsituation.Therulesof symmetrictopoirequirethat
if we createthe edgesshown in Equation5, thenwe must
alsocreatethefollowing complementaryrules:

usability n Q and���W�
performanceT Q and���W�

and���	� Q flexibility a steady (6)

where O is an inventednode representing“all the other
values of O ”. The addition of the nodesand���	� and
flexibility a steadyis requiredto ensurethesymmetryprop-
ertiesuponwhichSP2is dependent.However, they arejust
nonsensesymbolsthatshouldneverappearin any explana-
tion of how certaininputs leadto certainproperties.That
is, pathwaysfrom inputsto propertiesshouldnever include
thesenonsensesymbols.Hence,if possible,SP2shouldbe
‘coaxed’ into producingshortestpathtreesin which these
spuriousnodesappearat theleaves.

SP2containsa mechanismto implementsuchcoaxing:
eachedgein the topoi is augmentedwith an edgeweight,
which SP2usesto computeshortestpaths– the lengthof
a pathis simply thesumof theweightsof theedgesalong
the path. At the coreof SP2is a priority queue. At run-
time, thenext edgeto beexploredis oneof theedgeswith
lowestweightwithin thequeue.This meansthatby adjust-
ing weightsandre-runningthealgorithm,wecanchooseto
exploreedgesat someearliertime or later time. Hence,to
coaxusabilityT andperformancen into  ~¤ , wecanadjustthe
weightsupstreamof thosenodes. In coaxing,the weights
canbe adjustedarbitrarily, provided that the any symmet-
ric pair of edgesreceivesthe sameweight for both edges.
Elsewhere[18] we definea setof minimal automaticedge
adjustmentheuristicswhich input SP2’s shortestpath tree¢

, thecut set Ü containingtheedgesthatconnect ~¤ to ¥`¤
andwhich outputschangesto theedgeweights.

A major pre-experimentalconcernwas that the nearly
linear-time processingof SP2could be followed by an in-
definitely long coaxingprocess.After muchexperimenta-
tion, we canreportthatwe have never seenthis worst-case
behavior in practice.In thoseexperimentswe usedSP2to
explorerandomlygeneratedpropertiesof theform of Equa-
tion 4 overdozensof randomlygeneratedtopoigraphs.We
varied topoi fanout (2 to 6 edgesper node)and the fre-
quency of and-nodes(from 5% to 75%). Initially, each
experimentwas terminatedwhen the percentof provable
propertiesreachedsomeplateau.In all theexperiments,the
plateauwasreachedafter YÝ» iterationsof SP2+coaxing.
Next, we comparedtheplateaureachedafter10 coaxesand
theplateaureachedafter100coaxes.No significantdiffer-
enceswereobservedin ourexperiments.Further, SP2never
usedmorethan1MB of memoryor oneminuteof runtime.
Our conclusionfrom theseexperimentsis that theneedfor



heuristiccoaxingdoesnotdiminishthetimeandspaceeffi-
ciency of SP2.

4. RelatedWork

We arehardlythefirst to exploreformal methodsfor re-
quirementsengineering. For example, in the KAOS sys-
tem[25], analystsgenerateapropertiesmodelby incremen-
tally augmentingobject-orientedscenariodiagramswith
temporallogic statements.Potentially, thisresearchreduces
thecostsof formal requirementsanalysisby integratingthe
generationof the propertiesmodelinto the restof the sys-
tem development. Our readingof the KAOS work is that
while theresultingmodelmaybemoreformal, thelevel of
skill requiredto write the temporallogic cansignificantly
increasethepersonnelcost.Further, theextra time required
for theaugmentationcouldincreasetheeffect of thedevel-
opmentbrake. In otherwork, Schneideret.al.[22] explored
reducingthe manualmodelingcostsusing lightweightfor-
mal methods. In the lightweightapproach,only partialde-
scriptionsof the systemsandpropertiesmodelswerecon-
structedusingthe SPIN formal analysistool [11]. Despite
their incompletenature,Schneideret.al. found that such
partial modelscould still detectsignificantsystemserrors.
While exciting research,this approachstill incursthe per-
sonnelcostsincescarceexpertiseis requiredto drive tools
likeSPIN.

Nor arewe thefirst to exploreoptimizingtemporallogic
modelchecking.Elaboratetechniqueshavebeendeveloped
to tamethe statespaceexplosion problem. A sampleof
thesetechniquesaredescribedbelow. Abstractionor partial
ordering: only usethepartof thespacerequiredfor a par-
ticularproof. Implementationsexploiting thistechniquecan
restrainhow thespaceis traversed[10], or constructedin the
first place[22]. Clustering: divide thesystemsmodelinto
sub-systemswhich can be reasonedaboutseparately[2].
Meta-knowledge: avoid studyingtheentirespace.Instead,
studyonly succinctmeta-knowledgeof thespace.Oneex-
ampleusedan eigenvectoranalysisof the long-termprop-
ertiesof thesystemsmodelunderstudy[12]. Exploit sym-
metry: Provepropertiesin somepartof thesystemsmodel,
thenreusethoseproofs if ever thosepartsarefound else-
wherein the systemsmodel [1]. Semanticminimization:
Replacethespacewith somesmaller, equivalentspace.For
example,the BANDERA system[4] reducesboth the sys-
temsmodelingcostandtheexecutioncostvia automatically
extracting(slicing) the minimum portionsof a JAVA pro-
gram’sbytecodeswhicharerelevantto particularproperties
models.

While the above techniqueshave all proved useful in
their testdomains,they maynot be universallyapplicable.
Certain optimizations require expensive pre-processing,
suchas[12]. Also, thesemethodsmayrely oncertaintopo-

logical featuresof the systembeing studied. Exploiting
symmetryis only usefulif thesystemunderstudyis highly
symmetric.Clusteringgenerallyfails for tightly connected
models.Further, for requirementsengineering,systemslike
BANDERA arenotsuitable.BANDERA only worksonim-
plementedsystems;that is, not until long after therequire-
mentsphasehasended.

Hence,in the generalcase,only small modelscan be
tested. Further, thesemodelsmustbe preciselyspecified.
In contrast,thiswork describesmethodsfor quickly proving
propertiesin largemodelsthathavebeenhastilysketched.

Anotherclassof toolsfor optimizingsearchingthespace
of a programare the tools basedon integer programming
(for a good introductionandcomparisonnoteson integer
programming,see[3]). Preliminaryexperimentswith in-
teger programmingin this domainareunderway, with no
clearresultsat this time.

5. Conclusion

We needbetterformal testingfor our requirements.Ap-
plying formal methodscan lead to an unacceptablebrake
on the developmentprocess.Cost-effective formal meth-
odshave to reducethe costandskill involved in modeling
systemsandtheir properties.The costof propertiesmod-
eling canbereducedvia temporallogic patterns.However,
theexecutioncostof theresultingpropertiesmodelmayre-
quireexpensiverework of thepropertiesgeneratedfrom the
patterns.

In thespecificcaseof requirementsthatcanbemapped
into symmetric topoi, we have shown that the systems
modelingcost is reduced(sincethe topoi canbe sketched
quickly). For suchsymmetrictopoi, we canreducetheex-
ecutioncost for proving formal propertiesto time that is
nearlylinearonthenumberof edgesandnodesin thetopoi.

Thecombinationof easyspecificationof propertiesand
systemsmodels implies that the personnelcost of for-
mal modeling is reduced. This cost-reductioncan only
be achieved in domainswherethe systemsmodel can be
expressedas topoi and the propertiesmodel refers more
to temporaloccurrencepropertiesthan temporalordering
properties.We have arguedthat requirementsengineering
is onesuchdomain.

Having built the SP2engine,our next goal is the con-
structionof a shell that exploits this engine. Our current
researchgoal is the constructionof the RAPTURE shell.
RAPTUREexploits SP2to enablethe fastformal analysis
of topoi-compliantdescriptionsof softwaresystems.
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