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1 Introduction

SN testsis the upperboundof testsrequiredfor a systemof

N variableswith S statesper variable. Yet Figure 1 shovs
that much of the expert systemditerature proposesvalua-
tionsbasedn far fewer tests(exception:[Banhill etal., 1995

proposeat leastonetestfor everyfive rules). Suchsmalltest
setscannever be morethanan approximatetestof a system,
but how poorwill bethatapproximation?

This article reviews empiricalevidencefrom the literature
and from simulationsthat suggestthat, in the majority of
casesapproximatdestingwill suffice. It is basedextensiely
on materialfrom [MenziesandCukic, 2001].
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Figurel: Numberof testsproposedy differentauthors.Ex-
tendedfrom a surwey by [Caraca-dlenteetal., 2004.

2 Approximate Testing
Approximatetestingassumeshat:
1. A systemcanbesampledvia a smallnumberof inputs.

2. This smallsetof inputsmight not be choserwith much
care.

If our Al software containspathwaystangledlike spaghetti,
thenthesetwo assumptiorare clearly inappropriate. How-
ever, if Al softwarepathwaysaresimple,thenafew testswill
adequatelyprobea systemandapproximatedestingis anade-
quatestrateyy.

To see when approximate testing might work, con-
sider the following example containing15 binary variables
a,b...,n,o. The SN equationtells usthatthis systemneeds

215 = 32768 tests. However, supposehat systemhasonly
oneinputandoneoutputandpathwayslook lik e this:

a—>b—sc—o>d—e
input >f — g — h =i — j — output
k=>l—-m-on—o

Clearly, no testsarerequiredfor the top andbottompath-
way sincethey areisolatedfrom systeminputsand outputs.
Further only a singletestis requiredto cover the only path-
way thatconnectsnputsto outputs.If the pathsin mostpro-
gramslook lik e this example thensoftwarecontains

1. A small numberof simplei/o pathwaysfrom inputsto
outputs,and

2. Large unreadableregions

If so,thenary input, selectedat random,thatcanpropagate
throughto ary outputwill testa significantportionof theus-
ablepartsof the system.Hence:

¢ A smallnumberof suchinputswould hencebesufficient
to testasystem;and
¢ We canendorseapproximateesting.

3 Empirical Support for Approximate Testing

Thereis muchempiricalevidencefrom theliteraturethatreal-
world software,including KBS, comprisemostly simplei/o
pathsandlarge unreachableegions. For suchsystemsap-
proximatetestingwill adequatelysampleaspace.

For example, Bieman & Schultz [Bieman and Schultz,
1997 studiedhow mary setsof inputs are requiredto ex-
erciseall du-pathwaysn a system.A du-pathis alink from
whereavariableis definedo whereit is used Figure2 shows
their experimentalresults. At leastfor the systemthey stud-
ied, in the overwhelmingmajority of their modulesyery few
inputsexercisedall the du-pathvays.

In otherwork, Colomb[Colomb, 1999 comparedhe in-
puts presentedo an medicalexpert systemwith its internal
structure.Basedon the numbervariablesN andtheir states
S, Colombnotedthat that systemshouldhave SV = 104
internal states. However, after one year's operation,the in-
putsto that expert systemonly exercised4000states;j.e. in
practice this systemonly neededo handleatiny fraction of
the possiblestateg4000 < 10'4).

Avritzer et.al. [Avritzer et al., 1996 studiedthe 857 dif-
ferentinputsseenin 355daysoperationof anexpertsystem.
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Figure2: An analysisof hundredsof modulesin a software
system. 83% of the modulescould be fully exploredusing
lessthantentests.From[BiemanandSchultz,1997

% coverage
Program| Block | Decision| p-use| c-use
TEX 85 72 53 48
AWK 70 59 48 55

Figure 3: Coveragereportedby [HorganandMathur, 1996,
p544. “Block’= programblocks.“Decision”= programcon-
ditionals.“P-use”=pathwaysbetweenvhereavariableis as-
signedandwhereit is usedin a conditional. “C-use”= path-
ways betweenwherea variableis assignedand whereit is
used but notin a conditional.

Massve overlapexisted betweentheseinput sets. On aver
age,the overlapbetweentwo randomlyselectednputswas
52.9%. Further a simple algorithmfound that 26 carefully
selectednputscovered99%of theotherinputswhile 53 care-
fully selectednputscovered99.9%of the otherinputs.
Harrold et.al. [Harrold et al., 1998 studiedhow control-
flow diagramsgrow as programsize grows. A worst-case
control-flov graphis one where every program statement
links to every otherstatementj.e. the edgesin graphgrow
with the squareof the numberof statements.However, for
over 4000Fortranroutinesand3147“C” functions,the con-

trol flow graphgrows linearly with the numberof statements.

Thatis, at leastin the studiedsystems,programpathways
form single-parentreesandnot complicatedangles.
HorganandMathur[HorganandMathur, 1994 notedthat
testingoften exhibits a saturation effect; i.e. mostprogram
pathsget exercisedearly with little furtherimprovementas
testing continues. Saturationis consistentwith programs
containinglarge portionswith simple shapeghat are easily
reachedandotherlarge portionsthataresotwistedin shape,
that they will never be reachable.They report studieswith
theUnix report-generatiolanguageAWK [Aho etal., 1984)
andtheword processol EX [Knuth, 1984. Both AWK and
TEX have beentestedextensiely for mary yearsby their au-
thors, with the assistancef a vastinternationalusergroup.
Elaboratetest suites exist for those systems(e.g. [Knuth,
1984). Even after elaboratetesting,large portionsof TEX
andAWK werenot covered(seeFigure3).
Menzies,EasterbrookNuseibehand Waughsuneyed the
internal compleities of a searchby comparedtwo abduc-
tive inferencestrategies Abductionis a methodof track-
ing the choicesmadewhile studyinga model. An abduc-
tive inferenceenginesearchegor goalswhile ensuringthat
all choicesremaincompatible[Kakaset al., 1999. When
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Figure 4: Rigorousstandardabductve search(solid line)
vs stochastiabductie search(dashedine). Y-axisdenotes
percentagef goalsreached. As errorsare introducedinto
the theory (increasingthe x-axis value), this percentagele-
creases.U denoteswhat percentageof the theory was not
mentionedn theinput-outputsets.

facedwith incompatiblechoices,an abductve device hasat
leasttwo choices. In full worlds seach, the abductve de-
vice forks oneworld of belieffor eachpossibleresolutionto
thechoice.In stothasticworlds seach, the abductve device
selectooneresolutionatrandom thencontinueson. Stochas-
tic worlds searchis usually performedinside a “rest-retry”
mechanismThatis, for alimited numberof retries,whenthe
stochasticsearchrunsout of new options,all optionsarere-
tractedandthe whole stochastiavorlds inferenceprocedure
runsagain. In a very large casestudy (over a million runs),
Menzies,EasterbrookNuseibehand Waughfound that the
averagedifferencein reachablegyoalsbetweerthe stochastic
worlds searchand full worlds searchwaslessthan6% (!);
seeFigure4. Thatis, stochasticonflictresolutionreachedas
mary partsof anargumentspaceasa morerigorousmethod.
This resultis consistentwith a belief that the theoriesthey
studiedcontainecsimplesearctpathways.

In yet anotherstudy comparingstochasticvs full worlds
search Menziesand Micheal [Menziesand Michael, 1999
shavedthatstochastiavorlds searcifound 98% of the goals
found by a full worlds searchlMenziesand Michael, 1999
(aresultconsistentith Menzies EasterbrookNuseibehand



10000 F | T T T T T T 4
B HT4 o |
o HTO -+ ]
7 1000F ¢ S=0(C"2) — 7
c P
S L&
o 100 F % £
& e
o L6
E 10 | .
c L
=
1l
n 1 e
0.1

0 3000 6000 9000120001500018000
C=number of clauses

Figure 5: Rigorous standardabductie search(HT4) vs
stochasti@abductve searcHHTO).Inthezonewherebothter
minate,HTO reache®8% of thegoalsreachedy HT4.

happy if  tranquillity(hi)
or rich and healthy.
healthy if diet(light).
satiated if diet(fatty).
tranquillity(hi) if satiated
or conscience(clear)
diet(fatty).
diet(light).
% contradiction knowledge; e.g. diet(fatty)
% and diet(light) are nogood.
nogood(X,Y) -
X =.. [F|A1], Y =.. [FIA2], Al \= A2

Figure6: A theory

Waugh). More interestingfrom a pragmaticperspectie, the
full worldssearchranin time exponentiato modelsizewhile
thestochasti@bductive searcttanrunmuchfasterandscaled
upto very largemodels(seeFigure5). Thisresultcanbe ex-
plainedasabove. If thesearcrspaceof aprogramis basically
simple,thenthe stochastiavorlds searchusedby Menzies&
Michealran extremelyfastsinceit could quickly samplethe
spacewithout all the overhead®f the morerigoroussearch.

4 Simulations of Approximate Testing

If thesecasestudiesrepresentedhe generalcase,thenwe
should have greatconfidencein the utility of approximate
testing. The averageshapeof softwarecanbeinferredfrom
the odds of reachingary part of the systemfrom random
input. If the oddsare high, thenthe pathwaysto that part
mustbesimple.To infer theseodds,Menzies& Cukic[Men-
ziesandCukic, 2000Q assumedhatsoftwarehadbeentrans-
formedinto a possiblycyclic directedgraphcontainingand-
nodesandor-nodege.g. Figure6 would be corvertedto Fig-
ure7).

A simplifieddescriptionof theiranalysiss presentedhere.
For reason®f spacethat simpledescriptionignorescertain
detailspresentedn the full descriptionof the model [Men-
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Figure7: Therulesof Figure6 corvertedto anand-orgraph.
All nodeshere are or-nodesexceptandl All parentsof
an and-nodemustbe believed if we areto believe andand-
node. In this graphno-edgsrepresentllegal pairsof infer-
ences;j.e. thingswe cant believe at the sametime suchas
diet(light) and diet(fatty) . All otheredgesare
yes-edgswhichrepresentegal inferences.

zieset al., 200d suchasrandomvariables,and testingfor
loops/contradictions.

To computethe oddsof reachingsomepart of a program
graph,we needtools. Our first tool is the standardsampling-
with-replacemenéxpression:

y= 1—(1—z;)") 1)

To derive this expression recall that an event with prob-
ability « doesnot happenafter N trials with probability
(1—x)N. Henceatprobabilityy, theeventwill happerwith
the probability showvn in Equationl. This equationassumes
testindependencsd;e. the effectsof performingonetestdo
notaffecttheothers.

Our secondool is anaveragecaseanalysisof thereacta-
bility of programs.Assumethat“in” numberof inputshave
beenpresentedo agraphcontainingl’ nodes.Fromthesean-
puts,we grow atreeof pathwaysdown to somerandomnode
within the graph. The oddsof reachinga nodestraightaway
from theinputsis zo = 3. The probability of reachingan
and-nodewith andp parentds the probability of reachingall
its parentsj.e. £ong = :c;mdp wherez; is the probabilitywe
computedn theprior stepof thesimulation(andz beingthe
basecase).The probability of reachingan or-nodewith orp
parentds the probabilityof notmissingary of its parentsij.e.
Zor = 1 — (1 — x;)°"? (via Equationl). If theratio of and-
nodesin a network is andf, thenthe ratio of or-nodesin the
samenetworkis 1 —andf. Theoddsof reachingsomerandom
nodegz; is the weightedsumof the probabilitiesof reaching
and-node®r or-nodes;i.e. x; = andf * Zand + orf * Top.
We cancorvert z; to the numberof testsV requiredto be
99% sureof find a fault with probability z; by rearranging
Equationl to:

N = log(1 — 0.99) @)
log(1 — z;)

After 150,000 simulations of this model, the nhumber

of randominputs requiredto be 99% sure of reachinga



nodewere usually either surprisinglysmall or impractically
large:

¢ In 55%o0f theruns,lessthan100randontestshada99%
chanceof reachingary node. This resultis consistent
with numeroussimplei/o pathways.

¢ In 20% of theruns,thenumberof randomtestsrequired
to be 99% sureof reachingary nodewas betweenone
million and 10'4. This resultis consistentwith large
unreachableegions.

In the remaining 25% of cases,systemsneededbetween
10,000and 1,000,000randomteststo be probedadequately
In theseremainingcasesa few approximatetestswould be
inadequatéo probea system.

The good news from this simulationis that for mostsys-
tems(55 + 25 = 75%), a smallnumberof testswill yield as
muchinformationasanimpossiblylargenumberof tests.For
thesesystems:

e Thereis no pointconductingengthyandexpensvetest-
ing sincea limited testingregimewill yield asmuchin-
formationasanelaboratdestingprocedure.

e Approximatetestingis anadequatdestregime.

The badnews from this simulationis twofold. Firstly, the
Menzies& Cukic modelis an average-cas@analysisof the
recommendeckffort associatedvith testing. By definition,
suchanaveragecaseanalysissayslittle aboutextremecases
of highcriticality. Hence puranalysisnustbeusedwith care
if appliedto safety-criticalsoftware. Secondly accordingto
this model,approximateestingis inadequatén atleast25%
of thespaceof system&xploredby Menzies& Cukic. Hence,
for those25% of systemsandfor safety-criticalsystemswe
needalternatvesto approximateesting.
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