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1 Introduction

DataAccess/Delivery
HardwareF ailure
NormalActivity
Recovery

Special Procedure

FlightOperations

A fool learns from her own mistakes;

Activities

the wise learns from the mistakes of others. CmdSeqTest
_ HardwareCon figuration
Anonymous SystemTest  Inspection/Review

SoftwareCon figuration
Start/Restart/Shutdown

Installdependency
BuildPackage < Installationdependency
PackagingScript

This quote illustrates the goal of defect analysis at NASA.
Based on past experience, missions should be run in a better
way that avoids the mistakes of the past while continually
improving future practice.

Assignment/Initialization
. Function/Algorithm
FlightSo ftware Interfaces
Timing

Much recent progress has been made towards this goal. Lutz
and Mikulski (hereafter, the LM team) recently completed

an extensive study of 191 ISA (Incident/Surprise/Anomaly)

reports on deep space NASA missions [2, 3]. The challenge . ;.
with categorizing those reports was that they were hard to
analyze since they were expressed in loosely-structured free

text. Hence, the LM team applied IBM@rthogonal defect
classification(ODC [1]) technique to the text of those mes-

sages. ODC is a structuring tool for defect reports. The ODC
categories developed by the LM team for this study are shown

in Figure 1:

GroundResources { ResourceConflict

Assignment/Initialization

GroundSoftware Function/Algorithm
Inter faces

Timing
Hardware { Hardware

Documentation

InformationDevelopment { Procedures

NothingFized

None/Unknown { Unknotwn

— New defects are tagged with tlaetivity-in-progress and
triggering event that revealed the problem;

— When defects are fixed, analysts record tdmget of the
fix and the defectype

Fig. 1 Defect classifications used in the study. Right-hand-side
terms are either thactivity's triggersor thetargets type

This simple categorization scheme injected enough strucVere then used to derive recommendations for changes to

ture into the anomaly reports to permit some data mining. ThdVASAS operational guidelines for deep space missions.

LM team found five clusters @ctivities-triggers-targets-types Th_'s experiment was successful enough to produce the
that reflect repeated patterns in defect incidents at NASAfollowing results: _ _

These clusters where then explored in detail and the LM t8amt- 1€ LM team now works with a spacecraft project cur-
tried to explain why each cluster existed. These explanations, €Ntly in the testing phase to apply ODC.

were then assessed with the assistance of JPL mission ex2: 1 NeJPL problem-reporting teas discussing support for

perts. As a result of these reviews, one of the explanations ODC classification in their next-generation toolset

was confirmed, two were rejected, and the remaining three3: 1he V&V defect tracking teanat NASAS Independent
Verification and Validation facility is configuring a com-

were modified. These confirmed and modified explanatfdns

° Submitted to the 27th Annual IEEE/NASA Software Engineer-
ing Workshop, Greenbelt, MD, USA, December 5-6, 2002, Green-
belt Marriott. http://sel.gsfc.nasa.gov/website/
27ieee.htm . Date August 4, 2002. WP ref: 02/superodc/superod.
URL:http://tim.menzies.com/pdf/02moreodc.pdf
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Trigger

Cmd Data Ac- [ H/W Con- [ HW Inspection/ | Normal Recoverly SIW Con- | Special Start/ Unknown

Seq cess/ De-| figuration Failure | Review Activity figuration | Procedure| Restart/

Test liverey Shut-
Target down Total
BuildPackage 4 4 8
Flight S/IW 2 5 2 6 4 3 12 1 7 42
Ground Resources 1 1 1 3
Ground S/W 6 20 3 3 2 6 2 4 46
Hardware 4 2 6
Info. Development 29 3 3 3 8 2 6 5 3 62
None/Unknown 15 2 3 2 3 2 2 2 4 35
Totals [12 169 [ 10 [17 | 14 [ 17 [16 | 20 [ 16 [ 4 [ 7 i

Fig. 2 ODC trigger and targets seen in JPL applications.

mercial defect tracing tool to support ODC. Their plan Clusteringis a process of looking for patterns of ODC
is to purchase many licenses for that tool and give theselassifications that often occur together. The LM team used
away to projects, in return for their defect data. « the standard spreadsheet program to find high frequency pat-

Consequently, in the near future, we can expect a very |argéerns. For example Figure 2 shows one generated spreadsheet.
Three features of interest are:

number of ODC datasets from a wide range of NASA projects. - e o ne )
1. Distribution within classifications is uneven. Research should

Hence, two questions now become relevant: "
1. Can current ODC analysis methods scale up to handle a  fo¢us on the small number of high-frequency problems.

very large number of datasets? s 2. Thelarge numbe_r _of anomalies seen during sending com-
2. If not, how can we optimize the ODC analysis? mands ar_ld receiving data from spacecraft (see the large

numbers in thelata access/delivergolumn).

In summary, our argument will be that automatiachine 3. The large number of anomalies in tinformation Devel-
learningmethods can simplify part of the ODC analysis. EX-  opmen@andground software developmetglls. When the
periments with this approach have shown that human exper- | M team checked these patterns, they discovered that the
tise can out-perform automatic machine learning. However, receipt of information from the spacecraft by the ground
in two cases, the combination of ODC plus machine learning  systems was subject to many technical complications.
has significant productivity advantages. Those cases are: ) ) o

— When the data set is too large or too complex for humans ~ While a simple spreadsheet analysis is adequate for the
to explore manually, LM team, other studies might require more elaborate tools.

— When the required domain expertise is in short supphf For e?<ample, the LM team only used five of the eight di-.
) mensions of the standard ODC scheme (the four shown in
2 Manual ODC Analysis Figure 1 plus “impact”, which is implicit in the selection by

This section reviews the strengths and weaknesses of curreFﬂe LM team of only high-criticality anomalies). The other

ODC analysis. Recall that that process consists of five steps'f ree dimensions were not used due to domain-specific rea-

1. Initial categorization:When anomalies are detected, ‘4c- sons, €.g. they were invariant in these projects. These domain-
tivities and triggers are recorded ’ specific reasons for restricting the dimensionality may not ap-

2. Final categorization:When anomalies are resolved, tar- ply E?hOtT\%g/oga;nst' tFor E?(amtple: is planning t lect
gets and types are recorded. — The efect tracking team is planning to collec

3. Clustering: Once the anomalies are classified, they are ODC-type data on def.eCtS seen m_NASA applications as
clustered. 115 well as a range of static code metrics such as parameters

4. Explanation:Once they clusters are identified, they are describing the data flow and control flow structures of a
reviewed. Review comprised three steps: explanation gen- program.. . .
eration, explanation review, explanation modification. Dur- In all, itis antl(_:lpateq that thege data sets will contain not
ing modification, explanations can be rejected. Just the_ four (_j|men5|ons studied by the LM team, but up

5. Action plan:Once the set of explanations are stable, tfley 1o 40 dimensions.

can be used to motivated changes to current practices. Itis unI|keI_y, to say the Ieagt, that simple spreadsheet
methods will suffice for studying such a complex space.

In the initial study of the LM team, thanitial andfinal
categorizatiorwas a manual process that categorized loosely-  Once the clusters are generated, they must be audited. The
structured English defect reports into the ODC headings. Thi$M team audited the clusters by trying to generatplana-
process is time-consuming and will be avoidable once the.dPtionsfor each one. This is an inherently manual process since
problem-reporting tool and the IV&V defect tracking tool are it requires a detailed discussion with business users about the
modified to include the ODC categories. That is, once thesignificance of each cluster.
data entry method has been modified to an ODC framework, Similarly, generating thaction planis also an inherently
no post-processing will be required to categorize the defectmanual process. Action plans reflect changes to current prac-
reports. 10 tices and if such changes are not endorsed by practitioners,
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they may be ignored. Hence, it is vital to carefully discussand 4 just report that part of the hierarchy shown in Figure 1

the explanations with the user community in order to deter-appears in the data. However, in terms of the theme of this

mine the most clearly motivated actions. paper, association 3 is very interesting. Association 3 reports
In summary, of the five steps in LM-style ODC, the last a major clustering of defects aroufidyht operations, infor-

two must not be automated further and automatic supporination development, and procedurébe same pattern was a

tools are being already coded for the first two steps. The remajor finding of the LM team. That is, this automatic method

maining step of clustering is a clearly a candidate for automacan reproduce at least some of known results of a manual

tion since, in the case of datasets with large dimensionalityprocess.

automatic support will be essential to scaling up the techWhat is also interesting about these associations is what is

nique. notappearing.

3 Automatic Clustering via Machine Learning — Recall from Figure 1 thdlight operationsactivity has

five triggers data access/delivery, hardware failure, nor-

mal activity, recoveryand special procedureOnly one

of these triggers appears in the associationsgata ac-

Many of the numerous clustering algorithms currently avail-
able make some assumption of the parameters being.glus-

tered. For example, a common assumption is that the param-
eters come from a simple linear continuous function. While
this assumption simplifies methods such as (e.g.) regression,

cess/deliveryThis association is exactly the kind of re-
sult we seek from defect analysis since it tells us what
intuitions to revise and where to best focus future effort.

they may not be appropriate for discrete data. Discrete data— Another missing feature of the above associations is that

sets can contain "holes” where the target function chagges
radically. Two alternatives to continuous clustering methods
areassociation rule learninghat seeks patterns of attributes [6]
andtreatment learner¢hat find control actions that select for
preferred attributes [4].

3.1 Experiments with Association Rule Learners 205

Association rule learners make no assumption of linearity

these form only one of the five clusters identified by the
LM team. Clearly, a manual analysis by experts within
an area can reveal more than an automatic analysis by a
machine learner that can only access the symbols within
a data set. However, in cases where the data set is too
complex for manual analysis, or in circumstances when
the experts are not available, it is useful to know that at
least something can be achieved via automatic methods.

and so can succeed when (e.g.) regression fails. In the a:
sociationLHS = RH S, no attribute can appear on both
sides of the association; i.&HS N RHS = (. The rule
LHS — RHSQc holds in the example set Wi'dl)nfidencvza10
cif ¢% of the examples that contal/ S also containRH S;
ie.c = %. Association rule learners return rules
with high confidence (e.g. > 0.9).

For example, in the following example set with five items:
Bread, milk

%_.2 Experiments with Treatment Learners

The TAR2treatment learningassumes that each class has a
numeric value representing its worth to a user. For this study,
we went back to the ODC logs and found that each defect was
scored according to a criticality scald ! E”, where “A” was
highest priority. Atreatmentis a constraint that selects for a
more interestingatio of classes; e.g. one with a larger pro-
215 portion of criticality “A” anomaly reports. For example, it is

geer, dia:(per’ d_bread, e_?kgs possible to ask TAR2 “what is the constraint timabstse-
€er, coke, diaper, mhx, lects for the highest/lowest criticality errors?”. By “most” we
Beer, bread, diaper, milk,

IS

mean that when TAR2 terminates, it has searched all com-

binations of possible constraints to find the most influential

ones. Theoretically, this search takes exponential time and is

intractable. In practice, the algorithm works successfully (a

curious phenomenon explored elsewhere [5]).

TARZ2's results are best viewed as a comparison between a

baselinedistribution and the distribution of classes seen after

applying the learnt constraint. For example, Haeselineplot

of Figure 3 shows the ratio of criticality “A” through critical-

ity “E” anomalies in the ODC data set.

1TAR2 found that the constraint that most selects for critical-

ity “A” anomalies wagrigger= command sequence telliote

20 that the imposition of this constraint shifts the ratio of criti-
cality classes to the left-hand-side of the middle histogram
of Figure 3; i.e. it selects fanorehigh criticality anomalies.
Target=InformationDevelopmen @1 Qommand sequence tests selecting for high critic.aility anoma-

5. Target=InformationDevelopment> Type=Procedures @0!@_5 hardly surprising. These tests are an _act|V|ty that_ are

25 designed to guide changes to the software prior to operations.
Note that these were all of high confidence §.9). Most of = TARZ2 also found that the constraint that most selects for crit-
these associations are not informative; e.g. associations 1, &ality “E” anomalies wagargets= none/unknowrNote that

Coke, bread, diaper, milk
an association rule learner could find association 220
Diaper AND Beer = Milk@0.66

i.e. the rule has a confidence g)f: 0.66. When applied to

the ODC data used by the LM team, the following associa-

tions were discovered: 2

1. Trigger=DataAccess/Delivery=-
Activity=FlightOperations @1

2. Type=Procedures= Target=InformationDevelopment @

3. Activity=FlightOperations AND
Target=InformationDevelopmert=
Type=Procedures @0.96

4. Activity=FlightOperations AND Type=Procedures=-
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baseline trigger= target= — The audit check of TAR2 described above (where a “catch-

CmdSeqTest None/Unknown all” activity appeared in a treatment) could be applied
90 90 90 incrementally whenever anomaly data sets are updated.
280 Such audit checks would ensure the quality of the data,
as it is collected. Note that automatic analysis is faster
60 60 60 than a manual method; i.e. incrementally applying ma-
chine learners to check for data quality would be a cheap
30 30 30 activity.
25— Inthe case were the experts are unavailable, machine learn-
ing methods can reproduce at least some of the analysis of
050603 99 98813000 °29343 926 human experts. Hence, ODC coupled with machine learn-

ing could scale to more sites across the NASA enterprise.

Availability of Software

Fig. 3 Distribution of criticality one through five seen in this study.
Each histogram is sorted left-to-right highest to lowest criticality,, The TAR2 treatment learner is available frowtp://www.
ece.ubc.ca/twiki/bin/view/Softeng
[TreatmentLearner . The APRIORI association rule learner
is available within the WEKA toolkit [7] fromhttp://
www.cs.waikato.ac.nz/"ml/weka/ . WEKA is a JAVA
tool and runs on most platforms. TAR2 is compiled for Win-

ows but is simple to compile for UNIX. Both WEKA and

the imposition of this constraint shifts the ratio of critical-
ity classes to the right-hand-side of the right histogram of
Figure 3; i.e. it selects fofewer high criticality anomalies.
None/unknowrwas a category for anomalies where no’fix
was made (e.g., the reported behavior was in fact, accep TAR2 are freely available open source tools
able, or the anomalous scenario could not recur during th%\cknowledgements '
rest of the mission) or where the fix was not described (inad-

equate documentation). At first glance, there is no busmes.?his research was partially supported by NASA contract NCC2-

interpretation for this treatment. However, consider the cas - . X
where treatment learning was applied to incrementally®a ?)979 and was conducted at West Virginia University and at

plied to anomaly data during the life time of that project. If the Jet Propulsion Laboratpry, Ca"fofn'a Institute Of. Tech-
this category starts appearing as a significant treatment, the plogy, und.er. a cqntract with the National Aeronautics and
that would suggest that the data collection instrument shoul pace Administration. The_ work was sponsored by the NASA
be improved. That is, the prominence of this category coul ffice of Safety and Mission Assurance under the Software

serve as a flag warning the QA team that, e.g., correctiv& ac:ssurance Research Program led by the NASA IV&V Facil-
tions were not being fully described. ity. This activity is managed locally at JPL through the As-

. . surance and Technology Program Office. Reference herein to
4 Discussion o . :
any specific commercial product, process, or service by trade
. name, trademark, manufacturer, or otherwise, does not con-
We have argued for the need to better automate the Clusgtl%nﬁitute or imply its endorsement by the United States Govern-

part of an ODC. analysis. Are.assomatlon. rule Iearn!ng aN%ent or the Jet Propulsion Laboratory, California Institute of
treatment learning good candidates for this automation sups

; PTechnology.
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