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Abstract. xx

1 Intr oduction

Two majortrendsin softwareengineeringis theincreasedusedof COTS (commercial-
off-the-shelf)productsand decentralizedprocessing.In the nearfuture, applications10

that work via the co-ordinatedeffort of many components,most of which we don’t
build ourselvesbut buy (or hire) from others.Canwe trustsuchanagentensembleto
deliver thefunctionalitywerequire?
To make this analysisinteresting,we make four assumptions.Firstly, we assumethat
somewherewithin theagentensembleis a safetycritical agentwe arevery concerned15

about.This first assumptionmotivatesusto makeasdetailedananalysisaspossibleof
theagentsin theensemble.
Next, we will assumethat eachnew agentin the ensemblearriveswith a certificate
saying“I havebeenthoroughlytested”.If webelievethatcertificate,thenwemight test
otheragentsin theensemblebeforetestingthis agent.20

We will alsoassumethatagentsmaybenondeterministic.For example,agentsconduct
searchesof complicatedspacesmay useheuristicsto direct their processing.These
heuristicsmayuserandomchoiceto (e.g.)breaktieswithin thereasoning.
Lastly, if theagentsareCOTSproducts,wemustassumethatwecan’t examinethemin
greatdetailsincesuchanexaminationmayviolatecorporateconfidentiality. Hence,any25

assessmentwemakeof agentmustbea lightweightassessmentthatdoesnot requireor
revealspecificsof theinternalof anagent.
How suspiciousshouldwe be of nondeterministicagentswhich we can’t examinein
detail andwhich areparticipatingin an ensemblecontaininga safetycritical agent?
Canwe assessour level of doubt?Is possibleto assesshow hardor easyit is to test30

a nondeterministicagentand,therefore,how muchor little we shouldbelieve in those
certificates?
While in thegeneralcasethis assessmentis difficult, for onedefinitionof “testability”
andfor nondeterministicagentsconstructedfrom communicatingfinite statemachines
FSMs,we show herethat that the assessmentis simple.Further, sincethe assessment35

just reliesonhigh-levelsummariesof FSMtopology, it is lightweightin theabovesense
of theterm.
The interestingpoint of this analysisis that,accordingto classicalsoftwarereliability
theory, it is impossible.For exampleNancy Levesonsaysthat “nondeterminismis the
enemyof reliability” [5]. We disagree:nondeterministicagentscanbe tested.Further,40



aswe show below, we canidentify designparametersthatmake our nondeterministic
FSM-basedagentsmore or lesstestable.That is, we candesignfor testability, evenfor
nondeterministicagents.

2 FSMs

Our analysisassumesagentsareimplementedor canbemodelledasFSMs.We there-45

forestartby defininganFSM.
An FSM hasthefollowing features:

– EachFSM
�����

is a � -tuple ���
	��
	������
– � is a finite setof states.
– � is a finite setof input/outputsymbols.50

– ������������������� 	 where � is a setof zeroor moresymbolsfrom �
	 is the
transitionfunction.
Figure1 shows a very simplecommunicatingFSM model.Statesareindicatedby

labelledovals,andedgesrepresenttransitionsthat aretriggeredby input andthat re-
sult in output.Edgesarelabelled:input / output. An importantdistinctionin Figure155

is ebtweenconsumablesand non-consumables. A transitiontriggeredby a message
consumesthemessage,sothatit is no longerableto triggeranother. But statesareun-
affectedby transitionsthey trigger;they aregoodfor anarbitrarynumberof transitions.

FSMscanbecharacterizedvia thefollowing parameters:
1. Thenumberof individualfinite-statemachinesin thesystem.Figure1 hastwo.60

2. Thenumberof statesperfinite-statemachine.Figure1 hastwo statespermission
(trueandfalse).

3. Thenumberof transitionspermachine.Figure1 hastwo transitionspermachine.
4. Thenumberof inputspertransitionthatarestatesin othermachines.Figure1 has

two suchinputs:(A2, B2).65

5. Thenumberof uniqueconsumablemessagesthatcanbepassedbetweenmachines.
Figure1 hasonesuchmessage:m.

6. The numberof inputsper transitionthatareconsumablemessages.Figure1 uses
m asinput in onetransition.

7. Thenumberof outputspertransitionthatareconsumablemessages.In Figure1, m70

appearsasanoutputin onetransition.
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Fig.1. A systemof communicatingFSMs(“m” is a messagepassedbetweenthemachines).
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3 Nondeterminism

To modelnondeterminismin thisapproach,wewill assumethattheLURCH1inference
engineis beingusedto processtheFSMs.To useLURCH1,modelsin differentrepre-
sentationsarepartially evaluatedinto variantof a directedand-orgraph.Conceptually,75

this graphis copiedfor F time ticks andthe outputsgeneratedat time GH�JI become
inputsfor time G . At runtime,LURCH1maintainsa frontier for thesearch.Whenanode
is poppedoff thefrontier, it is discardedif it contradictsanassertionmadeat thesame
time.Otherwise,thenodeis addedto thelist of assertions.
LURCH1’s nondeterministicnaturearisesfrom how the searchproceedsafter a new80

assertionis made.If all thepre-conditionsof thedescendantsof thenew assertionshave
beenassertedthenthesedescendantsareaddedto thefrontierat a randomposition. As
a result,what is assertedat eachrun of LURCH1 candiffer. For example,if the node
for K and L3K arebothreachablefrom inputs,they will beaddedto thefrontier in some
randomorder. If K getspoppedfirst, thenthenode K will beassertedandthenode L3K85

will beblocked.But if thenodeL3K getspoppedfirst, thenthenodeL3K will bebelieved
andthenodeK will beblocked.
Therandomsearchof LURCH1is theoreticallyincompletebut, in practice,it is surpris-
ingly effective.For example,Figure2 (from Menzieset.al.[8]) shows tentrials with a
LURCH1 searchover a modelof Dekker’s solutionto the two-processmutualexclu-90

sion problem(the original modelcomesfrom Holzmann[4]). The dots representan
erroraddedto themodelandfoundquickly by randomsearchin all tentrials.LURCH1
is very simple,yet canhandlesearchesmuch larger thanmany modelcheckers.For
example,Figure3 showsrandomsearchresultsfor a very largeFSM model.Thecom-
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positeFSM representingall interleavings of the individual machinesin the Figure395

modelwould requireat most NO� PRQS�TI'UWVCXZY states.This is well beyondthecapabilityof
modelcheckingtechnology( I=U[V+\+] statesaccordingto [3]).

4 Testability

Theclaim of this paperis that it is possibleto identify agentpropertiesthatpredictfor
“testability”. Thissectiondescribesourdefinitionof “testability”.100

Notetheplateaushapeof Figure2 andFigure3. If somemethodcanincreasetheheight
of thatplateau,thenthatmethodwould have increasedthechancestheoddsof finding
adefect.

Thisdefinitionof increased“testability” is areasonablemodel-basedextensionof stan-
dardtestabilitydefinitions.Accordingto the IEEE Glossaryof SoftwareEngineering105

Terminology[1], testabilityis definedas“the degreeto which a systemof components
facilitatesthe establishmentof testcriteria andthe performanceof teststo determine
whetherthosecriteria have beenmet”. Voasand Miller [9], and later Bertolino and
Stringini [2] clarify this definitions,arguing that testabilityis “the probability that the
programwill fail undertestif it containsat leastonefault”. If LURCH1quickly reveals110

many uniquereachablenodesin themodelquickly andif someof thesenodescontain
faulty logic, thenthosefaultsmustbeexposed.

Note that when the searchreachesa plateau,thereareno guaranteesprovided about
failure free field operation.But, unvisited nodesin the systemmodelaredifficult to
reachin theoperationalenvironmenttoo,hencetheoperationalfailureprobabilitydue115

to testabledesignof themodeldoesnot increase.
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5 Model Mutator

In the study shown below, a nondeterministicinferenceprocess(LURCH1) was run
over 15,000FSMsgeneratedsemi-randomly. The testabilityof eachrun wasassessed
via thepercentageof FSM nodesreachedin eachrun. This sectiondescribeshow the120

15,000FSMsweregenerated.
EachFSM hadparametervaluesdrawn at randomfrom thefollowing ranges:
1. 2–20individualFSMs.
2. 4–486states(stateswithin all within machines).
3. 0–272transitionspermachine.125

4. 0–737transitioninputsthatarestatesin othermachines.
5. 0–20uniqueconsumablemessages.
6. 0–647transitioninputsthatareconsumablemessages.
7. 0–719transitionoutputsthatareconsumablemessages.

Theseparameterswhereselectedto ensurethatFSMsfrom real-worldspecifications130

fell within theaboveranges(for detailsof thosereal-world models,see[8]).
TheFSMgenerationprocessnot truly random.Severalsanitycheckswereimposed

to block thegenerationof bizarreFSMs:
– Thecurrentstateandnext statemustcomefrom themachinein whichthetransition

is definedandmustnotmatch.135

– Inputsthatarestatesmustcomefrom other machines,andnonemaybemutually
exclusive(thetransitioncouldneveroccurif it requiredmutuallyexclusiveinputs).

– Thesetof inputsthataremessagesfrom othermachinescontainsno duplicates.
– Thesetof outputsthataremessagesto othermachinescontainsnoduplicates.

6 Data Mining140

Having generated15,000outputs,somedatamining technologyis requiredto extract
theessentialfeaturesof all thoseruns.Thedataminerusedin this paperwastheTAR2
treatmentlearner [6]. This is a non-standarddataminer, sowe take careto fully intro-
duceit here.
Thepremiseof treatmentlearning,andthereasonwhy weuseit, is thatthelearnttheory145

mustbeminimal. TAR2 wasanexperimentin generatingtheessentialminimal differ-
encesbetweenclasses.To understandthe algorithm,considerthe log of golf playing
behavior seenin Figure4. In that log, we only play lots of golf in jk�lnm�l jpo

q �Wr of
cases.To improveour game,we might searchfor conditionsthat increasesour golfing
frequency. Two suchconditionsareshown in theWHERE testof the selectstatements150

shown in Figure5. In the caseof outlook=overcast, we play lots of golf all the
time. In thecaseof humidity s 90, we only play lots of golf in 20%of cases.So
oneway to play lots of golf would beto selecta vacationlocationwhereit wasalways
overcast.While onholidays,onethingto watchfor is thehumidity: if it risesover90%,
thenour frequentgolf gamesarethreatened.155

Thetestsin theWHERE clauseof theselectstatementsin Figure5 is a treatment. Classes
in treatmentlearninggetascoreandthelearnerusesthis to assesstheclassfrequencies
resultingfrom applying a treatment(i.e. using them in a WHERE clause).In normal
mode,TAR2 doescontroller learning that finds a treatmentwhich selectsfor better
classesandrejectworseclassesBy reversingthe scoringfunction, treatmentlearning160
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canalsoselectfor the worseclassesandrejectthe betterclasses.This modeis called
monitorlearningsinceit findsthethingweshouldmostwatchfor. In thegolf example,
outlook= ’overcast’wasthecontrollerand tvuxw�G7yfGiz7{ |%}fU wasthemonitor.

outlooktemp(~ F) humiditywindy?class
sunny 85 86 false none
sunny 80 90 true none
sunny 72 95 false none

rain 65 70 true none
rain 71 96 true none
rain 70 96 false some
rain 68 80 false some
rain 75 80 false some

sunny 69 70 false lots
sunny 75 70 true lots

overcast 83 88 false lots
overcast 64 65 true lots
overcast 72 90 true lots
overcast 81 75 false lots

Fig.4. A log of golf playingbehavior.

input:

SELECT class
FROM golf

SELECT class
FROM golf
WHERE
outlook = ’overcast’

SELECT class
FROM golf
WHERE
humidity >= 90

output:

none none none
none none some
some some lots
lots lots lots
lots lots

lots lots lots
lots

none none none
some lots

distributions: 0
2
4
6

5 3 6
0
2
4
6

0 0 4
0
2
4
6

3 1 1

legend: none some lots

Fig.5. Classdistributionsselectedby differentconditions.
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TAR2 automaticallyexploresavery largespaceof possibletreatments.TAR2’sconfig-
urationfile letsananalystspecifya searchfor thebesttreatmentusingconjunctionsof165

size1,2,3,4,etc.SinceTAR2’ssearchis elaborate,ananalystcanautomaticallyfind the
bestandworst possiblesituationwithin a dataset.For example,in the golf example,
TAR2 exploredall theattributerangesof Figure?? to learnthat thebestsituationwas
outlook= ’overcast’andworstpossiblesituationwas t�u�w�GiyRGiz7{�|%}RU .
TAR2 alsocomeswith aN-waycrossvalidationtool thatchecksthevalidity of aselect170

statement.In this process,a trainingsetis divided into F buckets.For eachbucket in
turn, a treatmentis learnedon the other F���I bucketsthentestedon the bucket put
aside.A treatmentis preferredif it is stable; i.e.worksin themajorityof all F turns.
Theoretically, TAR2 is intractablesincetherearean exponentialnumberof possible
attribute rangesto explore.TAR2 culls the spaceof possibleattribute rangesusinga175

heuristicconfidence1measurethat selectsattribute rangesthat are more frequentin
goodclassesthanin poorerclasses(for full details,see[7]). Theuseof confidence1has
beenquitesuccessful:TAR2’s theoreticallyintractablenaturehasyet to beof practical
concern.

7 Experiments180

We now have all the piecesrequiredfor our study. The modelmutatorcangenerate
many FSMs,LURCH1 cannondeterministicallyexecutethem,andTAR2 canfind the
FSM featuresthatchangetestability(plateauheight).
Figure6 shows a summaryof LURCH1 executingover 15,000semi-randomlygen-
eratedmodels.The top histogramsummarizestime-to-plateauresults,e.g., time-to-185

plateaufor approximately375 modelswas0 ( ��Iv� graphsize).The averagevalue
wasabout N�UR�9� graphsize.The right sideof the plot shows that, for a few models,
nearly2,500 � thesizeof thegraphwasprocessedbeforea plateauwasreached.This
may seemlike a lot, but comparedto the exponentialsizeof the compositeFSM ex-
haustively searchedby a model checker, a factor of 2,500 is insignificant.The bot-190

tom partof Figure6 is a histogramsummarizingsearchplateauheightfor our 15,000
semi-randomlygeneratedmodels.Theaveragevaluewasabout �EU[rA	 with asignificant
numberof modelsshowing muchlowerplateaus.
The top part of Figure6 indicatesthat plateauswere reachedquickly for nearly all
models,whetherhigh or low plateaus.Sothekey distinction,in termsof testability, is195

plateauheight.We would like to how FSM modelsyielding high searchplateausare
differentfrom FSM modelsyielding low searchplateaus.Specifically, what rangesof
the attributeslisted above (numberof machines,numberof states,etc.) characterize
themodelswith high plateausrepresentedby theright sideof thebottomhistogramin
Figure6?200

In our first simpleexperimentwe usedTAR2 to determinewhat singleattribute,and
what rangeof that attribute, could most significantly constrainour modelsto high
plateaus(just like the very simpleTAR2 golf examplein the previous section,where
we found that restrictingoutlook to overcast led to lots of golf). TAR2 suggestedthe
following treatment:restrictstateinputsto its highestrange(590–737).To understand205

whatthatmeans,considerFigure7, whichshowsthenumberof stateinputsvs.plateau
height(with adot for eachmodel).On theleft, wheretherearefew stateinputs, wesee
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plateauheightdistributedall theway from about Q[r to I=UfU[rA� But furtherto theright,
wherethenumberof stateinputsis high,we seeonly high plateaus—oncestateinputs
exceeds1,000weseeonly plateausover PfUWr � SoTAR2’ssuggestedtreatment,thatwe210

restrictstateinputsto thehighestrange,makessense.

Therealpowerof theTAR2 treatmentlearningapproachis in morecomplex treatments,
which suggestrestrictionson multiple attributes.Figure8 shows a summaryof results
from a seriesof experiments,in which we tried to determinewhich combinationsof
attributeranges(eachtreatmentconsiders

q
attributes)arefavorablefor testabilityand215

whichgiveusveryuntestablegraphs.Surprisingly, thethreetopparametersarelow for
not only highly testablegraphs,but alsofor graphsthat arevery difficult to test (the
numberof finite-statemachinesandthetotalnumberof statesaremoresignificantthan
thetotal numberof transitions).So if we restrictour sampleto simplermodels(fewer
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machines,fewerstates,fewer transitions)thetestabilityresultsarepolarized.220

Thebottomhalf of Figure8 showswhich attributeshavethegreatestaffecton testabil-
ity, giventhat the top threeareheld low. Themostsignificantattribute is stateinputs,
followedby message inputsandmessage outputs.To verify theresultfrom TAR2, we
needto make surethatthetreatmentslearnedapplygenerally, not just to thedatafrom
theoriginal experiment.Figure9 shows a comparisonof plateauheight(our indicator225

of testability)for theoriginal data(left) anda new 10,000input models(right) gener-
atedusingTAR2’s recommendationof what treatmentmost improvesplateauheight;
i.e.
1. 2–5FSMs.
2. 4–49states.230

3. 0–43transitions.
4. 0–247transitioninputsthatarestatesfrom othermachines.
5. 0–10uniqueconsumablemessages.
6. 0–229transitioninputsthatareconsumablemessages.
7. 0–241transitionoutputsthatareconsumablemessages.235

Figure9 showsthatwecanmeetthegoalspecifiedin theintroduction.It is possible
to learnparametersof anFSM thatsignificantlyimprove FSM testability. In this case
theimprovementwasachangein theaverageplateauheightfrom 69%to 91%.

8 Discussion

While we have not donesoyet, we believe that this methodwould generalizeto other240

representationsandotherdefinitionsof testability. The only essentialrequirementfor
sucha studyis the availability of an automaticoracleof success.With suchanoracle
available,thenmutationplustreatmentlearningcanfind modelfeaturesthatselectfor
successfulruns.
In thecaseof FSMsvia a nondeterministicalgorithmandassessedvia plateauheight,245

wehaveappliedouranalysismethodto automaticallylearnthefeaturesthatmosteffect

0

20

40

60

80

100

0 125 250 375 500 625 750

U
ni

qu
e 

O
R

-N
od

es
 (

%
 o

f g
ra

ph
) 

R
ea

ch
ed

�

Transition Inputs that are States From Other Machines

Fig.7. Thenumberof transitioninputsthatarestatesfrom othermachinesvs.plateauheight.

9



��� BetterTreatments
Machines lowest lowest lowest

(2–4)
States lowest lowest lowest

(4–49)
Transitions low low low

(0–109)
StateInputs high

(443–737)
Messages (not significant)
MessageInputs high

(389–647)
MessageOutputs high

(432–719)

WorseTreatments�W�
Machines lowest lowest lowest

(2–4)
States lowest lowest lowest

(4–49)
Transitions lowest lowest lowest

(0–54)
StateInputs lowest

(0–147)
Messages (not significant)
MessageInputs lowest

(0–129)
MessageOutputs lowest

(0–143)

Fig.8. Bestandworsttreatmentslearnedby TAR2.

FSM testabilityvia modelmutatorsandTAR2.
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